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Abstract (HIR)

31T & FafSies g A, WRa d sifqerra= Affin &1 chot A<it @ ag 381 81 SiiaaTeA AfET i Aaed §ee
& SIRY @t ST aret 19 9 81 394 fAeTE dheger, Aiamsd, a1 thald R 1 @ 8§, St foh gfRar sr
& o=y fAenfaal & a1y 912 gl &1 A T AR & 9ry-ary <=9t ok garsit & g da= oik ue-
TR & 1Y T, S e, gt &=, a1 ufaeayt e o1 S1asR UEH &l &1 eh 3R ag el
gar it & g A=RST o1 a1 J1e= a1 41 8, J@l gad SR "igeaR SruRIfat & fg ues Ag fAawrR
S & 9 H IR IET 8

U 12 qifg dsht it sheast a3, St g R ©pet o 1% Tah € deh SifeTs 19 @l g1 AT &
ERM, ag o= faenfeal & 91y A el g 3R efl-ahoft 1o iifdiT ot eirgaedin oft et 21 e,
3% gg g1 uar giar ik TR & 8 O 19 @ a1 hgl @ &, Sfch 39 IV SUTeT theh 8T U=t
IGhT X1 T fAh gah Hi91 R 8 - @« # G« dgaiq Q@ a9+ g A g =t & g e
&, STt 3¢ I SAURIAGT <hT fARR T Hehell @ ST STAATST WHeWhIH ehT IUANT ehch IehT I AT
AT TATgd &1 39k 1Y @, J<al ohl FIFaRGfeT 3R 319g WTHT i W} JI=T AT U= g, St 39
AR 3R WIa-THS Wl &l TR ®0 @ gwifad o Gohd &1 98 i@ s=af 6 qram & fag
U a1 FHtet a1 Q g, FAd e & forg SiRedhdr ik dadhar il a8

2023 & Yk WeRT 3TherA (Global Threat Assessment) h IHJHR, HHATS T I MuoT IR
gafagR &Y geATd gRar wR 7 aoht @ Te @ @1 A3Ee SR wR AR vz vaawises Rsga (NCMEC)
a1t fa=dfta Rulda & 1R, 2019 & 2023 @ 1er At 2ntwor AnTft i Ruté # 87% & gfS; gd 21
SrRTeft AU f3fied wewid, ST for Affn Quy, wivrer wHifear, ok ega it afdast @ sugin
hech ifSes e ok Sifee adienl @ sl ol AT 791 3@ €1 & Sfiehe Jdard ¢ foh a=al & f@ew
3Mietre+T sttt # dsft @ gfig 8t 3@ 8, st Af s TR R uas ik Riar s fwa s 1 81

ST} TR ket UIRTS S STeRR aed] | S ohed & SR srecfier arft Tmstr o I8 sotaiiet et
€1 3% AT, AIgeRfeRT, 2, Mu=ar o1 @R, R fA=ia aiarad St awe ot sitaersa
AT @ gt g2 &1 2 Tt f”Riag a=at hr gran, a=fdes g sik a7 gduT W TaRES ava
BT Hehel! &, FOr ™ SiTATe TR & Ul vt Sra=m=T sifAard g strar @i

ag ufAehT SHieTs- AfET aleral ok gre ural @ Hefda aoft At ol 9= &1 & forg faemes=
forar T @1 399 arafaes Sfiaa & fafv= IeeRun & Areow @ aarar mar @ fF 7S sroRreft Afd
WethiH T IUTNT hech a=ai SR garsil ot uiar 3@ iR MUUT Tt &1 SHRT I3 UTSehi aht 59
Gl & IR H SITREh heAT 3R MTAR FRET IUT 0T & forg URe &= 8, arfcs & a1 ok
3 a=l < ST Rem gAfHa e adh|
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https://www.weprotect.org/global-threat-assessment-23/
https://www.missingkids.org/cybertiplinedata
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ONLINE GAMING <k STRT a7ft ah1 iR

SPECIAL REPORT
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NEWS VIDEOS CITY INDIA ELECTIONS

Online Gaming: ¥R&R A &4

Online Gaming App Scam 'E- fu 581 AT qu £
Nugget': ED Freezes Rs 90 Crore .

grgeR a9 3 St ﬁm'n 3
In 70 Accounts
e 3%, IR IoTTen, 8 fGeelt Published by: wéig ooy,
| TOI Tech Desk | TIMESOFINDIA.COM | May 2, 2024, 07:16 IST i
® g2g.news (: ® thehindu.com <
HOME / NEWS [ CITIES / VISAKHAPATNAM
Gaming

People conned of X9.58 crore
in ‘task game fraud’ cases in

Woman loses Rs.1 Lakh | ZUiies
in a fraud involving - -

online gaming app, FIR 27 Af¥f daremae, 6000 ¥ @
ﬁled 3R 15 &g @hr.... gfers 3 o&

AT Ul T g e S ST
By TeamG2G - Modified date: March 22, 2024 WIS
@) business-standard.com < ® news18.com < ® indiatoday.in <
= BuinessSandad it & © mﬂﬂ LEN T INDIATODAY NORTHEAST MALAYALAM B

f— C
Home Latest Movies Elections 2024 IPL 2024 INDIATODAY ﬁ ‘ )\

Magazine LiveTY Search

Home  Latest [El E-paper  Markets  Elect IS

Home / Technology / News / Online gaming scam involving...

SenSEX‘L ( -0.25%) Niﬂy& { _[}_17%) Nifty Midl NEWS [ INDIA / ONLINE GAMING FRAUD CASE: NAGPUR FO..
74482 78 22604 85 50868.20 . . . . . .
Online Gaming Fraud Case: Online gaming scam involving

Home [ India News / Mahadev betting app case: Everythii

Mahadev betting app case: Nagpur Police Seize 2.4 Kg Rs 58 crore in Nagpur, if you
Everything known about the Gold, Rs 70 Lakh Cash game online use these tips to
Rs 6k cr scam so far During Raids in Gondia stay safe

VOLUME XVII CYBER SANSKAR MAGAZINE


https://www.bhaskar.com/db-original/news/mahadev-betting-app-scam-online-gaming-indore-vivek-story-132274750.html
https://www.thehindu.com/news/cities/Visakhapatnam/people-conned-of-958-crore-in-task-game-fraud-cases-in-visakhapatnam-this-year-says-police-commissioner/article67235941.ece
https://www.google.com/amp/s/www.gadgets360.com/cryptocurrency/news/ed-seizes-rs-90-crore-funds-kept-in-binance-zebpay-wazirx-wallets-5573486/amp
https://www.aajtak.in/crime/cyber-crime/story/fraudsters-abroad-15-lakh-people-on-target-38-thousand-crores-big-fraud-was-going-to-happen-gaming-app-websites-lcla-1783519-2023-09-21
https://www.amarujala.com/india-news/online-gaming-fraud-case-nagpur-police-seize-2-4-kg-gold-rs-70-lakh-cash-during-raids-in-gondia-2023-10-20
https://www.business-standard.com/india-news/mahadev-betting-case-everything-known-about-the-rs-6-000-cr-scam-so-far-123121300347_1.html
https://g2g.news/gaming/woman-loses-rs-1-lakh-in-a-fraud-involving-online-gaming-app-fir-filed/
https://www.news18.com/india/online-gaming-fraud-case-nagpur-police-seize-2-4-kg-gold-rs-70-lakh-cash-during-raids-in-gondia-8627159.html
https://www.indiatoday.in/technology/news/story/nagpur-man-loses-rs-58-crore-gets-scammed-by-friend-through-online-gaming-2410573-2023-07-23
https://www.amarujala.com/technology/mobile-apps/stay-safe-while-gaming-online-alerts-mhas-cyber-wing-cyberdost-2024-01-24

_‘ ONLINE GAMING FRAUD!

37TST §H STTUch! YR | g Tg AHT This Thi oh! T=aTs T STaTd hIGi TR FdTdd]

foh o Ched ATgH REeTfeat t 31u= SiTeT | Gl od 1 39 STTHehRT ehl JHSMT

chad gaR foTg srmasaah g, afeeh ag gug &t giw oft g, arfes &9 Tft srg+ oiik e+
_ ST ont 371 ularfeat & YIS W@ 9| 313y, ST foh 37 WaRATeh W 9 hdt
ywwméaﬁ?qzaﬁ%ﬁwgﬁmﬁg?@aﬁwwmﬁ

37T & FefSieet i A sffaerTa=T AT oht dhot dsit 9 g @1 81 Sigi Ueh
/3R Ig IR Za It o forg H-IRST ohl 10T Q1eH o 7141 5, el gol 3R
gTSaR RIS oh folT Ueh U fAhR WieT oh TU H IWR @1 8

AT Y 39 THTHTd gfHar & fe B0 aiargst $ik @A 3 T dhad
Toaar &t off R @R A g e gl

REPORT

%M 3HTth Sf3T Aaf ifth R Ue 2wl &t T RUIE & TR,
WRAd H 3T AT H I e dlet 9Y IUNTRATST (NPU*) el
JUTd &A1 # 9ad dS1 i @ d¢1 81 g 3Hichel 2020 ® 40% T, St
2021 # 50% 3R 2023 F TG 80% Th Ug< TAT |

*I¢ 957 guid (NPUs) @ f@«rst giad & st faeelt sifaems= afd
THeEhid IR Ugel IR 98 @< v & | 3 gurdt AT dhafaat & fag fasy
w9 § Agcayul gl g aaifeh & wiewid 6 fa=fta gig & ahrerm & g1

AIgd deh gRT fhT 71T Teh 370 oh JER, S< Ugel 9 Shal Hfeieh THY TS 1 Yol H fad1 38 8,
3@ 15 auf hl 3y & o9 & 5 Aferas @ sifdes a=d e Rafd U 8 e 19 @ 8 &, S 2019
&Y g1 H T 4.6 TAforas @ oifdies &1 Atasy & St sreggs @ 3 off uan 9o ik o faTs (36%) @
3ifereR ATAT-FOT 31 sl & 7T eiamest o fRIehR g1 3R O @i chl SHTeT ehl oters h1dht f=ifd &1

3 3fichel O gg e giar g Tk ag awwn foha 1k @1 s st & wfasy &t WRfSa ==
3R 39 @RE & Wis & J94 & fag 36 fafaz ugqsit & awst=T dge smages gt S 8l
STRR=ehdT 3R TdehdT &l 1 39 J6d W H 9T Yehdl g1
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https://www.signzy.com/online-gaming-is-becoming-a-soft-target-for-fraudsters/
https://www.lloydsbankinggroup.com/media/press-releases/2022/lloyds-bank/lloyds-bank-reveals-powerless-parents-of-online-gaming-children-fear-fraud.html
https://www.lloydsbankinggroup.com/media/press-releases/2022/lloyds-bank/lloyds-bank-reveals-powerless-parents-of-online-gaming-children-fear-fraud.html

! ST 81 TE ThIS chs dxichl & AT ST TehdT 8, Wi foh Tholt AT T8, Tehell 39-1 JTZH <ht
w1, fhfRi fofer o ATerd @ AfhiTd STHRRY R, dTet A M7 AT RETfsat o @idl el ek ohich Ich
faia SETeT T TEUTNT heAT| 31 Thigd hl Hed Ie2d faenfeal @ dur ofik ar it wxar glan 2|

IS AT Thig d had RISl sl 9iar &4 o o s e & a=ich 31U 8l

AR W, T Thid Tehelt AT Wethiv, Hofl dasrsed, Taed, 3R AYSI 1 ITIRT ==y
» hd g difch ReeTfeat € ekl A SRR, sifch faarur, $iik safhid Se1 91 @dh| 39 ‘d;f

ufehar ot fORfRIT ShgT STTaT 8, 1T d fasga-a JIdT ol ®U &RUT T fAATSaT ot 319+ STTet

= Rve o

fORTRIT o STeTTaT, ThA Tehetl 31-T1 IHTFET hl WER! IT AFER T HR REhRI/
el & Fg ot fRIenfSat @ o et e T T AR g |
- GO A B, ThAY AT gfterehed a1 #igd # 30 gY Acaar e &ed €, S
feenfeat & feargy ol derftd R 37eht HdgaRfiel SRR TRT Hehd &1 T8 AeTdiR
1“[ 7 Shd< ST hi WX B ST 8, Sfech (Sa1sy th 98U U ot ot Trifad axar g1
.

q faenieal O Sl aheeh 3R IenT AT STideh) 3799 SfhiTd STHhRT UT e chl

=

hIRAVM R &1 Ueh IR o1 d RIATSTT ht WRIT B TR od 8, T 3T STHGRT
ohT JUTNT YRETHS! et 3R fA=iTa a1 eafchiTd JerdT™ ugm o fig shed 81

3MTEY, TS AT W F8 e & §, 39 UTsT AR S 993 &1 vara &d 8|

fonfRNT foten /0 Thn

A HTH AT §: ThAY ol SHe, AGST, T Fehell AGHT3CH /AT hl JUTNT
ech ATl § IThT AMA STHeRY, dfdT fedey, 3R o dagafta
> o7 Y Y R A B

— FTERUT: RS} i Uk At a1 ikt Ot gt & v g fvam e 2 s
U << 17T STchiSe @k H § SR I e il heT 1fey | 59 R H U
il foieh feaT BT 81 TSt STa 39 foieh R faetar axar & SR S7aHT
SIFehRY |IT T §, dl 98 STHGRI g WhAd & gl # Tl Sl &,
e o Rl nl arfefen SIR ef<hiTd Jehd™ UgHT Hehd &
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& HIH AT §: WhAY (ST Sl ohl T AT HU SH-TH ST T hd Sl
ATeTd 3 39 89 Uad 1

IETGROT: IS TH H GAH STHRIT a3t (o1 foh ddered, feord, 39119
JMTFEH, 3R L) I HRYUT g Y, W I, & [ Tgd Asted
ST &1 3T SIThYUT ThT ATY ISThR ThT Tchel! STy ch SIRT fafsat st
g qEg 37l ol T ST H Wi ol ofleld &d €|

s IR, I 39 Wholl 3Ithy ohl dRdfd HSTh 0= ATAT-Udr & o ar
hise dhIE &1 ITANT T & SR hIs f fedeg s R 2a &1 9 & 3
SFehRl ThAY o U Ugddl 8, d 38 dIR-gR A ach @d 9 09
feTerd | &1 519 dep ATaT-fUdT ot 39 ST T UgTY 8idT 8, dd ddh 39
dep @Td TSI WA he bl Bt 81 S AT H, ThAd - hadl O IR &,

. . & . . st ©
dfech dch STehTSC chl STFhRY ¥ TR 3hISE hi HI geh e Uehd &, [Td 3R twﬁ@mm
o} 719k JehET g1 HehdT 2| et e Ut & Ryt ;ﬁi:@;;;awmwa

foreTah R | /

LCIGIH G-]ﬂ'l]gtl‘[ Account Take Over (ATO) In Online Gaming

@rdr AfAUgur (ATO: Téishl) @St a9 gidl & ST Ueh Igar
SRTelt difed o A chefaed deh Ugs g1ieel e ofdT 8, fSiden
SN g 41 IT HaaAfel SRR g o folg w1 |

o 3O UIGEIST Uch Achell dedIse dOR &hdl g SR SiThtch
SAThY (S AU heaez, f&h—a, YR, cYepe, a1 uided) &3 @t
AT &1 81 9 g1 RSt 39 dadrge R (U SUdNTehdl ATH
3R UGS &Sl hRd g, Sch NHT 3fhe ol Yadq g
TRASTST oh BIUT & TAT ST B |

o YIASTST 39 dRg 3TUch THHT 3RS T cheldl gIIKTeT chich 34 31T Af<hdl i 8T &d 8| 3R SUh
chise a1e faerur oft Qg 8, At & 3Tt Y TPUINT R Terd &, FAITY smmueh anfdfes Jerd™ ht GHTaAT
96 SIdl 8l

gafag, fadt oft srarma foies o= faerar et @ 9 ok Huar & A T sithe (@TEa AfdT 6
STUTE ag 34t oh Haer J) UR WRIET 7 R | T YRET 3TUch g1y J g, Heleh @

= The Statesman K;Q :e poq!;ta iaa?q}gm ;ﬁ@-'m’ AnfaT ar am:jfgzﬁ B GehdT

Third-party account takeover CR%I’CF?Q-QI %I gﬂ%q' m ?% G'ﬁ? G-I'CIT-ﬁ 325 @ FF:H‘EIH eI r'

o e et for off o1 ot QU 3 SFST wiewhi R 7t 7 |
3TaehY Jrayr= gt mach! e hY TRE g1

VOLUME XVII CYBER SANSKAR MAGAZINE 08


https://www.bhaskar.com/local/chhattisgarh/bhilai/news/children-playing-online-games-money-being-deducted-from-parents-card-complaint-in-cyber-127599649.html
https://www.thestatesman.com/business/third-party-account-takeover-results-in-nearly-55-of-all-fraud-in-india-report-1503272751.html

Tl T4 MYUT (CHILD SEXUAL ABUSE) G i

9T T MYOT Ueh Tg7 1R SraRTey & fO9H a=d & 91y A nfafafe ar sgagR fopar STar 8, St 3Heht 39,

G, A1 YA h {1 §iaT g1 SATelTs AfHT | aret F MWoT Goh 7R 3R dSit § Ted! g8 a9 gl
geAe 3R f3fSied wiewnd & aamueh IuAhT o 91, St 3R fehRMiRT &l SHTelTS MYUT ST STURIAT ch
fOrQ = 8 AT &1 39 dg & ATHell 4, SruRneft I aht srecfier aEdR are e & g ar s i A
nwor grft (SR awdiR, difaat) o S, e, fodht a1 garo & foy ew, dearsey, 3w, a1 3=
f3fSicet dep-tent oAt IUANT &R o ol IR &l

39 UhR oh MYOT F ITeRR S ahl HTG-ITcHh AT MR ISl 36 o folT I9h 91U
STeREE! T 4R & S[et nfafafedr &l Sirdl 81 gefagR & daat | a<dl ot 99, s
St Wi awqu, ar gRem, Vg, iR WR St sngd el o arar a1 et off nfie
gl TehdT &1 TG LMYUT I oh A 3R ARIReh WY UR g U9 STAdT 6, 3R 39h
sl RIS e e e
STRTEeh hedT 3Tcd STTaTh g | S ARl ST I1igq foh @
e YRISTT HagR hd UG | A1 g, Arel1-forer oz
3ifAMTaeR] &t T=at hi sifaersa nfafafaat u= ea= &
gy ok I Ut uRfEAfaat & THef= ok TRe UaH &
& forw g8t daret it SRl gl Tl

o ST YfHT: Teh dgaT §31T Wal: JAiAeIs YHT a9 gkl § ST Yeh eaf<h
(STRTelY) fehelt S opT SHTFIITE fayra Shia & fAT e iR YTHeR adient &
ST hdTl 8, IR fh IT fAYr A1 g2UANT ahch I I Fd et & forg
T hl hITRAT IRAT 51 T8 STURTT SR TiRreT HifSar, de &4, AfHT wieni,
3R 3y ffSieet ATenH vt IUANT ehed & difch sl O Sl ehe Teh, SR faygra
BTt o T, 3R efiR-¢fR I 3rum S1er A oy T |

qfFT & AT Y ST H 70% HY i g2 &1 T8 SHichsT 39 I1d ohl TE Hehd &
for ag g fohaH! iR gt ST 8t &1 sruxielt SraR Achell UG hl SUINT
P & R T oh 1Y ARKITd STHGRT 131 hed, QR doH, ar difsat de
A & T I ORI AR &1 39 91, d 3T STHhRI ol STIHTA hich a<d ahl
SichHel hid & aT 31T i Mwor Tfdfafeat 7 for gie o foig aser e 8|

2 Jgd R o HeAuR, el ohl §e¥Ae oh YRIAT IUTNT o IR H STRech AT 3R I8 Hi-Iel1s qIddid
H Hcch g <hl A& &A1 Igd SRt g1 ATT-UdT 3R SfHHTeehl el HY sl hl SHieTs Miafafedi
ToR TG-T A1fgy 3R ferdt oft Tferer nfafafer & ufa g &= anfeul

Source: Gaming And The Metaverse (Bracket Foundation).pdf
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https://www.weprotect.org/wp-content/uploads/Gaming_and_the_Metaverse_Report_final.pdf

SPECIAL REPORT

STt TS MEOT AT (CHILD SEXUAL
ABUSE/EXPLOITATION MATERIAL:CSAM)

3Fgd &7 I Muor gl (Child  Sexual Abuse/exploitation
Material:CSAM) &1 Aderd 31 QAT 9 8, STt I=al o i AT i G2ATdt &
"Il THTAThR" 216 il AR TS A TR R R 3 "dTet A MwoT
|t gl 8, drfch 39 TR STuRTY <l Uepfa eht T fomarm 1 Tk

T oh dlh:
. RfSiee wewhaf R TER: CSAM ot €8, $ AR, e &, 3
ierer HifsaT o A1eaH § e fohar Sar 8|

o SThAE T IUGNT: JWRIEM Slche (Ee3Ae ol T fawn) wR Ut It ot fBure w@d g 8k
QISR ohl IUFNT o I Ued- Y - chl A Hd 8

o UIgS-NleaRs Ay 3R GR=: Ay Irsed ik Bk R Gewdr & faw siseftar arft
UGS h ol U gidl Bl

Al gRT fAfda a9 gafagrR &t a=<fiR (AI-GENERATED SEXUAL
ABUSE IMAGERY)

siRfea Al fefSieat gfan # wrifa o 281 81 uRuRRes Al ffen, S A 6t
U 3R GaiqAT AMd 8, hl g1 & S-Rfea Al 98 arift o e, fa
SR e anfe FTT 8

j SR SIARfEa Al T IUTNT Tehelt AT AT Tdeh fexa= dTetl 31etied I}
(CSAM) TR hich redl opT &l MVUT X T@ &1 O A 7 gicg 8t @l B,
SIog st o I 814 aTet STURTH ol WaRT 3R ¢ AT 8

STREehdT 3R YRET IUTHT chl ITGIchd] & dlich 39 dchrilch oh GOUANT chl ekl ST Heh|

Wil HIhTS I-TehY (BY CREATING FAKE PROFILE)

o ORI} STER S bt AT S99 & folU el Tihsd a9 &1 iR
Aeddh oh A h FUR, AR Afchd IuahTahafsil # & T 11%
gfche @Td gid 8, STt ondier 275 AferasT weft dihged & IR 81

el « U Hcholl UITRISH sedl chl AT & 3R IehT MYUT & o folg 918 STl 8,
O9g 3 g O ORI o STl # hg ehd & |
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il 719 QU/deErse

g H, Wit 71 VR 3R AqHI5CH ohT IUTNT ehich ST 7T ehl URaT & 3@ &
T Thy U T ohl ATSId Thid & ST 711 Wedehe 08 ShAT dTed & |

Y hTH T 8-

o FHTEA IHTHR: S U™ I T YU 41 8, STgi o MTehNeh
T SiTthY 3R 100% S Y TREY & A1 ST 1 gefter <a
; . g—.m_. vvvvvv Ak com D i %|

. Thofl dadTge R ARG I feich W faeieh oA W
Ueh thell dadTSe U of ST SIIdT 8, STgi "I Rei" @l arar
fopaT ST 81

o STETYSY T SITA: Toh IR WA heA & d1&, d Tehell AT
Je9T3C IR 31TUh! fe@rd & fon 3imuch gRT 3Ta™ i 718 i &
geol 7 IS1 YhH U 814 aTefl 8, Sifehe STe 31y 38 fRiehretq ahr
UITY hed &, df & fohR T 09 97T &, T8 Shgahs foh 399 STTUh!
STHT AFA 3R Re Tah a1y Refist gl |

@ )% BONUS FOR NEW 1D AND

@ L% BONUS ON EVERY DEPOSIT
& % LOOSING BACK COMMISSION
ONLY FOR CASIND

420 . FRaR &ft: a8 ufthar a9 9 Terd) Bt & 519 dh I

P 31Tg &t & fRARR Ta1 &9 ST |
UP STF 3 weif =i

SE & oifrers Gambling | zqfery Y@ Hidl @ g U ok 17 STeHcls e o

FTT ) o AR T i<l oh T A< STFehR) 9IS 7 he |

I g - aeft oft Eehiumm/greaqy & Areaw ¥ i@y S+ aret 9
1ot % BY U 3T 7 S UTEf AaT8e/QT TR 4RI 7 e |

SMiTeITed T ® d1ga T 1 IuANT hech STuRTelt o=l ohr <MW
A &1 I FAchel! TS ST IT d¢ oh H1EOH O §<di § YUch ohed g SR
S faf9a aten! O T Sepx S1efiel It AT e oh oI ASTeR e
81 39ch 91, 39 3ciel AT hT IUANT e S| ahl sclchHeT fehdT STTdT
€ T $ce R faaRka fopar STar 81

ﬂ o 3T UhR ok WhA I d4 & oy, a=ai ol 3Aels TRET & aR d

STRech el iR Ich! 3T fafafer) Uk Aok TaA1 ST g
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https://www.the420.in/up-stf-arrests-mastermind-creating-online-gambling-games-with-fake-telegram-ids-for-fraud/

SPECIAL REPORT

SifrerreT AT & enf uRada @ o2 @R -

o BT Bl ® Ug UHA AT ¢ foh & SHi-egd AHT wiethid o
AT Il oht 9y gRead= & g ueifad o | fehar ST ET 81

o T ORIt Y o SIRT = T ST R g 3R fihr de 0o )R 35
Uil ¢d g1 ¥R-4R, 3 U fAaRYRT ot d==f R Uiua &
ShIfRAT R &, 9T I A&k = J y9ifdd 8id &1

« OgeT =ROT: (Uefl Tholl ThIgd ST Il ahl I1H o9
'Fortnite' & M &hRd & | T SRA TR I8 TSI <hl 3T e
& foTg IhgTaT SITaT 8, S99 §=d Siiaq o d & 3R 3&d <Al
37R 3Thvd gid &1

o GERT TROT: "Discord" UU TR AT & SIRY s=di on1 fasgra
Stiden? 32 S&ITH & e IdTd & ok eifien difea e €1

o O™ =ROT: I @ vfthefde R g&eR v Wid g, fSad

(S E R | £ AT G T P K £
TS-WS A decs I e ?

RS S 5 R g1 & far % aroeht ol & enf oRei e < 81
e & Y MR RIFTS B —" 715 eTelt st & AHRIS 3R WTaTHS NN0T & J1eq § 32
o3 & e R 35 Forg e el 2

U9 "ied 9 g9+ & A sifavrgent ot Srua a=ai it sifersa nfafafaal v Jor @+t
IIgT, I8 SINTRech cheT I1gyT, 3R ST Il | ATddid ehe=t | IehAT ATgul

hTd-UUTTeAT Qd YR drauraai

. w  « Tehcll TIRTSS TAMT: SR Tehell TIRIS (STchtich dAgehl
SroRiferg & T T dsch S IR 3R T Fectdhe) I91d & 3R T T gt

T T U hid 6|
o YTIATH U & SSAT: Ay Siidex sl e 3R Irlt Irs & & |

* SARHA HAT: T hl A §lehd i oh [T ASTER hd 8 371R ITchl ATHUT T XUANT hich
lehHel hd 81

o SIR=chdT 3R fART: ST Pl SHTHAET &M & IR H INTEH e 3R
AhUT & IUTT: I ST Tthged & T94 & oy faferd e

o Wee cheled: Tl <hl AHi-etra- fafafdat bt AR & oy tReet dhaled ot IuART L

o Rifér: ity nfafafdat f Ra Ruté 21 39 axg it ddhar @ =i ot TRIGT T@T ST bl &
3R URIATT o HYaT <ht ATehH AT ST GehdT 21
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https://www.aajtak.in/crime/police-and-intelligence/story/pakistan-angle-came-in-religion-conversion-through-online-game-in-ghaziabad-ncpcr-ordered-to-take-action-lclcn-1710309-2023-06-06

gl 9T o ATSOH 9 his hl GHSHT

e & P uRr R fRTar i1

g YT ATATHIURT & Ueh 18 aoffa = &l g, 9= 2 o sud Hi g&lm
IEeR YiErUEl &1 TR g1 & 912 3@E FU & gl e ol PR

. I QW%I S ELY qué. %aﬁﬁmﬂﬂ?ﬁiﬁéﬂ?m t;niineScam:RSZLathy
Fraud During Phone Gami
I T Y SR FR T G B Costs TeertsLife

TG (SIeedl g =) (U1 Hi o Hi- d
& feq &Y wifa onet off v @< @I 21

1 Wl & SR 37T
IS UR Teh HelT 3TaT gl

<@ o moeroz8r O

HELLO-MONEY-INVEST:

TODAY BUMPER OFFERS W d'l\lll*)< q¢é\| @- H-\Is'-l w ﬁa ~
Wresmasicors R fereten R 4T &, SR Gt Ut W ;
@ Pay ¥3000 And Get 210,000 OTP a; %-q aaﬂ-%r ﬁ;q-r IGI % I | OTP CODE

& Pay ¥5000 And Get 20,000
4 Pay 28000 And Get #3200
@ Pay ¥10000 And Get £40

& Pay ¥15000 And get T
@ Pay 225000 and get d
4 Pay ¥40000 And Get ¥

(") Money Will Be Credited In Yol
Account Under 45 Minutes.

* k% * I

- A
A
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https://www.aajtak.in/technology/tech-news/story/mumbai-teens-ends-his-life-in-online-game-and-cyber-fraud-of-rs-2-lakh-ttec-1913413-2024-04-07

SPECIAL REPORT

U g} 3R g1 AT UR T T2 1T @ O 3| Higa sk ST 21

3Mch A/C **** & 200000(2
A1) ¥UT sfae gt MY &1

Aig "eRTIec T R NI4T &, 39 97 gl 317 @7 foh am
| IGh A | Ig X d& ST & foh ITh fUar AR

g1, Raifch 39t ITh! AgTd <hl TS a1 &1 §| ag fiar
3R 1 | & 1T 8, Fied gy feh 31ar 3111 <R ghmm|

Alg "eRkTec § IR ¥ Tt i Egrss

wﬁﬂsﬁgﬁawéaﬁﬁg‘
2, At g i aa w81 (9

S g el 39 d1d hl 3R SART Hhdl § [h J5eR RATESI h AT §

SITEehd] 3R =i ohl HTaATHe GAAT 1 foha= Agayguf 8, difch &
e uRfRAfaat & a8l fAofg & e

S ATar-far iR SifYYTeeh] ht sal o 1Y HaTe a-1¢ &A1 I1fey 3R 3ch!
feiarent @t rivfikar @ 1 Tifge Ty & sifemss AffT ofk Tierar Hifsar
WehiR TR 3 fafafdat i e &

B> Sl ohl &Y g3 HisTgd B H WRedl chelel ey |
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grgeR e few - 1

e shele Ufaede &

-

Wed sheled Ueh O aep-ier a1 Aivedar ¢ et Iuaht arar-fuar grr o= g=t 6
3itaeres nfafafaat i R iz Rsror & fore g smar 21

28 Ufeeae s & foIg st 2 AATSd thid i SiRd ghifl uged! tRed i 3R ot a=d <l |
Weq & B A gad uget -

<

g

Who will be using this

Children and
family

4- Parent aTa} 3ifear

UR foFeTen R
2- 31 Children/child / 3- 31d parental
@it 3R Google TR kids and Family UR faeTeh  Controls aTet SITF
feTer &R | & | R fae1ep 1

4

Install Family Lin

5- Get Started 5-Get Family Link
aret iTeE wR 4
faerr w1 B
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<

B

Children and Who will be using this
family device?

Family gre

Parental contrals

- 4- child or teenager aTat
B aifeer o ferer 31
2- 31« Children/child / 3- 14 parental
@t 3R Google TR kids and Family TR faeres  Controls aret S
TR &2 | 1 R faeten &R

Parent account

6- 31X Allow &I UR

Wed g, df 311U 3T 19 IR g7 471 fA4iRa T Gehd & a1 OU hl scdich ohe Gohd 81

QRIS 911 Tehet &1

VOLUME XVII CYBER SANSKAR MAGAZINE 16



SPECIAL REPORT

bt

deR g PR AR | =

ol Sl by 3% Ad @ oreh sfafawar 7 2, 27 o8
mﬁ_@;‘:f:: QE a;qqzﬁad _ @ sl STl SRR 9 &, Silk Gl
afeeTd :a'r:?'a:lmﬂ o L o Hifear R ger & g1 fog MQ e Hr
9w, UdT g wiade . N7 ufaferar o= oft seft Ryra T w31

F?jﬁiﬁ{md W

=il " @& 3 T & R a i
M saeis =@ & g g T @

@R a1 T @R @ & S &R

Bank details /& OTP, CVV,
customer 1D, UPI pin st
foredt oft AT dearge ur Gz /
Qg 9 &1
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SPECIAL REPORT

forg Aot ureaE IuaiT
e 31} e WTdl U= Ueh gl
UTHGS Rl IUGHT 7 3|
Ex- Xyz#243@

e Reftg = & fow afe i Gen

A dt IR Y At feres A

&R, R e @ hdt i dd A &k

foe g7 UPI Pin a1 OTP 2R a3 :

<hY srTageRdT A8 gt &1 e

e i s %19,733

UPI fo= 3k OTP fard ¢ giawe et i ' '
MISHRA has requested money
-~ A
ing the 1, INR

wed & fog oewa aelt &1 vw | G

1 23 uz S

e Decline Button &
foreten 1
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.
his g1 hi A
ﬁ"amar%.

afe 3ma 39 dvg & Wis & fAFR gt oira @ af gRa g s 9t chat, 9=t
T Sfagde, R AW T AW & wsRE e & @™
www.cybercrime.gov.in or 1930 UR YUk R T fAhrad gt e

| ATTATSH fARTAT FFA & 91€ gH Yicrd L2 ST garT fRerrad ast
h3dT= chl ST=d gl gidl g1

GOVERNMENT OF INDIA  MINISTRY OF HOME AFFAIRS " ﬂf

National Cyber Crime Reporting Portal

Besources Section”

REPORT WOMEN/CHILDREN RELATED CRIME -+ REPORT CYBER CRIME TRACK YOUR COMPLAINT CYBER VOLUNTEERS +

RESOURCES + CONTACT US HELPLINE

HELPLINE NUMLER

If you are a victim of
Financial Cyber Fraud
Dial Helpline Number 1 930_

B <

fAhrae gt et & foig agl faere &R sk et &
TRUT hT STJERUT e SO+ fARrae &<t 2 |

g ™ - foRdt oft =g A1 SHTTS WhiE 811 U= gd =R foHT SifaeTs flehrad SRR &<t et =mfau|
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http://www.cybercrime.gov.in/

SPECIAL REPORT
e ThiS <h] ™A
@

UPI & s1eas & afe this gt a1 et € fohelt sr=a & UPI
R 0" et SIQ At 39 f@afa 7 g faftm o i aeE ?\;g

Step 1- 7T WX NPCI foraemR | &R, siyan
deETge www.npci.org.in R fatam #1 5

Step 2- 319 3mg NPCI &l glw ds1 ur ¢, i
BRI &2 3R consumer WR faeTeh 11

Step 3- 319 UPI R faeter 3|

Step 4- i Thie R 3R complaint &
3iaifd Transaction aret 3T U= faeTeh &2 |

Step 5- 31U HHET & TR fda=or R |
3R Hafie T wR foerah a1

* frerrad faera @ g1 i [ RAfS & da1 araa A
Hf¥het gt Sahat g1
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https://www.npci.org.in/

s 2 A

3T 39+ QAER <h ulschl A1gaR O # Y o=
fArTad <t TR Gehd & drfch STuehl STeg & Siee

IR He2 gy & Argear A=l
< AlaTse TR Ud sHA

CLICK HERE

Delhi District Cyber Cells CLICK HERE !
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https://uppolice.gov.in/site/writereaddata/siteContent/Cyber_Crime/202112201659347923Officers%201.pdf
https://cyber.delhipolice.gov.in/districtcybercell.html

SPECIAL REPORT

A:9[ceh Mg ArgaR ufAaqor

Cyber Crime Awareness Training Mega Campaign

Section 1of 7

Cyber Crime Awareness Training Mega

Campaign

3TSTehe I UhR & 3Fehl AR Uy dsil d gTid g 38, fAd 3 gy gv emush
) forq e thr & wrzaw ufdteror mgr-erfvam aemar ¢ foad amg 9 AR sy 4

T <h d<iehl & IR | S qrgH |

39 UfALT0T H ThH ol QU & AT Sl ik sie-si difzal @ ff sware forar mar
) 2, 39 sforar afiz F&Y 21 o & g fwam ma, T 30 AT &1 T 3@ R A |

T 8, 3R 3id & Ueh UHTUT U= ThIR hTS <hT TTY far Sirar 81

39 UTASI0T &l Teh IR SR A3 CERTIFICATE

) @< o grgar ufAerur- https://forms.gle/AlajaozGWTjLPEXC7

) Cyber Training in English- https://forms.gle/8LyAQPWPucn8LHir8 (@& O

A
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https://forms.gle/AJajaozGwTjLPExC7
https://forms.gle/8LyAQPWPucn8LHir8
https://collcom.org/cybertraining.php

WWW.COLLCOM.ORG

R GAURAV KUMAR

(Founder and Director of CollCom, Asst Prof at Ben rsity, Greater Noida)

/ 7’77 4 A\ S\
' : 9 . : :

' 31 1iRa gda H d+e fayfdenea (e gu), Fex ATTsT, IR Ul H e Ssi-afi faumT
' d Hgeh UIthtR & U¢ R ShRRd & | 98 Teh drTfoich IerMT 3R CollCom (chictst shrgfaict
IS deR) o T 3R AP Ta1 FioHr s-ie [ayfdemed & rishA ey off g1 sf
$HAR AR o & UfAfRd Tl # & Yeh Sareare dg% fagfdemey, 3 fiwelt 3 duer
a5 & gA.de Sk digast gt hi g1 St e o SR, ag g afafafdat F srht
Iftha & I W I & Il ot UgHI, Waste d-siAe, efRIgur ¥, Wh g, W,
TN 3R fthe=g o forg 9ot ol STReeh AT ST fawa W= ahrdhi g feham @ |
3ok 39 Y T o iy 3¢ fayfdenea & w@of uee RWhR iR AFa d9rye faem
HATeTd, YRd TR & a9 Whdd! (s areifedr 31ars) sl QREAR & Hf gwfad fosar man
g1 hifde & 9T # Sf HHR AT 981 98 | IgIA WISAT SR MTeRitsT Tuié & fog @ 6
H&G het ohT A I fohdT| Igi7 & i g% fth, T=d & Ao ¢ deh, I+t & 31+ &fAeh
i e & folg dexre W AR gid ST 38 81 Sicg 8, I8 sexe i gfHar # dsit ¥ 9g @
HEeR WY & TR H SIEehdl hl hAl oh Agd hl TEArH goTll IJgi- IIgeR URY
SITReehdl TR Ueh AT Sif9a g% foharl gl fafea el SR dfatstt (Siftherzd SR
HTTETSH) T GRT AT [F fhAT 3R FIFeR HURTY SAMTEehdT TR 35 T 31fdich hrirary i |
3B Teh BieT 3R Jgd gt SfAa SiieTza doth S WISaR ShISH HauRAY ST Afegd
ferenfra fora, foad a1+t der 75,000 T 3ifees T = Wit foram iR erf=_d gu |

t STehT 18T 3Tl &1 auf | §HAR 320 & 10 TR AN ehl Se3AC chl g H HLUh IHT g
\

N

Y.

/

/
\ N N V27 / /
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https://www.linkedin.com/in/gauravjnu/
https://www.linkedin.com/in/gauravjnu/

WWW.COLLCOM.ORG

77 7 4 \\\\
/' feneit carfxh o AT 1ATS GBI T o1 A hatfdr et § <ht o fRIfeNT et &, charer Ttem |\
Pl T ol 2 9 I ITd @ YT/ el o7 | O B B & Ay F ey ged |\
/ gt o1 oft 7 "eRu, uRar aret ST a1 O = et ? & Shelft 7 ik a1 Sl \
ot Tt hgeT 9 o, THY I8 Al Sy fRAhRId gof ohedT ed & df 31uch 0 fAem

h TR TG A & |

319 dt RBI o f&am fAEar o SIgaR 3119 Wi 814 & Jid d1¢ Al 31U+ Haferd ok
H freprad &of erd 8 @t gt 90 & & +fiar 8t smuh! 9T eI i vy
hd | U AT hi TGT dch U chl STTAGehdT gl T 8, I ATt Il Arayril
1Y 1Y 3704 3R U Y Heferd I ehl ATgeR URIY § <1 Hehd 6 |

IaHTE GHY 3R Hft MATag @ 9 Sad! doh-lch J &1 3TUch st At STehrRT I
3Uch QR Sild ohl Hehe H ST Hehd 8, I dlcl I H ahied TR ok TR
31fdrer @ fSITw smueht 31U+ el & AtaTsd d dg FeR U It ch SMMATST H hidd
ST U af &7 gRTT| 399 e o folq 83 Teh et opt Imftid e formr fonedlt &
IId H T 3T 3R U AT STHRIRTT chl JTTATSH hi T i 3TUSE |

JUI-HY TR 3{TUch] gIgeR ¥ T&fdd SMhRI g0 U+ AfthiQTd dadrse/ 4
\| e s e e an e @ e e <3 /

\~ ~a STk 38, TRIad 36 ! P /
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https://www.linkedin.com/in/pritesh-mishra-85bb14201/
https://www.linkedin.com/in/pritesh-mishra-85bb14201/

WWW.COLLCOM.ORG

: [ Shri Anshumali Sharma :

: | Shri Gautam Kumar |;
i [Ex-stateliaisunUffiter(sw)NSS,UttarPradesh)| . l . (Executive Engineer, WRD, Govt of Bihar) I

. | Shri Sintoo Kumar |: Shri OP Mishra |: | Shri Ranjan Kumar |:
N (TGT Teacher, Govt of Delhi) | 4 (Entrepreneur and Director of Jetex Infotech) | . (Senior Product Manager, Microsoft) |

[ Dr Gaurav Kumar 5 [ Mr Priteesh Kumar E [ Shri Satya Mishra

(Asst Prof, Bennett University, Founder CollCom) J . (Asst. Director-Collaboration, CollCom) J " (Asst. Director-Marketing, CollCom) J

Mr Sumit Kumar 3 [ Ms Shweta Kumari
(State Coordinator, CollCom) J . (Social Media Head, CollCom)

Mr Pritesh Mishra |: [
(National Coordinator, CollCom) J m
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Online Shopping Fraud!

»

0
rom Home Job Scom

fordt oft Avshia ot g & fag 39 Arsii= R

crebicforn ke icRoceo kAl https://g.page/r/CZmEUz-HXMeOEAI/review

www.collcom.org f @ # in| collcommunity



https://drive.google.com/file/d/10RbijedLjEQzi2lCxLgvVhVJ-z8qW4Nt/view?usp=drivesdk
https://drive.google.com/file/d/1__TOtBXNj7HyidVO-n-k8WGcGC2euHAK/view?usp=drivesdk
https://drive.google.com/file/d/1FbVrp81AYvDJqI8vueq42_nYl5rE2Vxb/view?usp=drivesdk
https://drive.google.com/file/d/10R5H-O73ibhDBJ4HUxb5ZhWNCiNV_x7H/view?usp=drivesdk
https://drive.google.com/file/d/1fm9mpnZWw8j6PtIj4LJucBlGXzD2eoJj/view
https://drive.google.com/file/d/1RCuAvHq3-ACOeVgFu__zXmD5b78HaGcv/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://collcom.org/CyberSanskarMagazine/LikingYoutubeVideoScamCyberSanskarMagazineJuly.pdf
https://g.page/r/CZmEUz-HXMe0EAI/review
https://collcom.org/CyberSanskarMagazine/VideoCallScamCyberSanskarMagazine.pdf
https://collcom.org/CyberSanskarMagazine/GooglekaJhoothNavratriSepcialCyberSanskarMagazineSept.pdf
https://collcom.org/CyberSanskarMagazine/OnlineShoppingFraud.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://collcom.org/CyberSanskarMagazine/DarkSideofSocialMediaCyberSanskarMagazineDecVol13.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://collcom.org/CyberSanskarMagazine/UPIFraudCyberSanskarMagazineJanuary.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://drive.google.com/file/d/1vKkteHl2ocX5TembCm4qFUv11hqJeAzp/view
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
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cellcom

qIaUT= I8, i @

3+ At g RedeRt & a1y
=9 Ao ol R SR AR |

99 TR H1geR (UseH U < fag
g9 QR &I ol Thd & SR gAR
ARG A1/ I TeHshisd |

SUBSCRIBE

O Cyber Sanskar.
Tele
WhatsApp Channel 1elegram c

Click to Check Out some . . .
. o u @ For volunteering, Type Join and Send it on

interesting video on YouTube
WhatsApp +91-9868189955
https://www.youtube.com/@collcom

.*.]] )' I I (Registration Number-1710, Under Indian Trust Act 1882) | E3EEIM | collcommunity.
b U Certified Under 12A and 80G of Income Tax Act 1961 ® www.collcom.org



https://whatsapp.com/channel/0029VaRc41eJENy6zWmwAQ1U
https://whatsapp.com/channel/0029VaRc41eJENy6zWmwAQ1U
https://whatsapp.com/channel/0029VaRc41eJENy6zWmwAQ1U
https://whatsapp.com/channel/0029VaRc41eJENy6zWmwAQ1U
https://whatsapp.com/channel/0029VaRc41eJENy6zWmwAQ1U
https://t.me/collcom
http://www.collcom.org/
http://www.instagram.com/collcommunity
http://www.instagram.com/collcommunity
https://www.youtube.com/@collcom

