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= |NDIA TODAY B Q

SPECIAL REPORT E:E Eﬂﬁ"]ﬂﬁ*ﬂ[ﬁ

pm 81 users in a viral KYC scam in Mumbai, how to

'UPI & Gifee
o011l &I !

INDIA TODAY NORTHEAST MALAYALAM BUSINESS TODAY BT BAZAAR AAJTAK LALLANTOP BANGLA GNTTV ICHE

= INDIA TODAY M B

Meagazine

Hame [ Technadogy / News ¢ More than 95.000 UP| fraud cases reported in 2022, here v how you' can stay gafe

More than 95,000 UPI fraud cases reported in 2022, here is how you can stay safe

The Indian government has revealed that there were 84 000 cases of UPI fraud reported in 2021-22, and in 2020-21, 77,000. The
figures were revealed amid the rising cases of online cases and UPI-related fraud across the country.

ittt THE TIMES OF INDIA
m Pune Mumbal Doty Bengalury Fydeesbad Weilsta Chenngi Ages Aganala Ahmedsbed Apner ABahabed Amarsvatl Amimss o = "E} THIS STORY IS FROM JULY 10, 2023
OGNS/ NI ot i 4 Gt g e s 11 Man duped of 2 lakh through UPI

m Syeopa Ram Manee Consecrater R —— apotha Ram e Wsmbat Byl Fisghe Mo T s in Online fraud

Out on bail 3 months ago, computer EIlgiI'IEEI' ('lllPES 4 businessmen TNN / JUL 10, 2023, 08:34 IST
of Rs 2 lakh

Asseem Shaikh / TNN / Updated: Mov 29 2023, 1404 15T [~ | [/ wam 'E‘ [an] [rouoww & | E TIIE T]MES OF INII)L"\ OPEN APP
News NEWS VIDEOS CITY INDIA BUSIMESS £
Kerala Indla \Wosld olumns  Maney  Mojes

Kochi woman loses Rs 77,000 in online fraud, timely act of police helps to Ayodhya Ram Mandir Consecration

retrieve money
. Businessman Dupes Hotel In UPI

INDIATODAY MNORTHEAST MALAYALAM BUSINESS TODAY BTBATAAR AAJTAK LALLANTOP BANGLA GNTTV ICHC

H & Q Fraud

= INDIA TODAY .| =l | =
YL T e p— | TNN | Oct 30,2023, 08:43 IST

Delhi-based journalist loses Rs 40,000 in UPI scam, says caller hypnotised him NIBIT

A freelance journalist based in Dedhl, Ramesh Kumar Raja, was recently duped out of Rs ﬂﬂ_UUU by & stranger over the phone witers dom-pfieen o9 i om aifle sebem eeRoEe wd (e Rerie i

Home | Budget 2024 | India | Karnataka | Opinion | World | Business | Sports | Enteri i e R e L
Faridabad Cyber Fraud: Stere fifaan v wetf ¢a F ddt
HR @€, a1 41.36 7Ra w04, o &4 g ot

Govt in talks to impose 4-
hour delay for first UPI
transfer over Rs 2,000 to
~ curb digital payment _ 3R s § freer Mg 50
' . e T, RraR & T @
~ [fraud: Report ot vt e 3 R <2

g ORlalioms
| As per the RBI Annual Report 2022-23, banks
experienced the highest number of fraudulent —

' transactions in the digital payment category in the kh b}' tampering payment gateway
o fiscal year 2022-2023 | -

What's Brewing z = = —= -
: Fettelt tmalt  Podafpem dheadenk (St

SIM SWAP: & fie =t

NOVONesis

Fraudsters dupe Gurugram company of Rs 35 lakh by tampering payment gateway
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SPECIAL REPORT

UPI FRAUD

A\ o

3TST g AR GR&l & 39 el d guftens (UPI) & Areaw 4
8l 3¢ YTy g 39 TR & afiahl & IR J S|

fefSieet e & g o hRUT YR | gUtens
RATIST S gidl S @l g1 fag g5 &
3fichgl o Hdlfaeh, fa<ig a¥ 2022-23 #
guters giargdl & 95,000 & 3 A
LERp I

a1 &% UP| Fraud @ a3 3 g 3 oo Uegell &) aier 8 o o g
q1egH O giF a1t 9ff a8 o his I 99 g |

m Unified Payments Interface

o Fdtaerg (gRthgs 9T $eXhd) Toh ki i-els- UHe &% g Sit dahl &
I dHeg ot E g9 & folg aqmm T g, S IuahTedl Sue Hiersd
fearss o1 IUANT hech dieh @Tal o &g fa<ilg A¢ T o Tehd 8|

e UPI 3 @TdTeRehi o felg fa=ita = ent sigd S1mE &1 f&am g

o T3S & ATeHH T OF iU A & [T U ITTNThdT & UTT Ueh 3sal hi
GG hd] gidt g, fod gdtens srmEst gl SIrar 8|
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qitang & T 3 el

gtens Sl gah dop @it & Y g fafAe ugar @ faeat Iught g da @ R da & y=Rif) 9o ok
YT e <h forg fohar Siar g1

UPI PIN (MPIN) s & ?

 gdiang (UPI) fOF, UPI & A1ead & oF gaiaiRd et o fAQ simasash 4 a1 6 siehl &t aafmra uga=
=T gl

o U WIATYR o U AT & SFER 3191 gutaens A @ A &1 fdsea glar 81

o UPI 3iTdT= agd a1 ¢ 3R SR R WA $o 8 Qers A g1 foar <1 amar 81

o TN &R Seh HidTeet Ufticher o ATend @ gftens - &Y ergafa 3ar @, Yprar- 24*7 farar ST 9ehat g
3R 78 &t g g g1

o AT G &g GRIAT 81 W= RT het & forg Iuatnaraf &t sra= Alanget SaR ot & &1 oA wia &
HiSIE T gl 3R g* IR o TAfA (MPIN/UPI PIN) &sf At gimi

UPI Fraud <1 g ?

o gftand (UPI) e T Aderd aafth glisnd & Aregw @ giaras oech siqarg adis 9 99 Rarreran g ar
ST aafenal @ 8@ agear 21

o gdiand gitar™ & SR YTETySt & a¥ich &1 IUANT hedh AT iR fa=fta Jorar &t gditend wis
gl STt 81

o gdiaerg i & Ta & foIg simuel Tadh @A hi smagerdr gidl @ ik sru=t =i Y gram & fog Rfda
A<tehl T IUTNT AT AT
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RS UPI Fraud & Rftmads B

guterms (UPI) oe <l I & gfg o a1, SiHare fa<dia
G| i G | oft gfg g3 81 Ssy gulens wis & fafvra alient
! TrEra & fOaR aft anuds ary 0ur Y &) &t oy uge & gad
gl S|

1 QUISHING (QR CODE) £
* SCAM ! '

SCAN ME

FAME
SRR YIAHTST ISR hlg TR I Hirel HifSaT AT SHeT o ATeHH I MR hd & 3R
3TYh IdTd & fch SRl I RIHR IS ohl Thd i+ TR $© dAfAfthe et ST 3y 39
RISNR ch1S chl Th hd g, Al 3TUh JUISTE Wrd ¥ Y IR} g1 Sird 8|

ferafim giere # glerdars anReal & 98 iR gga= RA & fag
RIR h1S Thi-T T IUTRT e & |

THE TIMES OF INDIA ==
B oo e e e Rt v b 13 Ao
Q

s her lkhnyer

i A== SIINNNN
s 3T gfear & Rulé & SrgaR,
guters giaigst ¥ gefdd fArepraal
&Y G 2022 # 15,000 A &
ggae 2023 # 30,000 ¥ 3ifdeh &l

TS g1 29 O # O o aeft
frerrad QR ahlE Tl O Iw=ifdd gl
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https://timesofindia.indiatimes.com/city/delhi/rise-of-quishing-the-threat-of-fake-qr-codes-for-financial-fraud-and-identity-theft/articleshow/106940852.cms

SPECIAL REPORT

O i == iR ardfder $-spmd ar deh fJ°
< U (fake) daarse A @vg Raar @
ST 21 AT ST a1 o<k

o -

= 3R 3fd & goft SeRTRAT et TIT

* Ich HeATEl, S SIS RIIHR 'EE
e Fe 3 frg guETEd @ @-@ ma’rm@aﬂmﬁ%fﬁu@r
Sftae 3R Y hATS Uep &70T H el

ST af fifsd & S @rd @t
GTetl e & foTT hat 8

D B
” '1
(Eferer) wrse a1 AcrdaR +t gid &, &1?2

St THER @t SUF W T goft gqaﬁﬁ.u’raﬁaﬁrwi'@l

STHehR] Teh UG Ua hed 6| https://youtu.be/n7LGyA4ft

8QI?si=NAPiWOwVqkx-y1ai
Credit: NPCI

9 YIETUSt § e ohl v 991G ?

y» OFR et dermse, Qu ar Hiere Hifear gRr ver fahg 17 QR @i & ar
# g &, at 3@ s=R/RuiE R iR e R, TRty QR &S & & H
it TR

» Hrestfaes (Public) Wi-Fi A2adh tR QR &S @ e @ a9, aifes 2
A TRIAT g Tahd g1 e d9-39 & e Ryaia ok fea
Aeaeh & IUANT 3| ,

» TTE 7@ HY 48 Ut e & foig fnedt off 9 QR sl &t @ et T

| UPI R <<f eheat <hY srmasgerdr 78t @t 2, Shaer e W= & faw QR

= e e ha a1 UPI T &1 s9TeT et giar 21

il e

STt 8, 9 Jadt g ot fa=rem!

VOLUME XIV CYBER SANSKAR MAGAZINE 05


https://youtu.be/n7LGy4ft8QI?si=NAPiWOwVqkx-y1ai
https://youtu.be/n7LGy4ft8QI?si=NAPiWOwVqkx-y1ai

1

SPECIAL REPORT ; 2. PHISHING SCAM!

Phishing (fsf2i) ganed gRT swTer fahu SR ared | ¢ sanksa
SIS ek T waH I A gl R A

ail ..
jshing e -

31k 3Ty S IY9 s0d # fRu foier ur faeies shed @ af oy Uen
deH13e WR redirect gid 8, STgi ATIX HTUh FS aafha
STt At Sidl @ S hl efmuesr 9™, DOB,
CREDIT/DEBIT CARD number ga&ife|

PP Risgerta & 3 darerse 1
ghtde 2

Crodit card number

Secssty Cods fomr o= S & omu gt gt fAsh
ou o SIFhR TS hid g 3Uch 3ichide o

9 gt AR H GTel gl SIrdrn gl

LCerCe mumber

Aert SR - STd 31TY Ueh Si1dl chl JA1T H i |

dep charsdl/2fae w1 @ TeEfed- ST9 31T Ueh @rdT 9k 81|

QATTUIT STt - STd 31T Ueh 3{Tchtich 31Tt hl JeTI=T | &l

dAred/urss fasiar- 59 Uah Qya-ia ot &Y 9Tt @ gt ( Steh ITcht ) |
it HifSar BIdAISR S6M bl &rdT|
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ol Verizon LTE @ % 98% mm)

SPECIAL REPORT " 2 X ,_Lusiagmm_]
L :

Heie:

www.instagram.com

go fhfin foe # omud wive
Hif3ar st AR A 1 TR glar
¢ SR S gl g I thas foias &
M hd g Sk Siere difear
31ep1de HY &<k gl SITar 2l

[ABOUTUS SUPPORT BLOG PRESS API
JOBS PRIVACY TERMS
© 2019 INSTAGRAM

u

3R 59 ST UST bl e ¥ & df dadrse o A9 @ g 59 theh g1 ol UdT I ST &,
U 3R TR & 41 11 fam at 39T $eum™ |l 3R UrHaE e ad @l U SIhSe
&¢h gl STt 81

forg At fag o s & ieR
Lo 4 %EF aﬁ' | An Initiative of CollCom

55N; 2682-9968

- o B iy, TIRER ST 3 T U T
- 0_”// — 77 A | I LEd

Saftey tips!

o VW & HIeAH A AfdId SAHBRT HITH
aTe TS2M BT ST 7 2|

o forAds H A Ysd foip &I 3Tg B -
giifaa &¥ {6 fae hitps// A YFE & T 6
http:// |l

e YA T{YHl HHATST WAl U Ql-BRD
YHTOTIHIOT H&H H1 |

Dark Side of Social Media

f B ® i colcommunity

VOLUME XIV CYBER SANSKAR MAGAZINE 07


https://drive.google.com/file/d/1mgUNl0cFbM6ufX4_XXPxDZkqxFcEzdRX/view
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf

1

il B3 3. SMISHING SCAM !

ST off fhiRfT & &Y 999 & SR Shdel 3T &
Fr i & sdar & SIRT &t &Y St 8 SR

to link htins:jicidie-ldxvercel.app/
SITdT 8| Thark you EAKE

e @ ST g h ThA H 3MUh! ATfAhIh seh (Example-
| HDFC, UNION BANK, Axis Bank, State Bank
Dear SBI user your SBI YONO etc.) a; =reRory g’%QT R IGII g’ -

Account has been blocked please

update your PAN CARD click here >
to login your net banking updais Fake link " m @'IHT ETRT'-F G-TCI# Eﬁ ﬁ. Pan Cal‘d ﬁ ﬁ% ﬁq
r g

your PAN number wiww.shire.f %EF ﬂ' Roir ﬁ g EI-T? =gl aa;
y R 3IehISC STST scATeh gl STRAT |

Account has Hill +
update your B

e 7 RT3y AT st & 39 e R fRTe v 9@ g

gt faRor & W= @, 9t A A srgafa 2d @
d 5 &l Ul H SATUHT chise ATl gt SITdT gl
39 AR & @A # SMUehl 3 T S4-

amazon &l I @ IUR, UTE T3 ST, AT
SRR e oft arret @1

3TST 3N 59 RE <h WIS <hl Teh Tl
"edT & ATOH § HSId Sit dicigs 6l
I AT Qep if =it & Ty afed ggi
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< 9T IR
HTl 1 LG

Y g1 g leiigg chl ST AT SR FTHT St h

S 9ch HlaTSe UR Tah T fordt Siep @ Tesr srmar g, oras far@ar gian g -

/ftl'q UTgch 3TUhl TASIUGA] ddh k
QTdr 31s Aefad (suspend) &R
f&aT SITQTT AT 39T 89 1
2 TR T, AR TR o g ol
R faretah a2 https://t.ly/8SxK
G |
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T S IS, ARAA A A dE Y ) R o R e & ot &7
q A9 g sik at A¥sr & Ry 7w S| 1S S8 Uah ohie (T&R) STdT
“’ %I

# TaSIuthl deh 1 pHERY
ITd R TET g, | SMTuehl e
ol 3USE A H HEE He|

ST dch TTHT STt S HSA UTet ITh

TR ITch SRISE T Ueh AT =@ 99,008 o He TH A &

TUL g ok W ST e T gl

Account debited Rs. 20000

Account debited Rs. 15098

[Account debited Rs. 25900

Account debited Rs. 39000

o Y dARg hl SRT W} ATURATE/SINRShdT & STUT H TTHT Sft & gOTRI FUT U MR § ISR
grE4rett A 31 fw, gx 93t wl ufdus G | i s===a g1

o IR AR dehl ZRT AR hY T &k feem FAar 1 a9 | utes @R Siik gHR gRT 9™
TTQ HIgER GRET & IuTdl ol ot Twer & +ff grger sravTy gl & o= i1 9kt 81
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SPECIAL REPORT

Imoge Credit: Avast

20 "fQu SifhT" a1 "Ry 12 gfch" & Tu d off ST ST 2|

Your phone Attacker’s phone
o QU Wy o1 DT Aaee AT 1S ol gga &A1 I I
R & TR f&H Aehetar a1 81
o O Wt & 3mueh AlEsT 9k I Ueh ¢ {9 @ A
I foRaT STTdT 81 39k e 3TUehT e ré &g gt ACTVATED!
SITdT & SR 31Tueh HieTgel 9 Acdeh M gl ST 2| o —

O wWftm & fou SrerT-sreT a’g & Hifzan,
gisrer Mfear & SIRT uget df 81y R ok @l
STTct 8 SR s aR 3gah! fohdt MW ek 9
hicT 31T & TSRt I8 3MTUCh! STHRIRAT T
AT BT B

3R I8! STHGIRAT & Heg ¥ 3 37Uch Hidsd
JR ¥ a1 9 916 A # R gl Sid 8
fSIOehT RG] IR dg 3TUch HeR TR St
T g SR faf¥=s UPI Su & gregw @ 3much
Qd I 08 3T ST g

, T URETE 9 e Al e S=g?

- afX et HieTge Her fAfeha/d & o @, § @i e Hieed
IR Y UBATS e |

31U+ SfchtT e o foru Fafid tauaeyg o 91y- 91y 3-3d 3ied & fou

o} gofteneur e |

IRATUST i AT &, 1UAT WTaT scfich A 3R ST <Al gRaTIS! & g
oh folg g wi dfchr @ duech i
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el B8 5 FAKE UPIID REQUEST

Image Credit: Phone Pay

* 3H A€ & WhIS A SITEHTST goR &t O9 37 T a1t ek gUiers
iy A 3 Areaw @ 4z Redw (REQUEST) Astar 21

o U # YoR 39 g & Rad<e &l T@ar g al 39 &rar g fr 3 a9
o & fog 8, ok 99 g gor Radw war &= UPI PIN &St
T g, <t ag iareSt i AR a9 STt g1

323,490

CONGRATULATIONS!

uRaR & et ge @ Py 0@ @

aTaY 37 R ST e | hfl-mft smuent dted Oa=
G-ITCIEFTG-i\rII-I-iGR@qv\IJdG-IIdI%Gﬁa % T TR IMUSR! 9 [ T
hgl SITdT g 3TUeh fUdT Sil/ 1S 3 atelr a1eT e Radw w7 o1 fofem

2 3MUeht O U9 & Rifeh IRt UPI
hTH Ag! e g

4 R 7t 3 A R P UL REF

Eﬁ%ﬂ—aﬁaﬂaﬁﬁﬂmﬁamm%%ﬁmmm
g7 &t Riie 33 &1 a1 o 8, 99 € o 3BT R T

Q& 3MUR Rede 71 T foiep Setr SirdT 21 @

y
o 3R Y & 3y 39 ik W fTeh et & omuds sreRde d

[ B &y,
: I 99 31 & FoT T ST 8

SCAN ME

adn & et QR CODE v [Hiyey 37 O S o foig fonedt off foiem /QR
a2 ol 09 3 o e 233 2 | FE CODE @t @ A a1
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SPECIAL REPORT

O UT iR o fore afe &6is feier o9 af SawR
Yeteh HY faeter a1 a3, 3R ea= 38 hedt it d| &R
o forw smueRt UPI PIN <kt smaaerdr gt gidt g1

Requested by

PhoonePay pvt itd

1:37 AM

319,733

Payment pending receive money back

B3 Transaction * Change category

Satyam has requested money
from you on the Phonepay

On approving the request, INR
19733.00 will be debited from
your A/c. https://www.phonep oy

.in/pndtxns - Axis Bank W Jane

Can't reply to this short code Learn more /

39 UshR & A¥ST fRg= ur gie Decline Requested By T 31 3ud foheft eafwh 3 G4
button TR faRTes I A= & 7 fY g 9w enuch Srpke € 97 @t
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SPECIAL REPORT

hl Faet he FOIas gERT i At~k simach
gt & faFT simuds it @t 3 7 gTg|

4 28 141

Posts Followers  Following
ICONIC CYBER CAFE
memet Cafe

Your work will never stop

Online Cyber Cafe

100% Secure

100% Trust

@ iconiccybercafe blogspot.com/

Sarauda, Chiraivakot Mau, Maunath Bhanjan 276129

Professional dashboard

Edit profile Share profile Contact

€& Account privacy

O Settings and privacy
@ Threads
d]] Insights
&Y Your activity
'ﬂ) Archive
QR code
Saved
Supervision
Orders and payments
Close Friends

Favaorites

¢ Settings and privacy

@ Business tools and controls

B Adpayments

ﬁ Favorites
"& Muted accounts

% Suggested content

m Like count

E] Account privacy
(® Close Friends
() Blocked

@ Hide story and live

3t IFHIE § 379 doh FdId 7Y I&TE0T & 3T qHeT MY gt
& 31gch wiel/dif$at T fhd 8¢ do Ss@rH! il T Gehd!
8, 31d: 3YhT3C F urgaHt it 31T gAaet (ON) &R

Private account

VOLUME XIV CYBER SANSKAR MAGAZINE 14



SPECIAL REPORT

3ThTSe gfchT @ ao= < faw goft giere
Hifsar sreprde IR Two-Factor
Authentication (2FA) 31T @R < |

—

niccybercafe v

4 28 141
Posts Followers  Following O Settings and privacy
ICONIC CYBER CAFE

nternet Cafe @ Threads @ Accounts Centgr
Your work will never stop 3 v, [
Online Cyber Cafe

pgin & recovery

rpasswords, login preferences and wo—factor authentication
(0 Password and sesifit
Choose an account to set up two-factor

authentication.
Change password 2

Personal details

o i i bercafe
Two-factor authenticafisgh > L _ coniceybercaf

Eﬁ Your information and B _Instagram

permissions

Saved login

oose your security met
nter confirmation code

aniccybercafe « Instagram

Authentication app
Recommended - W

vou'll enter when you log in.

Text message (SMS)

We'll send a code to thre\ iy

Enter the 6-digit code we sent to ****** #gg,

It may take up toa minute for you to receive
this code. Resend code.

175960

Two-factor authentication
ison

We'll now ask for a login code anytime you
log in on a device we don't recognize. To
change your contact info, go to the Persanal
details section in Accounts Center.

Instagram UR 3T HUR Hehd fehQ T fAw= T=UT a1 el & 2FA ( 2 Factor
Authentication) #I7T Yehd & S d3g & arch! Aiere Hif2ar uz off 2FA ON &R

VOLUME XIV

CYBER SANSKAR MAGAZINE 15



BIsae eean fow

ﬁ?@ﬁ%ﬂﬁiﬁa{wﬁ’ﬂﬁmﬁﬁ%mﬁmﬁﬁ\

ahis ot application download =T &R

A ApowerMirror
Don't download \ ]

these apps

@) AnyDesk TeamViewer

& Baixar RemoDroid
S /\\ APK
39 dg h Ut 1heF T 3Tk

Alarge a1 g1 st foRedt e
% g1 | I SITe g, 91g at
Hiarsd § 1 ursde wiel gt ar
IS AfhITd ST |

!?:i‘
\ <

[— A=)

fohelt Qu ot sTeATtEs @R & foig gA2m e s 9IH- Google Play

Store aT Apple App Store a1 3iTsifeeh daaTEe & & AT H| =
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SPECIAL REPORT

Secured Website

(save) AgtarT e |

dad1Ee <kl GIdT & ST & 31 d-ih|

EE=— Step 1 A ARG o Rl of
gigrer Hifsar a1 e w o
‘ RS 8. website* & feieh three  Jqyge grT @ 3ifeR &Y ad
| n— =let ;?mm IR (sponsored) R & <& &,
| o ) @ g8 fRd & dwese 6
{ _ A e PR e gIdT &l ST o felg T ==on
\d et gl hT T he -

VOLUME XIV CYBER SANSKAR MAGAZINE 17




SPECIAL REPORT

Step 2 Google W YIMA I1 www.yima.org.za I 1|

O joog b +
| Stop. Think.
5. i e Don't get
i scammed!
il icabimn - | Website
e scams
. | vulnerability
® “mree | Hme | Himscral @8 _
i 9 o 6 () A 0 D () Also searched for : step 4
feEreEaEkd &l Vi zarasirientn

and security headers.

& iz el fel v bl fnd iml '@

nz © @ S = IE| | Step 3

39 59 foieh W feRTen &l gl IR 4l fhd 71T fefes t paste &1

1] FREE SCAN

Result

o Tl e o e @ o B

+ft dgrge Ft vulnerability (safe
& T T8Y) T IdT e Fehd 2|

G’ 99T TR MU STHhRI A
REEAN ST 37T I |

Website Scan Result

shopunick.in m @ mﬁf Q%' !

VOLUME XIV CYBER SANSKAR MAGAZINE 18




SPECIAL REPORT

Bank details /& OTP, CVV, Customer ID
UPI PIN scarfe foreht oft =afhs =g at das ot
et @ 9 7 &, & a1y are 7 S
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SPECIAL REPORT
- This < AT
F 2

UPI & #A1eas & afe; this gt a1 et 9 fohedt o= b
& UP| o= 99 9« 11 &t 39 fRafa d sma fafa= P\
IRUTY T UTA &2 3709 39 O: Ut aR Gaha 81

Step 1- 7T TR NPCI foraene 9 &, 3R
d9ETge WWW.npci.org.in B faRTeh R

Step 2- 319 3mg NPCI &l giw ds1 ur ¢, i
BRI &2 3R consumer WR faeTeh 11

b

0
-

Step 3- 319 UPI R faeter 3|

Step 4- i Thie R 3R complaint &
3iaifd Transaction aret 3T U= faeTeh &2 |

Step 5- 31U HHET & TR fda=or R |
3R Hafie T wR foerah a1

* fArerrad faeva @ gk & [R_fa J dar araw B
JfRhe gt e 21 ==
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https://www.npci.org.in/

s €1 1 Ry

3T 37U QAT <h AoTéichl ek I 7 o
3t fArerTad &St e Gehd & drfeh 3iTaent
STeg 9 STeg HTYTE A Idhi

< AlaTse TR Ud sHA

CLICK HERE

Delhi District Cyber Cells CLICK HERE )
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https://uppolice.gov.in/site/writereaddata/siteContent/Cyber_Crime/202112201659347923Officers%201.pdf
https://cyber.delhipolice.gov.in/districtcybercell.html

wis g &l
ﬁamaﬁ.

gfe 31U 39 =g o Wis & fAFR g oid & af qRa & emu a3t
chat, ¥t 7TQ SierpHe iR WSt ¢ A4T & ThI- 2Mfe o 91y
www.cybercrime.gov.in or 1930 WR THUdh &R TR dS-dS

3t fAehrrad st &l | SiiaaTsd frrad st & & faw
3{TUeht ATgeR Yot WA S hl Sieed g1 gl & |

. T ALhiN & HAETad
GOVERNMENT OF INDIA  MINISTRY OF HOME AFFAIRS

it (e (o | Sni e b | a2
Resgurces Section”

) REPORT WOMEN/CHILDREN RELATED CRIME -+ REPORT CYBER CRIME TRACK YOUR COMPLAINT CYBER VOLUNTEERS +

RESOURCES + CONTACT Us HELPLINE

HELPLINE NUMEER

If you are a victim of
Financial Cyber Fraud
Dial Helpline Number 1 930_

/_-'.- >

frerraa &<t A & forg agi faetas R ok ot &
TROT ThT STERUT & 3O+ fArIe gsf 1
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http://www.cybercrime.gov.in/

SPECIAL REPORT

A:9[ceh HTATEA HIgaR ufNe1or

Cyber Crime Awareness Training Mega

Campaign n

3TSTehed 3T UehR | 31Hehl TT3aR 3TURTY dwil & uHTid &t g, g

) & g gHA 3Tuh fg fregpet tht d wzar ufstaror wgr-arfoam=
T g s 3Ty 0T A1gar SruRTy § a9+ <k d<iehl &b IR & g
qTa |

) HTY gl Ueh 3iTehtieh Afdfthehe ot U ghmi |: | :I

gfe s a1t aes 39 ufAeror # vt Tt foran at g ar srag |

) Tt & wrgar ufNeur- https://forms.gle/AJajaozGwTjLPEXC7

= Y -Cyber Training in English- https://forms.gle/8LyAQPWPucn8LHir8

VOLUME XIV CYBER SANSKAR MAGAZINE 23


https://forms.gle/AJajaozGwTjLPExC7
https://forms.gle/8LyAQPWPucn8LHir8
https://collcom.org/cybertraining.php

24

*" QI

qIaUT= I8, i @

3= s g Redet & a1y
=Y AT i AR AT A9 |

99 AR H1geR UseH UM < fag
89 QR hiS ohl Thd e 3R gHR
AT ARTRE A-T1/T hl TeHhISd he |

SUBSCRIBE

WhatsApp (O

Click to Check Out some u ~ - lirteering. T Joi e
interesting video on YouTube ﬁv ) Rt R CCHIIE YRS Ol AN e P

App +91- 1
https://www.youtube.com/@collcom gk ST s A

*ll l n (Registration Number-1710, Under Indian Trust Act 1882) | /@1 | collcommunity.
b Certlfled Under 12A and 80G of Income Tax Act 1961 @ WWW. collcom org

-

I
e i S—


https://chat.whatsapp.com/DIw2adQQ3Xr15ueYPjb4Zh
https://t.me/collcom
http://www.collcom.org/
http://www.instagram.com/collcommunity
http://www.instagram.com/collcommunity
https://www.youtube.com/@collcom

WWW.COLLCOM.ORG

OR GAURAY KUMAR J

° and Director of CollCom, Asst Prof at Ben rsity, Greater Noida)

/ ' 77 4 A\ S\
' . > oS - :

81 R gd™ | d-e fasgfaerey (a2 qu), A A14eT, IR Ueel H ShieR Soiti=aiir faumm
" HgrIch UItheR & UG UR ShRIRd € | 98 Teh HTHTfSIeh IerH! 3R CollCom (ehlelst shgfAct
it dwR) & T 3R I a1 AT sHe fayfaenaa & wrfsa srfdert oft 81 st
PIR AR 3 & Ufafdd Il # & gor STargena Agx fagfdenem, a5 it ¥ dger
a5 7 gA.de SR digast gt i g1 Sru-! e o SR, ag g afafafdat F skt
Iftha & I W Il & I=di ol UgHI, Waste d-siAe, eTRIuur SR, Wh g, W,
T 3R fthead o forg it &l SITReeh a1 oY fawa IR st & fehar 8 |

3Tch 9 3MYeh TATH o ol 38 fayfaemera & @i e qrEanR SR Aa dared fder
HATSTd, AR TRhR I GIAS ] (s dTeiicar 37are) sl QRERR I | ge1iad fohar
g1 hifde & T9g # Sf HAR AT T8I 98 | IgIA WIeAT SR TS Tuie & fg @ 6
HE& i Sl hTH Y[ fohaT| I8 ST & g Afch, s=d @ e ¢ deh, Il & 3o 3fes
hrd e & folg dexre W AR gid 1 3@ 81 Sicg 8, I8 sexe i gfHar # dsit ¥ 9 @
HEeR AURIY & TR H SIMEehdl hl Al h HAged ol TgArH goTll IJgi- gk Y
SIRchdT U Teh AT AR % fharl I faf9a el 3R aplcisil (Sifthers 3R
SHTTETEH) T SRT AT S fohdT SR ATSER SURTY SAHTEhdT UR 35 T 31fdch shiierelry &t |
I8 Uk Blel 3R agd &1 AfHAg ST Yot M8 A1ZeR hIgH AT ¢ A
farenfard fora, fed a1t der 52,000 @ sifdies Tl A |t foram $iR arif=ra gu |

NN\

SIhI A& 3T &l ST H AR 27 oh 10 1RE ST ohl $=AAC chl AT | RA<h ST g

N\

.

/
5
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https://www.linkedin.com/in/gauravjnu/
https://www.linkedin.com/in/gauravjnu/
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y

/
5

\

' 77 4 \\\\
foneit carfxh o @Y 1ATS @I T orf & hatfdr et & <ht o fRIfeN et &, charer Ttem |\
o7 a12f & t 3T 1 @ ST /SRE T8 AT | 81d: e g & [T F emu geg |\
gl ST oft 9 geR1U, URaR aret ST 1 33 T chgtl ? & helfy 7 9 7 Shig \
ot Tt thger 9 o, THY I8 Al Sy fRIerid gsf oheaT ad & df 3ueh 0 fiem

h TR TG A & |

319 dt RBI & f&am fAdar o SIgaR 3119 Wi 814 & Jid d1¢ alg iU+ Haferd ok
H frehrad &of erd & @t gt 90 & o +fiar &t smuh! 9w YT i vy
hd | U AT hl AGT deh U chl SMAGehdT 6l T 8, T4 Uit Il Arayril &
1Y 1Y 3704 3R U= Y Hefd I ehl ATgeR URIY Y <1 Hehd 6 |

IaHTE 9T 3R H VaTag @ 59 Fad! doh-ie 3 &7 3Mudh sl I STt 9
30Uk QX Sfig et Hehe | STl Hehd @, I dlel HY H ahiced TR & @a?
3ifdes g fSia siuehl Sru- Teelt & Atarger & g Fa= @ 31 & IHaTST | ahlel
ST U al &7 gRITI 399 e & foly 83 Tap fitet opt gnfud e farmr fonddt &
gId T 31U 3R 37G-T AT STTHhIIRAT el STTTATST hd I hH 3TUSE el

JUY-gHY TR 3{TUcht IigeR I Hefdd STHehl g0 31U+ SMifthiAad deadrge/
giret Hifsan/gege it o Aregs § Trsi ohid B |

\\\' %, TRia ¥ | V27 / /

A N\ N\
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https://www.linkedin.com/in/pritesh-mishra-85bb14201/
https://www.linkedin.com/in/pritesh-mishra-85bb14201/
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i [ Shri Anshumali Sharma|:
(Ex-State Liaison Officer (SLO) NSS, Uttar Pradesh)

: | Shri Sintoo Kumar |: Shri OP Mishra |: | Shri Ranjan Kumar |:
p (TGT Teacher, Govt of Delhi) | 3 (Entrepreneur and Director of Jetex Infotech) | . (Senior Product Manager, Microsoft) |

[ Dr Gaurav Kumar 3 [ Mr Priteesh Kumar 5 [ Shri Satya Mishra

(Founder and Director, CollCom) J 3 (Asst. Director-Collaboration, CollCom) J H (Asst. Director-Marketing, CollCom) J

..............................

o P'{,.:,Eﬁﬁ!:rdm:rsmmf‘ J [ Mr Sumit Kumar : [ Ms Shweta Kumari
L 2 (State Coordinator, Collcom) J : (Social Media Head, CollCom)

............
..............................
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& ¥t R
Al Scams! 2023 - Online Shapping Froud!

sans cons »

July,2023

_ i~ e By

B Actresstumed-politiclan b T o \ [ .
Waspma Morarji ksses #1 1 & ; Padoeel O 9
It In KT Fraud after L 4 . e 2" L4
chicking on span link. il T et Y e

foredt +ft Frsti= ot uet o forg S| Avrsii uR foerer 2

crekkoicforn K e ichoceo kAl https://g.page/r/CZmEUz-HXMeOEAl/review

www.collcom.org f @ # in| collcommunity



https://drive.google.com/file/d/10RbijedLjEQzi2lCxLgvVhVJ-z8qW4Nt/view?usp=drivesdk
https://drive.google.com/file/d/1__TOtBXNj7HyidVO-n-k8WGcGC2euHAK/view?usp=drivesdk
https://drive.google.com/file/d/1FbVrp81AYvDJqI8vueq42_nYl5rE2Vxb/view?usp=drivesdk
https://drive.google.com/file/d/10R5H-O73ibhDBJ4HUxb5ZhWNCiNV_x7H/view?usp=drivesdk
https://drive.google.com/file/d/1fm9mpnZWw8j6PtIj4LJucBlGXzD2eoJj/view
https://drive.google.com/file/d/1RCuAvHq3-ACOeVgFu__zXmD5b78HaGcv/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://collcom.org/CyberSanskarMagazine/LikingYoutubeVideoScamCyberSanskarMagazineJuly.pdf
https://g.page/r/CZmEUz-HXMe0EAI/review
https://collcom.org/CyberSanskarMagazine/VideoCallScamCyberSanskarMagazine.pdf
https://collcom.org/CyberSanskarMagazine/GooglekaJhoothNavratriSepcialCyberSanskarMagazineSept.pdf
https://collcom.org/CyberSanskarMagazine/OnlineShoppingFraud.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://collcom.org/CyberSanskarMagazine/DarkSideofSocialMediaCyberSanskarMagazineDecVol13.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf

