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Deep Fake Video Call Scam!

o difSat it The Y Mg

o ThA o fafa=a @ik

o Hdl TSIl o ATSIH & Thig ohl THSHT
o FT & IUTA 3R AT <hl 57T & ah
e Thig g1 UR fAhrad Hgl ahe ?
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SPECIAL REPORT
Video Call S .
'1den LUl 2Caim.

WARN‘NG News > Man scammed out of R&. .. t
| W sttt HOME LIVETV LATESTNEWS INDIA VIDEOS STATE

“Man scammed out of Rs. 40000 viaAl- pr———
based video call on WhatsApp; KNOW  scam: Man loses Rs 1.57

fakes lakhs but gets back Rs 1.39
how to catch deep sl sk

On July 16, Artificial Intelligence-based, deep fa *

technology, tools were utilized in WhatsApp vide R T—.
calls. defrauding a man of Rs. 40000. e —————
Gujarat Businessman Loses ¥ 2.69 Crore In Sex Si®RIcHT &l ST, 4.5 @1 i

Video Call Trap: Cops aett... T 7 shreH 1 & it
remaee . Gurugram Crime News: el & @i gfigmon &
A new scam on therise: Strﬂngers A § HIZET FI5H 1 5317 Y a1el JTHa
Strlpplng on Vldeo cq"s to eXtort MNews / Cities / Mumbai News / Man falls prey to sextortion scam, loses over % 31.

money Man falls prey to sextortion scam, loses over #3 lakh
In Mareh 2021, a 26=y arvice aspirant, 4 BS§

[ i (Rigaly) died D sueii le aifter he was repaatedly B&-Gau:a[ﬂ 5. [\-‘,en_;;|e
biackmailed by extortionists

74-year-old in Bengaluru loses Rs 35,000 in WhatsApp nude video

call scam
Hon
Special Offer! Mink s WSJ 3£83499 | Chaim Now Gurugram man gets scam call on WhatsApp.
Cakiari & Lisirs Bt Hews | Technoiogy | News | A s TAINES after seeing woman undressing on video
e , call: Full stor
Al Scam Alert! How to spot fake video y o

Tiaa S haen ey iz CR”S, deepfake technology. tO Sta? Safe The victim was reportedly sittina with his father when he received a video call an

! 3 minread e - - News /[ Cities / Mumbai News / Senior citizen from Bandra loses T 178 lakhin'se.,
HaRhame S Alkasin Senior citizen from Bandra loses #17.8 lakh in ‘sextortion’

case

Ay Bank shane pebon

‘ell victim to an Al-driven video call

Fefance Induntiie
share price

A +84, 462, +60 AR § A I itw Fla St geh d v A, gh
78 | W 9Fd B g

Iedoyys share price
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SPECIAL REPORT

VIDEO CALL
SCAM!

e | 26 avia gHeie s /
dow srfa=er agr A Agr mf o

& Iy TS Yo O aid

9 AR STeRA agelt 9 g9 ufafes adt, sraeRi, iR fafda i
TR Elehs SATHGT s o1 | Hif$ar iR @eRi # U8 WeR Ad/Ued 8, IRg

e oft ¥R e W Rt 7 < w1 &

Source: Time's Of India

:
Eb.’

Fdifeh 9 AR SURTY ch S AR
SN 81 &1 \‘ﬁ

gat! A AT @A 8, 31T 89 Q1 &1 UeF T & arR | =raf & S 3@ @ St agd & deit &
¢ @I &, 3R 71 39 Sieiie # wdeh 31U= UTUT o<k T & 32 &1

& Ve # ufafeT demeia & 500 @ sifdre A T 31 € (0.5%  +ft & Hel TrhangeR
" & U H st oy ST 8), S T (wRe) g Y erreiefa rsterh 5=

© 2021 # 652 & 2022 & 1458 Tk , 0t 26X T R H oot "Geprerefr Are i T S
F 3fAehr gt 1S &

5 g i URETySl F MUkl HGAR WR fohelt srFeT= wigdht gRT Tivre Hifzar ar 3T vwelichem ar afewitae
deraTse & ATeaw | Hueh fRAT ST € STt Ut Uk difeat shict dhed o folg 31 st g, 3iiR fii simuent g2 glae
91d &2 & g oRRa a3ft |

TR hd H AUl ST Her & difgalt svfer s, S 8t 3 it Refla o & ot fifeat et =R s=ht simaent
37U HUS IARA g oK 31T & 3R suent Aifeat 39 Ageht & T127 10-20 Tehs & oy Renfd e fam Siran g1

d R e & SRl ST AR § sfEhifeae oo & wreaw @ fifdat e sig, S g Sy il REftq sed
¢ ot fifsA it W srmuent 31U R g a1 aRaR & foret dewg ar Siffthe & sramt aqas el mfterd o sgrn
dd gU 3Ud o U i f3Aie I Sl 81 31T vl 39 a8 & hisH 3 theh Sa-Twrst! (Snféhifeas ¢aer) 6l
Hee § agd dsit 9 uaTid gt @l 8l
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https://www.outlookindia.com/website/story/india-news-bengaluru-mba-graduate-dies-by-suicide-after-falling-prey-to-sextortion-on-facebook/379573
https://www.outlookindia.com/website/story/india-news-bengaluru-mba-graduate-dies-by-suicide-after-falling-prey-to-sextortion-on-facebook/379573

\4 ¢

N SR ,
Qged 82

dg4arse goh / Data Breaches

Your website has been hacked!

A

The site ahead eontains malware

ANECREET Gy Of R ot SINTRpE 10 ritall Sangooous Pengiem an ol
corrguner that Beal of delets your istonmation [of cxemple, (Aolns, passweant, meTaige],
wenl wreedit cardd.

1] Aoty iepon drisds ol posylde woriny axidenn m Googhe. Privecy ol

BATARE ik e bty

Hifsar Ruté & rgaR 41 & ot eT &t Aefirrer, shfse &rd, arg A« St ufaf8d dewrse o dadih!

) QIear &l goig T g 8l T off, 39 arg d uRAMT & IRT ST ghd & U a1 ST g, 3R e gahd
A & 1T &l 31k A9 A 39 3q &1 MfAepiera:, R B WAE-HAET =1ch dd R & f ot g, 9D
3H ST T8 &9 Tt &1

Data Breach & #dfdd o 3193z wad | @RI Y e & forg omg A9 Ry dhex | [T e

ICICI Bank |

> hg IR 39 QU H WIgaaR 3R AR gut 3T Sd 8, ST 3iueh %I el The &hid 8d 8 3R
SIhUTSS H hiH i §U SiTaeh! fASHt STeRRY el g ek ugaTd &1
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https://cybersecuritynews.com/icici-bank-data-leak/
https://www.ndtv.com/india-news/in-massive-data-breach-details-of-16-8-crore-citizens-leaked-7-arrested-3886885
https://www.techtarget.com/searchsecurity/definition/spyware
https://www.digicert.com/faq/vulnerability-management/what-is-malware-viruses-spyware-and-cookies
https://en.wikipedia.org/wiki/Dark_web

&

\nd g
oy uic oL @l .
dged e ?
3T foier ant feras vt @ (GUALEA

AAdIR G W fefer ATd 1 foler IR foreten ahd &1 3imuch o
GIF # JU-I19 3TUhl AR & fomr sy sga , Y
AT 3T 8 Sidt € iR audh! gaft eafwma t“.ﬂ
STHeRRT af TRT 4 8| {
31q= Tiere Hif2ar ot ufedtes @@= @

izt Hif$ar 99 greduy, thages, d¢ AR SR
) ST UhISe ahl Ufeeteh v@A @ o} snueht aafhia

[al Y Wi
SR ThAR IR old ¢

\

) gierer Hifsar ) dig off R{eiRE 7 g_ 9 off s
3ThTSE Pl 8eh B bl WdRT &6 SIdT 8, S9Y 3much
Thi TRR 3R AfchiTd SRRl ThAY & UIE Uga hl
YT 96 STt 8| gqf?rqqﬂﬂq’rszmtﬁ%mm‘
# 2-WY ARfhah2 gHae AT SR gl ST g |
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SPECIAL REPORT

fafa= giere difear & Aregw 4@

0O B Jh g

I M IR IS AedfchT T18cy i hl cgled™, hageh, s, Sf&T gwficher, afewnifaa
d9HTSE T ITTNT A Tl ITTRThdT 1gaR STURTY ch TRl I 3 g | add= § Thad = Teh a1
IR¥ent et ferar & foram-

v

1
A s e R et o=k Fet wrea R (A
N sifan/sre) o e Redee o 2

i

MY A gl The Radw WarRr oed & al 31uch 91 d¢ iR a1d
e SIeg gl SIEY ohl BTY FTd &, TR <l SeTgR 6hed g, 3R
Nfat srre & AT smifa & 81 ‘

ot

g STl Pict WiehR R & 30 Thad & STTer & T S 8 3R ~.
[\ T T & aeR Fcher T gfeher &1 ST 81

g9 ITd ohl &9 & <hl afe 3mmuaht Gierer Mif2ar verrde urgde A8 & (ursadt oifF Jai fohar &) af IR
ThAY 3Tqch gitrel HifSar UTthise ot Thd hech 3Uch URER 3R &Il deh Wueh a1 Ad g, 3R R 59

3T ST/ ST H ThiR & g+t ¢u difeat et Refla oxa @ at 3id Top st ann A ha Sid 8 |
SRR a4 3R Yeleh @ |
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SPECIAL REPORT

McAfee & gRT fhd T Weh Tderor RUE & gar I« g &t T 50%
YR STEHhIA gork 4 Al (siféfrfthera gfeesie) atsw aie @ha (Voice
Call Scam) @l 31g¥q fena & fSTEH e THIT 83% T &7t ahT IR it gU B

sq% Al-Powered Face Swapping
Technology (Deepfake) @1 TRNT &<
R Ud gRaR & e /Asiid
gr-fi/fAF/eifhg et ar  foRelt
UETd af<hdl h dg: Td STt <hl TanT

D)
< e 1 gt vt o X

gl Deepfakes technology

Most Popular Platform- WhatsApp

S g & ShIgH H THAR 3ATUh! QICUTY R ISI ek & disd
Aqs1/dfeat et od 8, 3R Ukl Jdrd @ foh at fhet gdiera # g,
36 D IUY hl SR g, (FHid gdM & foig Fo 39 vaferd atenl
ST TINT fehdT ST T @ - ART HiETSe AT dicie I gt 71T @, IT A_7 deh
YR h1H g1 R TET &, IT AR R Al Tadlse gl a1 g, a1 |1 &
TSl h fOIQ 99 hl S 2|

319 Ieh! ITd T WRIAT R oid ¢ itk disy/fAfSal did TR TR
3ueh 31U+ fasr/RedeR I+ &= a1d &= 8T 81T &, (SigeT g8 sk
3rarst Deepfake daAterstt 6l Aag & Faalar foegpel siuch Reder
hI avg fe@rs SR GATS & @1 8IdT 8) SR Ich STieT # thd e 4R/ Tar
<d Bl
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SPECIAL REPORT

Deepfake Technology

(Artificial Intelligence)

Slutheh (Deepfake) atarstt ¥ arcadd pfaw Hifgar (Al-snféhifRae fasia) @ gar g, 99d g
Hisjal et/ foaar/difeat & g aafth fir srrg faddt R aafs R sarst/fear/dAfzat o ga-it
gHEAT O 9 & SiTar & fob I8 3iaR ahedT srfdd gt Sy

McAfee & T RUl Fdrc & fob srfrenier WRATT (69%) arsdfaes a=a sirarst iR Al-S1fAd smarst
& i SfcaR e A srwd |

2 dRE & deHIcilsl] Al WhITGET HIgeR WhAR Sget 33T 36 & forad Asfi| @ffr oiik
srféfthfAge ffersia St arfharrell dersiienl o1 ITANT AR 3R I ot Uiar 33
8d g29 3R siffeal arft 3= e § hrth! oISt qfAehT Bt 81

McAfee & Qe 2mter RatéE & srqaR fohedt cafch i sirarst/3deh 98 &l &l o &
foIq haet i1 Gehs o Hifeal/dAfeat i srasgenar gkt 8|

THER 3 Bie-Bie Jifsar 3R
difsat smuesh Al Hifsar ar
g&Id 9 T 9 & ofd 8l

3Much Jifsdt 3R difsat &t Deepfake
STt & ATeEH @ oAl SMifsal/
Afed TR emues Rederi/ <ial @
GEteId T T8 SR Ot <l |7l et &
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SPECIAL REPORT

Y gl g oot & Ueh sifade uithar &t o7t g= fo <hY vifa arw & 9w
T &R o forg Tierer Hifear Tria & @ gid g asfi-

ITch gIeaqy R Tah dAifeat e oimar g,
o 3¢ Fo it & aR # T ST g,
SI¥ - MacBook, I-Phone ganfe St agn
%] ¥ hIAd IR IaT ST 8, O @’iea
& A 32 hage R 3 &l gl STt gl

# Facebook rth a9g @ I8 It
@I g, st ot ard et & adt =t

PR o= 2 oifod R therges oY aheewR & g &, amae @
ST aRT 7 AR | 31T 19T HEgeh qid AR h
3R g1 AR R g1 gl forg &= 9t

Come on 19 M

| am not using Facebook

N’
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S IHY 91 UhaR ATgd haech AR §7Id &d g, al I9& greagu )
Uah dif2at ormar @ O 3 mithaR g1gd & Okt det STHie f@yes St 81

< 1\ Fraud

Hanana

Off deta a#9st 7 gas A2t g g os g gz dsdhr
& T1y NHifa Frad = uhaR grgd frma &1

-2

This is uploaded videos
on YouTube Facebook
Instagram Twitter and

. another anline app life \ags
GID I Ree R o R R G R B EO R K 2 A s going your also your Homess
Tell me fast video delete or send

e, ST, gl 4 At diere Hiftar ::r:::lll":r-cr‘d-‘ bphlssbrandions
TR 3R TER gt &t Ht send &t 1" '

ThiR qId § MthaR 91gd & §o At ot fifeal 3R o an g, _Raanr
ThiI2iTe 35 @Y 3R hgeh UR Wl e G kY JiTT A T 8 |

& Froud - L

| asked you last time

Now delete or send all

Your all data save in my phone m ‘:ﬁa'm h
- g & Fygy gt g
| know o
| already sent friend reques! all U just wait and watch what a’ m qﬁ ST ng
everyone people happens AT [T ﬁ., W a
i | Give me Smin please ﬂ: q_a; a a
2 Yhe T hie STl
& & grerT difsat
et 3 gt s g

Tell me fast

| asked you last time

o | € o e (¥ e N - o o (¥
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WheR agd waia gid gy ora= ths @ a1d &d 8, IRt 91 Jd1 & 918 I hieTehd & dTd ehiveh AT o
& fAIQ FET ST 8 | icTehH & ZRT FISATT g1 & a1 UIthaR ATed AisT TRt Rard gy 39 daR
& FIeaW HR HAgH A sclch hed g, hdgeh e ol Sgfaede Fed g, 3R suh! fAFwraa gia
3iTeATs cybercrime.gov.in R i gf & g1

&l IR! IR Q1Y 39 aRg <kl "1
ufea gt 1S 81

3TuehY fAehTad &of & off 7T g1 31U 39 Tah
ff Tug A1 3, af garT @ A< a1 Fie 1Y

Y 39 eR i RUIE 3R =Ater &R |

"H I I<h Tgd §1 S AT AT, | G T AT 3R W e e q Aifear
SHER ATEd HEd 6.oo.. T A 28 O T Y & fiver e, ore e aedt ot

STaTd M, J TR-IR GHAISS & TT 31138 1"

TSV 39 hT J Haldd o Agaqut ard It |

T 3 et et By 2 | SR 3 o wd R 2

)G%ﬁmmﬁm@mahﬁu’rﬁa ) IgI1 @R & T ot sumr T8 R,

= Sa1 fomml g gt gah IR aT & & At 399 aR-aR
SIT-3eT dehl | sAhA aheeh 3R
) T w1 TR . TR ZRT AT Y 49 ATt ST 3R @ ufehar aeidt el
SHTHR & AT & Hy 7Y |

) I =1 99 7491 iTAdE 918er
4 uiést www.cybercrime.gov.in

AL s TR 3t fAwrad &<t hYi
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https://cybercrime.gov.in/

SPECIAL REPORT

- hglHl 2
\

=it "edT uR ireniRd gt
4 fif2at Thy ot gusET

T hg & Tah Tgae hl, STt MBA & @€ UPSC &Y a1t o 38T UTI Qah 1 3¢ tharges uR fohedt
ST cTgehl & the Radwe o 8, it 3@ | aga 81 G ok udl fordt orr <t oft, famm wie wwst
98 I TShl A SR R AaT 8, 3R fiR-ofR Ae1 91 d g el @ | o THa & e ifea) e @ oft
1< BT = gt SIIel 8, 3R a8 § 99a a1 2302 &1 fARR gt S g ofiR 3id & S1reH-geT e |t

81 U hEHl @ A 39 ST & T Fn gaT, SR =t af f3ter ot fem gt mar 2

Wee & hagad WR Uk AT dAshl ol the Radwe
37T @ St &R | aga @ g o <@t off, fkar 4
verd W1 frar dar R <@t w9, faem awa e ag
U9 gt R Aar g1 fR-oR a1t g 7Y, veh g R
A gRd WR o1 39igR ot = R
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SPECIAL REPORT

T g a1 fifzat wia 4 of
gTd g1 Tl 1 91 391 3T 9
Y oft i Fifsat A< o= wust &
oft g9 ot |

2 minut mein choliya ke paas 30
e o wde & geaw R ga maone
difzat A49<1 15 sec &1 9mar ¢ foad bisp

difeat i R dgdht iR at e
e s REER &

Payment karo

Bola ji
nhina

Ok mein video upload karti hun

fifzat it Iud hage ths @t dAoF R
ATSh S0 e < gieh & STt g, ok
fAfzat ) facfic A & AT 97 hi Rais
Y STt @1
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SPECIAL REPORT

TS Igd WA gl ST & W0 &
3T & af &T &, 39S IR IR-IR
SehAfeRT A9 9ol o @ o, o 49
It ThAR ol AT AT 8l

ha raha hu

astl B
il
Warna Barbaad hogaaa
Payment kma ya nhi j

‘ Kardlya paym

i tu
"ardiya payr

Extortion Calls/Message

T e 8

® sa sha

Youtube Manager

Law Enforcement Officer

Lawyer/Advocate

UHE & & 3T feT I/ IT-3IeT HaR @ ahied
3T T 8, true hieR & AHTAR it H W &f
hide rhER, at fow Faft gega AR, at &t
g REaT u, gfl tr @ aa Al @ & &6
T fAwma omft @, 99 I RAamma & &g
&ar3itl

a9 2d-3d 9 & & ot Faa o i Afera s|s-Afen
Rl Aol SR T 7T TR af GHISE HR AT 8

.& Bengaluru: MBA Graduate Dies By
Suicide After Falling Prey To
Sextortion On Facebook

Jutiook Weh Bureau o Q @ o
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SPECIAL REPORT

» <1 gl @ 3y 99T Yehd @ hY 39 avg <l ge1 / whis
Rt oft =afh o |1y 8t Yerar @ =@ at faha=r oft uer ferar gt

3T R @ 3¢ fif2at st el I3 A1 AT 391 WITag
»ﬁm%aﬁmﬁﬁﬁaﬂmaﬁquﬁmﬂ@?m

&Ig ¥t s aafh 3Tk aR J &I it SR 9 R 9 39
fee eme gt Ol Hifzar srerde R ursdHt R ON T@=n

»WW%wﬁaﬂﬁwaﬁmﬁ#mwﬂﬂa@wm
TthaR I1gd & S gk gt the foe de &g ot ©mr st
9 ugd HehT 8

TR dgHt | gh1 IR d@r &t frdt oft sem af &1 the
P> Redve gl e faha=T HETT R Hehall 81 Fra a3 o
0T 7 g, afees useR ik adh @1

T STTeRT<Y T STHTE B & TESE g-ehleiR hl T AR TR &
»@ﬁMWWIW@QﬁmaﬁWWHﬁEﬁW,
greaW ohT H Mthger AgR 3@ o= 38 99 T AF|

ot Aifza @y g1 = Ra ok guse @ &M &, JaR &t

»> I Ruté & 3k sahl fAswaa www.cybercrime.gov.in &R
&St e |

T g, Yeleh 3@ !
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SPECIAL REPORT a')_E“:ﬂ. 3

Al BOT & ATeH &
FAKE VIDEO CALL

a thglHt 8 fasa—qRA & TR+ hY i g f&F 6 wifa sra=
R H a4 Tgd g i 37k Hiarsd wr R aordt 2.

Fiet W T B o2 o
TS AT ddTd gg 4 H
HT A g |

TYTRHOT 30 A h 0T gd gt I6 0 I gRT ey gahse 7 At
&d 81 S &R d1E ITch HIEGTS TR YH: Yeh T2 ATT g

<! Tg giar &, SR at 3= A
& grEafaes FeR UR i hdT gl

3R I8 Udl IIdT g Y Ik a1y
hA g T, 9t it 31k AT A )
gfceh, Teh Al Bot Y #eg 4 fahar
T A>T
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SPECIAL REPORT

Al BOT & TETHA &
FAKE VIDEO CALL

at erft emu+ @T &9 adH= Hg # Al Tool AT ST
e gRaTydl, FE IR T R gga RE o F
gufa=gut I 24t & forg &t & ufaregor w7 & forg faean
ST X7 8, ST3Y 9Held g ol hd Al T S RIAA E ?

3iTyeht ST i foredt orstTa HeR & fif3at avrer sivar +ig
- Nifzat A ST & & e e a1 @ eI 2 -

» SR MU TR HE Al Fehedl ffeT h QT AR W TR gt § 3R
3TYhT UTST YU AR HTTT|

> fifem & feats 2 @ aaf<h & gra-ma srufa 39 o1, aiiat, 98 i
nfafafeat o eamr @ 2 |
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11:47 PM 4 Sl 4 GE
WhatsApp Business [© Q

@ Cchats @ Status e Calls

Create call link
Share a link for your WhatsApp call

Recent

gfaue 9deh @,
31T SR
JeR T 31T it/
difSal opieT hedt
= 35T ST
31T &7 é’s IR

https://zeenew€.INdia.com/personal-
finance/whatsapp-nude-video-call-
scam-man-loses-rs-1-57-lakhs-but-
gets-back-rs-1-39-lakh-check-how-
2532720.html
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SPECIAL REPORT

3131101 oide & 3 Sceolelole] bict/
shdl Bict 3iie aierel Bt god feulé

o~
ﬂ' +258 85 627 7339 : & . +258 85 627 7339

last seen Thu 3:37 PM
Hey there! | am using WhatsApp.

Medla, links, and docs

Hi there! May i take a moment of your
time? .44 AM

Sure 5.4 ani _ : Report +258 85 627 73397
: | Mute notifications

Hello. This is Olivia Murphy, Digital
media associate of GMMB. | would
like to notify you that you are chosen
to be part of our part-time jobs

offer. The job is simple and fle_xible. M Media visibility

all you need to do is to Subscribe

the YouTube Channel and you will

be paid. We pay 50 RS for each ) Cancel  Report
Subscribe and you can earn up to g  Encryption

3000RS a day. e M

Custom notifications

ap
Ohk send me 4. .\

Disappearing messages
This is how it works , | will give you 2 Qff
tasks, after completing the tasks you
will be paid 100 rupees,The task is
you need subscribe | will send to you Block +258 85 627 7339
and send me the screenshots
Click Link Youtube n 'n 'n Subscribe < 4
n'n’n Send screenshots to me : | Report +258 85 627 7334

=) Mes
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SPECIAL REPORT

Bank detailsia ustomer IL
mm anmmmw
e ), By ey s

| \] Never share I i '

BANK
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SPECIAL REPORT

Two-factor authentication
(2FA) 3[@eg eIP] Hel

o] Heal & feie fafeioot Tevi &1 UIeldl &e:

- Ly B 50 i 9mmYT., B 510m

& Account * Two-siep verification Two-step verification

Prisacy Enter a Gegit passeode which yeull be

n % askid for whin you register your phong
Security %- TedTa- W Gal number with WhatsApp:

Two-step verification

Change numiber

For added security, enable two-stop
verification, which will requine a passcode
wihen regislenng your phone number with

WhatsAgn again

Delate my acoount

T1QEmYr .,

Two-step verification

Two-step verification

Confierrn your passcode Add an ermail address 1o your aceount

which will be used 10 resel your passcode
l if you forget it and saleguard your seoount
- Tweo-siep verification is enabled. You'll need
to enter your passcode when negistering your
phone number with WhatsApp again.
1 2 M 3o - gqwer tyuioep © Disable
. e f j [
4 5 6 M a s d g h |k o —

4+ zxcvbnonméa@

Jm=s B Qwz @ Change email address
R i gfe & PR
AR &S g arguf du e |
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SPECIAL REPORT

gfe s Hff T2 TRl UTe gl Sit STrade<h
off Tt oig Hgorash off e at e wicaRH
d Tqch he IY<h! SITHGRI & ohd g

& collcommunity : =

620 1,083 283

Posts Followers Following

L '” %] N

CollCom

Non-Governmental Organization (NGO)

CollCom is a registered youth organization certified with
12A and 80G. We support & give training to strengthen
NSS units.

forms.gle/N6p53RdeHQ9GVKZWS8

Follow

3TU<h! T@T & U= A1t o1 gHTIH e
HepdT g MR 1Y & 319 gaR 91y e

. M Rt Hah SR SIPRea a9 & forg off
Join us as a Volunteer or Intern, iR AT def TR FH IR THRAE |

Type Join and send it on WhatsApp

+91-9868189955
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SPECIAL REPORT

Cyber Crime Awareness Training Mega Campaign

Cyber Crime Awareness Training Mega
Campaign

mmmgsﬁmﬂaﬁaﬁmmaﬁﬁﬁﬂwr&aﬁ%ﬁr@
) 3&d gY gHA 3mueh g feregpet thy & sz uiamr wgr-aifaam=
AT g FSIaw 31y 81 913 U1y & a9+ o d¥iehl & IR & da

qTa |
» Y gl Teh 3fTehtieh Hfdfthehe  ure ghmi [ ]
gfe ma+ a1+t der 39 ufAeror & vrT A} AT 9 Ueh IR sray &

) f&é A qrser ufAequr- https://forms.gle/AJajaozGWTjLPEXC7

» Cyber Training in English- https://forms.gle/8LyAQPWPucn8LHir8
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https://forms.gle/AJajaozGwTjLPExC7
https://forms.gle/8LyAQPWPucn8LHir8
https://collcom.org/cybertraining.php

WS dol i e
A R Be ?

gfe 31Ty 39 =g & WIS & fAFR gt oid & af qRa & ey afi
chat, ¥t 7TQ SierHe, 3R WSt MU G4l o ©hiA 2ife & 9y
www.cybercrime.gov.in or 1930 WR U e =R oS 9

3=t fAhrad st &R | 3iTaeTsa fAFRd gst A & fag
3TYchl ATFaR JiT L2 ST Y S -l gicdl g |

. WA WHN R HATEd s
GOVERNMENT OF INDIA  MINISTRY OF HOME AFFAIRS . |.£|I1gur‘ig'e o f

i, [ ot C riroen Cdnidbmnantions {magin

pder “Besources Section”

#  REPORT WOMEN/CHILDREN RELATED CRIME + REPORT CYBER CRIME TRACK YOUR COMPLAINT CYBER VOLUNTEERS +

—_—

RESOURCES +  CONTACTUS  HELPLINE
If you are a victim of ,

Financial Cyber Fraud
Dial Helpline Number 1 930_

PLINE NUMEER

- 3

fATad &<t A & g agi farTes R SR ot &
TROT <hT SITTRUT ke 31 fARTad gof R
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http://www.cybercrime.gov.in/

UPI 9z s @ &Y
fR™fadFT R ?

UPI s areas & gfe i gt a1 Tad! & faret e
e UP| U= 99 =1et 11U ot 59 fRAfa 9 s fafa=
TR ehl YT he 30 O U-: UTCT e Hehdd g

Step 1- a1 IR NPCI foraas 9 &, ok
d99Tge www.npci.org.in R AR w1

Step 2- 319 3 NPCI &l gilw ds1 ur g, i
TR e 3R consumer WR faRTah AR

Step 3- 31« UPI R faeres &1

Step 4- i Thid R 3R complaint &
3iaifd Transaction a1t TR UR faeTeh i1

Step 5- U FHET & FJHAR fdaror 3R |
3R Hafie ge-1 wR fferas R

* feprad faera @ g &Y AT & d9r aug e
Hfhel gt Tehal g

5.._______""——-—-.—-

VOLUME VI
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https://www.npci.org.in/

SitreITe R oo e F e
M a e RN T ?

3R 3TUh! TS fAhrad = & gur 3t g at
3TY 37T 2AER o ASTEIh! HIFaR A (AIFR YT AT gforw
U & i 31t ferad gl @ geand ¢ drfeh SiTaeht STee
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HATaEeT 22 Fefald 22!

3ot fAA g fRedere] &
1A H ATl Bl 2le
oae &e |

Y TR |18 HUSeH U & forg
39 QR ohiS oAl Th &y, 3R AR
STfARTReR A1/ T Dl HeHhISd Hel

SUBSCRIBE

WhatsApp (9

n

Click to Check Out some ¢ . -
. L n @ For volunteering, Type Join and Send it on

interesting video on YouTube

https://www.youtube.com/@collcom WhatsApp +91-9868189955

BVA (Registration Number-1710, Under Indian Trust Act 1882) | E@EM | collcommunity
c#llcom

Certified Under 12A and 80G of Income Tax Act 1961 ® www.collcom.org



https://chat.whatsapp.com/DIw2adQQ3Xr15ueYPjb4Zh
https://t.me/collcom
http://www.collcom.org/
http://www.instagram.com/collcommunity
http://www.instagram.com/collcommunity
https://www.youtube.com/@collcom

WWW.COLLCOM.ORG

Or GAURAY KUMAR J

(Founder and Director of CollCom, Asst Prof at Bennett University, Greater Noida)

7 e I

31 1R g H d-¢ fagfaener (e gu), dex ATgeT, IR Uesr # Sheger Seiifaafir favmr \
H GgrIch UIthek & UG UR ShRIRd & | 98 Teh TSI ST 3R CollCom (ahietst shrgfc .
e d@R) o U IR AEY a1 dierr sHe fagfdenea & srfsA st oft g1 St
FUR BHR ¢ & UfAfSd dx=l & & eh STaredrd Agx fagfdeney, 78 Reeflt & dger
s 7 gA.der SR dig=dl ot Y 81 Sroel) e & SR, ag amrfeies fafafaat | emrdh
Gfeha & SI9 wH St J sl ol UgHT, Waste A-siHe, J&TRIYUT M, =h &, Wi,
T 3R ftheaT o forg it SiiReah AT S fawa o= ahrtht & fohaT 8 |

Ik 39 37¥eh UaTH o forg 328 fagfaenera @ @l uge qxanR ok A9 g9 faem™
HATeTd, MR T¥hR H IS WAL (S dTeifcar 3ars) el REAR & |t wA1aa fohar ma
g1 hifde & G7g | Sf HAR AT 8l 96 | Igi- WITSHT 3R TR HUle e fIg i &
HGG e ol T [ fohall| I61 3T i & Afh, I=8 ¥ Ao g¢ ddh, Tt @l 31+ &fies
1 HA & g dexdc R AR gl 11 @ 21 Sieg 81, I2 dexe &l gfan | dsft & 9¢ @
ISR URIY & IR H SIRechdl chl AT & A ohl GgdTd §aiTl Igi4 A1SeR STORTY
SITEhdl R Teh A A9 & fharl i fafaa el ok didstl (3itherrs 3R
SHT-IEITS) T ERT AT S {ohdT SR TATZER SURTY SIFReehdl UR 35 T 31Teeh RRIRITATY <l |
311 Uk BleT 3R dgd &1 AT SHi-eTs" Yoth S IZaR ThIgH AT ST Al
faenfera foma, o e st aer 52,000 & srfdes @it = T foram SR arf=d gu |

NN N\

t SR ST ST <) T & g 21 3 10 T it o e 9 o A e T 21 ’
N

/
\ NN N o7/ /
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https://www.linkedin.com/in/gauravjnu/
https://www.linkedin.com/in/gauravjnu/

WWW.COLLCOM.ORG

(National Coordinator, CollCom)

MR. PRITESH MISHRA J

/ /7 7 4 AN S\ \
’ ﬁﬂﬁmﬁs%mam@ﬁmaﬁﬁamﬁﬁ%ﬁaﬁmqﬁamﬁwt
J g1 31 g df 39 91d O 39T /SITReeh ol AT | 37d: This 814 o [Afd & 319 9ad N

Ugat o)1 oft 7 geRu, uRar aret S a1 O = et ? 3 eIt 7 9 a1 Sl
oft o1 el 9 &, T I8 AT 3T AT &of ehedl &d & df 31Tueh 0 fHer
S AR TG S 8 |

319 dt RBI o {2 fAEer o SIgaR 31U Thig 81 & gd d1¢ Al 31U+ Geifed seh
H freprad of erd & at @t 90 & & iR gt Smuchl THwT Yest= o1 uard
hd | U AT hl TGT deh UG hl STAGehdT i T 8, I ST Il Arayril <
1Y MY 370 HR U & Hefed N chl AR TURTY Y <l Hehd! § |

Tah ThISWR 3MUY OTP 3R pin &t fFepetar o faf= asich S1aATar g, 31y ¢t
foh SiadivTear at SR 4/ Y 7T ohd @, ATe dl AL [ech o FU | gl AT
hU-T & T h ISt IS J-TH! I, T IATUh! Tg! AT & bl fonddl ot lemdd
I e & forg fondt +ft gepRr @ 4 &3 i srrazgendr gl gidi g |

THI-GAY W 3ATYh! HIeR ¥ Hfdd THARI g9 30U HhiAdel dedrse/
aisret Hifsan/gege difsat & Aream 9 Qs ad B | ’

\

\\ ST o, TR '/
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https://www.linkedin.com/in/pritesh-mishra-85bb14201/
https://www.linkedin.com/in/pritesh-mishra-85bb14201/

WWW.COLLCOM.ORG

| Shri Gautam Kumar

5 (Executive Engineer, WRD, Govt of Bihar) I

3 | Shri Sintoo Kumar |:
2 (TGT Teacher, Govt of Delhi) I :

Shri OP Mishra

(Entrepreneur and Director of Jetex Infotech)

l N (Senior Product Manager, Microsoft) I

: | Shri Ranjan Kumar

[ Dr Gaurav Kumar

(Founder and Director, CollCom)

[ Mr Priteesh Kumar

J . (Asst. Director-Collaboration, CollCom)

[ Shri Satya Mishra

[ Mr Pritesh Mishra

(National Coordinator, CollCom)

Mr Sumit Kumar

(State Coordinator, CollCom)

VOLUME [X

(Asst. Director-Marketing, CollCom) J

_[ Ms Shweta Kumari

(Social Media Head, CollCom)

&\
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WWW.COLLCOM.ORG dlioTvilal & fUE® Sedheul

July 2023 June,2023 May.2023

fﬁm &

e e 150 Rs wﬁz# b
it st 42 T FOR
bl Ll

:i

Actress-turned-politician
Nagma Morarji losses #1
lakh in KYC Fraud after @
clicking on spam link.
:'_ i phone pro mox i
in Rs. 20000

R shar Frsm
I o = g gaw

[:AI!I]INE FRAUD!

s »»

foreft oft Avrohie Y e & fog
I A iR ffeten R

uﬁ%mmwm&uil'

: | _ g https://g.page/r/CZmE
. Eﬂ ' Uz-HXMeOEAIl/review

www.collcom.org

f @ # in| collcommunity


https://drive.google.com/file/d/10RbijedLjEQzi2lCxLgvVhVJ-z8qW4Nt/view?usp=drivesdk
https://drive.google.com/file/d/1__TOtBXNj7HyidVO-n-k8WGcGC2euHAK/view?usp=drivesdk
https://drive.google.com/file/d/1FbVrp81AYvDJqI8vueq42_nYl5rE2Vxb/view?usp=drivesdk
https://drive.google.com/file/d/10R5H-O73ibhDBJ4HUxb5ZhWNCiNV_x7H/view?usp=drivesdk
https://drive.google.com/file/d/1fm9mpnZWw8j6PtIj4LJucBlGXzD2eoJj/view
https://drive.google.com/file/d/1RCuAvHq3-ACOeVgFu__zXmD5b78HaGcv/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://collcom.org/CyberSanskarMagazine/LikingYoutubeVideoScamCyberSanskarMagazineJuly.pdf
https://g.page/r/CZmEUz-HXMe0EAI/review

