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Trends and Tactics in 2023!
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SPECIAL REPORT

WHATSAPP SCAM!

cgTeHqy (WhatsApp) gfRaT & 9e@t saTer s&aaTe fohar ST arer wiere Hifgar afétgu g | 2021
% TR fAg R 7 2 oRa & sifdes afcha Iuatnardaf &1 ag 180 | sifdras 321f A Iuctewr g 3k 60 |
3ifder WTuTSH AT THAYT T 81 WRd H WhatsApp Suaiirerdatail &l gat e1ferer (487.5 Million
g1t 48.75 h3te) T g, foradh arg sirefier 3R g g SAReRT &1 HaR SmaT 81

29 aR &l 3 A= gt omg @t & fAg dgg &t
Heayol g1 dlell 8, 39 §H gleduU h SR SR
gAYl ch (YR T&eTd HoR UR g8 ¥ ST 3R
g 2023 H IWRA T 3R dehilehl U TehIRA
STeti |

SI9-Sid HEfiehl ST Sac &, 91gar SuRTeft 14-
T a8 fArfAa ek & et 3 Y FifAegr
d B, foeeh hRUT Gt 31y ot o oY 3R Tera=At
ohl STATEeh 37IR Tclch X8+ HegaquUl 81 SI1dT 8l

g ol $exAA theh i @ Nude Video Call
ThH I doit ¥ &g 38T & 3R ufel fae1 gt <t
39 WA T fAFR 81 3@ & 3R 31U Sita & gehg!
h 7T A <hl TS bl U WR A i 6 & |

U ohg chicd gHAR U i 3R, STHGR dgd gt
gicit & bl Tt i 2fidere # famT dgaa fard gu
AT U I8 & Sl SgR Mg Ag) gidr ¢l
& hTthl 31ed 3R Y oh SR WR 31Uk i+
FIETYYT TR §1 3@ ThH & IR & Id17 §, 39 SR U3,
31T T U STHhRT 3R IUT I SRR ATHI=d
g

VOLUME VI

Fake
international call

WhatsApp Business [© Q

m cha: @ Status Calls

Create call link
Share a link for your WhatsApp cal

Recent
IR\ +63 9218990 4835
' April 27, 6:50 PM

Jayant CollCom

A April 15, 7:07 PM

+258 B5 627 7339 +
(_. online . !

Jayant CollCom
¥ April 15, 2224 PM

Rlock Add
Tap to learn more

Jayant CollCom
¥ (2) April 12,3:52 PM

Hi there! May i take a moment of your
time? Rasa

SUre 440 a7

+63 939 820 9652
¢ April 10, 11:25 AM

1 Unread Message

Hello. This is Olivia Murphy, Digital
media associate of GMMB. | would
like to notify you that you are chosen
to be part of our part-time jobs

offer. The job is simple and flexible,
all you need to do is to Subscribe
the YouTube Channel and you will
be paid. We pay 50 RS for each
Subscribe and you can earn up to
3000RS a day. s
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'WHATSAAP & SHTE2aA
oail &1 i

= INDIA TODAY 2 & Q

Magazine LiveTV Gearch

News TN:r'r.:lag'_,' ! Wews [ Noida woman falls for WhatsApp part-time job offer scam, losas Bs 4.3 lakh by liking YouTube videos

Noida woman falls for WhatsApp part-time job offer scam, loses Rs 4.3 lakh by
liking YouTube videos

A woman residing in Noida received a message on WhatsApp offering her a part-time job. She was asked to like YouTube videos to

earn money. The scammers duped the woman of Rs 4.3 lakh.

® tech.hindustantimes.com < | = INDIATODAY Q
News / Technology / News / Many indien WhatsApg u
— 11& TEBH Q Search  Login
e Many Indian WhatsApp users have lost lakhs by clicking on links and liking

YouTube videos, you could be next

Scammers are offering lucrative part time job opportunities to WhatsApp users. The part time offer include tasks like watching

HOME NEWS  MOBILE ~ LAPTOPSPC ~

videos, subscribing to channels, rating movies or restaurants, and often require victims to make initial investments with the

Home > Tech > News > ijt\_—“f)”-};) Scam alert! ... promise of refunds or higher profits, resulting in significant financial losses,

il

1 — TT———
WhatsApp Scam alert! Woman tricked E =
out of Rs. 4.3 lakh in YouTube 'likes’ INEFEN = ggz%
fraud [ Live TV Irudia Trending Latent Video Dipdnian Inchia Glokual Wosid Citben g

Awomant check the WhatsApp messages L
offer scam that made woman lose Rs 27 lakh Block And Report": WhatsApp Responds To Complaints Over International

—_—

in 'YouTube like' scam Calls
TIMESOFINDIACOM / UPDATED: APR 26,2023, r
1820 ET Of late, many WhataApg users in indla have be ] T -
o 2o THE TIMES OF INDIA
Oadgets News TechMiws Dadgsts Reviewn Top Gadgets Sideshows Videod HowTo. Festured Q =
-
RN LACGITS MIWE NUAT
TRENDING TOPICE SRR TR P >

WhatsApp scam: Don't take voice/video calls from these 'dangerous

Whatsapp Scam: gI€ACT UR  humbers'

Ueh foRTeh @ Af@eiT ah 21 ARG rvesommoncon s wssceisr dfta et Rvsi & e v, Rramd ol sz
@& AT TR ARt 3 et ot

ABP Live News / Technology / Tech / & sbeate jan 17, 2023
Updated at: 25 Aug 2022 07:59 AM (IST)

WhatsApp missed call scam,

IAS & 919 @ F914aT il Al voice phishing & fake job

@TeHTy e, ularydl  offers: Expert shares ways
Y shtfrer to stay safe
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WHATSAPP SCAM!

WHATSAAP SCAM & deld

@ International Fake Calls FAKE

@ Nude Video Call Scam

® Direct Part Time JoB SCAM &,/

—)
@ Miscellaneous Messages

® Fake ID and GB WhatsApp
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T € Sceotelolel b Bict

1T 61 H YR H h3 FICHUY JuTY i ST SHaRRTERT ek ( ISTEX0T & foIq +60 (i), +84 (Raaam),
+62 (Z=tf2ra), +27 (Efayor srhienn), +251 (sfAaiforan) onfe @ g g9 aret eR) T ke oviat a1 89 e
¢! TrgeR fA2iust g g I 29 UFR 1 fA%E il FI J=a I¢,24 QR d FIeaqy HHRISE ol 89 HAT 5,
d1feh I Ufaed STehISe UR HTch e chl STT Heh |

STe 3TTYhI A chicT ST ¢ ol STeRIR 31U I TR chic] dch hed & | Ifch VIR | Yeh fh s e & glcaqy
SUGNT el @ df Ufded gIchuU ohl ¢8 e oh fely XA ohid bl T AT dichl &l 7T & STgl 3T
NS el bl ¢ 7 AR UTY| T iR Tfchd FITHYY ITehSC i ¢ hech IS hIFd UR IR e i selch
Hrche | 99 &d & 3R AT Toidist 3R Trger sruxnelt 34t gfeed cgreuqyu Iudhtendl ol TRile ehieh 31U
183 <h ST & SISTH & &d & | 3 UehIR ok STISTI hiel hl AR UR §eXAA theh hicl, GICHTT Th
ahiet a1 R ahiet off gt ST 81

. ~ Yfch Tt 9k # arger sroRredt sud 0 o o forg fafaa g
mmmﬁmﬁm % EUhs! i ITUATA g 37T ITehT J&I Hehde UL O hi &ft

AT 8, Y I | Igd Uefeld g - UTE g Silel
3T g g fohg a3 @ A geAF« %S it a1 A4S & A1egw @ uTd a13H Siid Thi d gl

e & =9 UTET & 3gat +60 (Faifam), +84 (Raaam), +62 (=211, +27 (gfyor
arthiann), +251 (3fAziforam) anfe & = g aTet 327 el aret fadeft Fart & e ahier/Eder ure
gid &, S 81 31U ITch Thid I3 & TT hidd dch ehd g TT I-Ich AT chl RWATS T g df ITahl
Wl {E gl ST &, at MTUchl FHTa- Sitd 3HTHR hid ¢ o9 YouTube Subscribe 37 Like &=
hT, SMS 9T &R U th dth Y ahiel chech Ufd f&=1 1000 & 5000 FUT ek hAT ahl ST |
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100z AM 5 ATl T 1002AM &

258 85 627 7339
(_. +258 85 627 7329 . #

onlne onine
to be part of our part-time jobs
offer. The job is simpie and bie
all you nead to do is to Subscrite
the YouTube Channsl and you will
be pald. Wa pay 50 RS for each
Subscribe and you can earn up to
3000RS a day.

Ohk send me

Hithere! May i take 2 moment of your ‘ This is how it works | | will give you
time? AU AM tasks, after completing the taeks you 3 Q
will be paid 100 rupees,The task is ﬁ GT“ﬁ- 31Tq_cth 2 a:!?'f a; %_CF
: 3, you need subseribe | will send ta you “
= and send me the screenshols ﬁ\—y" qg'l' E %ﬂaﬁ qw Gﬁ?

Click Link Youtube 'n 'n ‘n Subseribe

media assaciate of GMME, | would ' Send screenshots o me SIEC GG a: d1e 31MUeh! 100

like ‘0 no:uf\f you that you are chosen i NOTE : SUBSCRIBE AND SEND A

Of Cur pari=tir l SCREENSHOT
a Ush Gﬁ%ﬁm -q-cﬁf %ﬁm .Ikelanussum le and flexible,

all you need to do is to Subscribe

EFCF-ﬁ % Glﬁ aﬂ-qaﬁ ;I—% W the YouTube Charmel and you will
’ ; S

be pald. We pay 50 RS for sach
a:'a— aﬂﬁ Subseribe and you can earn up to '
HeHehId AT <llgeh & 3000RS a day.
ﬁaﬁ 3ﬁ? qa; ﬁ—_{ all you need to do subscri
50 Rupee a:' Ohk send me g, 14 take screenshots and send here
ST 3000 ¥UY dh R S8
This is how It works | | will give you 2
a%' JATY <hHAT m %| tasks, after completing the tasks you

after that we proceed your salary
will be paid 100 rupees,The task is e

b
Screerishol haihezn_sg\'gﬁtu Plctues! Qhik

¥
+258 B5 627 7339 (_. sesseseaRaRr e

Rt Swen Thu 337 P

2304M 5

Without telegram you cant get the
daily tasks or coract the receplionist
tor your payment after completing

your task so please install telegram

Ok wrait..

okay after you instafled proceed to
receptionist send to her messaqn o
get your salary ;

Okay

Daone

kindly send me a sereenshol when
| her the code so that | can

firrry with her to make the

payment, | am waiting

you for completing

No LR
eDtlcm:;t an Telegram f
the tasks that you have

campleted, Send her 8 message with
your pass code ard say, I'm here for
my Salaryi completed the Task.

YOUR CODE: I B

fafeem g1 ¢ehium = RawfAe
@t fRd T gfAdha @1 ShiA
2Ife ThAR Rt AT TTI

F 'EI-‘IIGNI&.'I II:L:L.I!I&M

G-I'I'CIEF[ Eﬁg 8736860###’ ﬁ .a E do you have elegram?
Tflum id-@safira_official0o

+256 85 627 7339

e teleguam

No
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379 deh o [ehU 7T ardferra & fafaed o 71 & ! 1 el ek AT o 34T AT 1 8! g GebdT

$Y &M oh folQ ATl hls ol 08 &1 U 31T T g, fehast 99 At am =16t e, fohe g € ¢u

forar ar 3mt 3Ed gl

AT AM &

Lt ]
7= Safira Official +
! catling “ :

v, Safira Official #
= Gyzmm—

Bank Name:

<«

My 25 ‘ink Account_ Nun_wher:
bl ficnd! Card Holdar Nama:
Code: 8736860799 IFSC:

My bank account is closed now for
some reason Socan | send my friend
bank account ¥

Hello and welcome to the UPWORK |
IDED CAMPAIGNS platform.
Successfully verified your unique code!
Please provide the following
Infarmation, | will enter it into our
system so you will become our
part-timer !

no

your bank anly
Ohk

Account no.- 5555 (DT
IFSC coda - FOREERE

| Federal Bank

~ Victim SR
e eft )

Name:
Gender:

Telegram ugsermame;

atsApp Mo, | your name in this bank 7

Victim grr #itft =t
fade s & )

>
| Bank Narme: “
Bank Account Number: 5555 0105

" .
N Card Holder Name: BT BRshra
|| FsC: FORUSSRRTS

N For us totransker your salary, please
| provide a BANK ACCOUNT 1o receive
payment:

Bank Name:
Bank Account Number:

f3¢e 9o & o & w5a | 100 rupee h1Se # thide gt it 81 ora fafaew &l wrhl g a
I S ek T T g1 3/ TR g1 T § 9 S gl 8, UTé - e13d siig ot sifdfeer @ |

> 4 s 8
: \
\

Victi @ WhiF 9% 100
FUY UT gi oAl Tl

VOLUME VI

Transaction + Change category

PIEoM, you've received INR 100.00

in your Account XXX XX T =
Woohoo! It was sent by 0000 on May

25, 2023. -Federal Bank

10:34 AM - Jio 4G

Can't reply to this short code Learn more
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319 Victim &Y Uh SAUTH A Teb ATeT A SIST AT 8, el W task fT Sra 31 T2f task F A BT A &
UEAT UTHY ep ATHYRUT SRS W2l d1Sd) &Y T8 3T TeehIed T 8T & 3R A UIHY oY gaeh< Wit
F BT A AT § Tl g-ae T &1 ISP IYHT 2 - AT AT Y IMAT deh e fAerar 2 |

e e [ e

o e UPWORK VIDED CAM & i
207 members, 15 anline

Tesk Manages 9:30AM-S30PM
TASK 3 RELEASE START NOW
TASK 3 RELEASE START NOW
TASK 3 RELEASE START NOW

TASK-INSTRUCTION

Frepaid Tasks
Group projects (2-4 orders).

Merchant notification
According to market demand,
we are now recruiting different
Pg to assistin hyping
cryplacur , and the
number of places is limited.
The dapoesited amount will be
refunded immediately after ten

g9 Wds task & o T S
FHIE 2 81

SI¥ 1000 Rs 3=a<€ &e TR 1300
®UY T herEe a9 \
3000 Rs WR 3900 ¥UQ ok <Al
HMEF 999, FH URR 2 T
T ¥ WR 2 A1G 60 gSIR 3

minutes. Prepaid fee required!
Safe and secura!

| Please ask the receptionist for
details

1| 1,000 rupess cashback 1,300
| rupees {Mew Arrival Benefit]
| 3,000 rupees cashback 3,900
rupees (Group Benefit)

5.000 rupees cashback 6500
upess (Group Benefit)

000 rupees cashback 9700
pees (Group Benefit)

9 99 qU | g O gAweHe ik
& e & ThiAie ui2-uid
ST WX AR TRt ST & Afdh || Seorise e vork ot
39 39 R MY 3R IIfed gl
THH T A & fAg srreRfda &,
3R 39 ¢U & Bhyd T |

nra

e

. UPWORK VIDEO CAM & .
* | 207 members, 15 online X

Thers are limited slots only in
a day, if you get the opporiunity
please grab it Many people are
waiting in queue, do not wasta
time,

Task 3 is a prepaid task from
our buginess partners and is
the main source of profitin
oUr company. Because our
company is a digital markating
company that aims to create
wvisibility for our partners and
make them trending in the
markel. It's a marketing strategy
to generate mara profit for a
campany, Ta help them become
hotin the market, we need

as many Uman resource as

| possible to create real detain

| their business. That is why we

< i keay of our company’s economic
?_.-‘ sources.

B EwoaK VIDED CAOMPAIGNS
o paym

Payment Successhl

#1,000 &

T I ufehar Uap-di= &1 & giaT 8, 3R Sifaasar T 9 task qof R @ 84 &,
3E TUS TR T A e A HT TRE & UTd Geash1ed & AW 5 ug fAed g,
3R gaw AT Ufer 150 T = & ATt 2 |

.

= | UPWORK VIDEO CAMP/ 3

Receptionist delete her account
and Money is still hanging

P

A UPWORK VIDED CAMP,
. (241 menibers, 16 B

difzat a9 A "wEwR aae
IuahTehdf &l fids erer hr ik
3Tehfd AT ITgdr g, St fids
g # 9% g HRQ & SR
RO 9 dud s &= fear
STTT &, 39 UhR | ThH e drefl
&=t &1 e Rgr IuahTral &
HTHA 31T SI1CT 2|

s e bas scam hai islive account
.Ifl | delete kr diya koi fayeda nhi
_ group mei dalne se or asge bhi
ege soam g2 pache rahi

a8l gudt aXg it ids een d siveHe hed g at ThaAR & g+l ¢U # Thid Tt e ST g SR
Ueh 9HY # 981 -a¥eHe & 1€ g1 Whis ol fARR 99 511 &1 ofd: et oft 0 e she adia @
A9 FHM g1t ST & FTaen 31k ddeh &l

CYBER SANSKAR MAGAZINE 08
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WHATSAPP SCAM!

39 dXg I gRaeS! H, 3fUeh! MHGR W Teh
3o daR @ difgat i oo a7 fohedt
SIS d8<hl ZRT Hierer Hifsar & Areow @
Hueh fhar SR, S SMueh! T difsal aiad
HA & folg g Sl R srrueRt == gl
a1d &3 & fag afa &t |

TR &9 F 3T SIS AaR € dif2at are
MY 3R oY g 3y Reflg axd axd & ot
Aifeat i w® F@=h uenl A U
IdRA gU SR 3Mdl § SR MUk difeat 39
dAsht & ITY 10-20 Tchs o forw Repfs o feam
STt 8

wmﬁm@u@m@wmmaﬁamaﬂ#mawﬁﬁammmm
MUY garel GAE 9& a1 3 fAsht STFaRY ot 818 AT gidT 81 sich Al e ohl AT Shrthl
T eIt & I STuehl SRR whie gfed Sifdarl, adhia/anr, Wﬁﬁm#wmmm

3{TUch! TR fohar ST 81

m https://navbharattimes.indiatimes.com/state/punjab-and-
- haryana/gurgaon/blackmail-young-man-after-nude-video-
call-in-gurugram-and-extorted/articleshow/98108207.cms

3G FeR ¥ 1T Fif3at errer Refia 7 &1

giere Hif2ar R 3= At 1 the Reade ©iarR T &R
smufAsHe difeat a99 wR gaRT™ 181, 39! fAFa gRa IR
gfers silk afger smahm &l &R

€ SPIeIk TR T8 Y Ik STHRIL 3R FITHey R @ @ viwsa
foaeR UR 31T ¢ e WRIET T hR
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WHATSAPP SCAM!

3MTSTehe] TcaTY TR AT TR o HUTa ST ch Tl U gid &l 8d 8, S &
Y gt IGH I 3T bt U= h fou Gferer fofes off fou S 8, Saur ey faetas o

gl 31U HATS hl T QadH I (1R foheier) 81U & ¢ 2 € a1 ol smudh e &
Uch ATAEa QGeAtchee JU-ATd §Cl gl Sdl & Sl 3ATUehl O3 STFehRl H1geR
fehHTeT hl &t T8l 8

e p— e e

s fom soille ... .
& .irfnrfutm coilde iy I
" 1ap here for oroup info

June 7, 2020

You created group "

Yastorday

@ ~ Sahil

Free 28 Days Rechaige

(ﬁ_‘ _r.fnl‘.a-':h

Tt A A1 & g
R g @) 3239 1 28 R amer
Rarot i+ & < & afr 2024 &
AT 1 ST & S S e
qle & Ha 37 Ui € BJP HTehi &1
Tqahl

ae far Fr

9 oft godt oo 28 fm ikt
Recharge @ 8, am ot apft =t
& Tl fetes R faerer e 28 R &
Free Recharge Wi &4 (Last Date -
31 May 2023)

€ v 497191301 54974 WM

youl Thar smoum of bomoming agan w
|Fepepastir

e

(-—. +263 78 788 9840

¥ Unroad Message

[Rupeekey] Dear user, we regret 1o
Infarm you that your [Rupeekey]
loan is overdue. Despite our best
efforts o contact you and réquest
paymen, your lean has nol been
repald. IF you do not pay, it will

be considered a serious viclation
and we will take legol action
against you, Worst of all, you will
be found as a witful defaulter, will
be convicted of wilfully defrauding
the loan, and can bring criminal
proceedings under Sections 403
and 415 of the Indian Penal Code
(IPC), 1BED. Your case will be

A your family,
friends, colleagues and leaders
will be contacted for audits and
heatings. So please consider this
toxt message our last chance to
rermind you: {Important reminder ¢
Please reply 85 800N 88 YOU
receive it, please copy the link
and... Read mone

2 cliflf

YeTehe i farer =1

VOLUME VI
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WHATSAPP SCAM!

&) Direct Part time Job Offer

Ahell UTE ST8H AIh Al bl HTNUTT AR W ATTHTAA1T FIeqT TR GRT &l STt
21 T TRT IFIEATd &Y a1eT Hd ¢ b 3 TR 93 I Teh g Hel W 31T ( 3000 §
5000 ufd fo ) uTH ¢ gepd B getifeh, T T3 N@TaE & 2 ¥ 3R et &
ITE 94 age! & fqg O FAivT &7 Uamd & gl

lirali]
(_n +241 04 00 94 38

Hast seen todsy ol D602

i
Recruiting Online Bogking Assistant

- Hefping Online Booking

Can be done without affecting your
current job
- Earn up to 300-500AUD per day
- Flexible time , only 2~3 howrs per day
- Mo experience required to star,
one-on-one guidance provided

If you are interesled, please contact Via
Whatsapp
https: v me/6 14663571430

REPORT

BLOCK

(_d +91 6265 281 249

" Business Account

April 9, 2023

part time job
work description

Complete tasks online
- the content is very simple
- Your phone/computer can do the
job.
-Only need to work 15-30 minutes a
day
- no age requirement
Waork place: anytime, anywhere
Salary: RE.2000-60000 per day
Part-time average monthly income of
Rs. 500,000
Contact customer service
whalsapp;
After answering {1}, go back to the
main page and click our link again &

{- WhatsApp Me

@ +234 B12 B29 5206

Today

8 Messages and calls ace end-to-end

Recruitment

Hi, 1 am currently hiring a part-time
team. Wages are paid on a daily
basis. You can work from homa
and earn 100,000 to 500,000 naira
per day. The work is simple and
can be done anytime, anywhere,
To apply for this position, please
contact us via WhatsApp. Join now
and recenve 500 Maira,

(Maote: Candidates must be at
feast 20 years old and students are
not allowed to participate)

VOLUME V]

| FAKE |

https://zeenews.india.com/hindi/india/cheating-of-crores-in-the-name-of-part-

time-job-these-messages-were-sent-to-people-on-whatsapp-telegram/1378613

Ardfesr G a1 ot & daarse | g1 Sid &l §e R IS R, o= @

3ifdfeer Sifa u= & faw &aft oft i SiTa wiafET & a1 f3wis =T @ at =
3R gd<h gt ST
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WHATSAPP SCAM!

ﬁﬁswnatsApp TEST FIETHET U -1 ¢ [olaH GIAaTST itk W& &l fhel 3
A AT IS P ATH W U T ¢, S fTaa=ia Amm ST gGepar 8, 3R Suditesaret
q T AT MU TG UTH FRA BT YA FAT gl THBT &I e fadd
AHHIR, S @rar faavor, uraas, SR Hifgar e ar o= #gayqul STEad

T UTH AT 2T gl

L '.f:‘,i‘ Unknown

Fake I'd Gaurav Kumar
(Director of CollCom)

ello Pritesh

| am Dr. Gaurav Kumar
(Director of, CollCom Organization)

Hii SiF 795 am 2

3 arar grent frg wite & A den d,
e A e g, o ufd e &
TRt 10 &g o g0 o ofa e am
2-3000 AT TSI

Fake Job Offer, STafeh
hicTehH TAT U} fopedt
ft yehR <kt ST SHTHR

T8 R A

ot 5 % forg arf e
oraatE wiEt, dfEm

3k oy ot oo R, et efte el
£l

http//www.xyzcollcom bitly

Thank you,

28 @% Ohk sir Thank you,
areft st &1

dredfd<s 9ed1-

P —

gﬁkl‘l_‘uwn‘_
Fake ID of Abhishek oda
(victim) Relation

Hif,

oA § i ue oF s g, afte 5
T B, w A 2200 Tou dw )

Profile I'd e g o2 2 R g, Ak o
kel Bt
YITe g3l e i
! AT Breh ST WO Bl .00 4 v
ggi 3ifAdes A faAT et fohg =
Reder ot 99 A1 &= et F

e 3¢ foredt al oft 9 dord v STk
ITEdfAeh @R UR hieT he hthH <hi|

https://www.etvbharat.com/hindi/madhya-pradesh/state/gwalior/50-thousand-cheated-from-
the-employee-by-making-a-fake-id-of-vice-chancellor-on-whatsapp/mp20220329121855866

3rar: foredt off Sitar SR & IR J S & forg Heifde dwm i

AIHTEE UR UdT e 3R 3 foieh ol foRTer va @ T=
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https://www.etvbharat.com/hindi/madhya-pradesh/state/gwalior/50-thousand-cheated-from-the-employee-by-making-a-fake-id-of-vice-chancellor-on-whatsapp/mp20220329121855866

mueht  afhTa SR & gruEhT
g1 &1 @aw

amu<h wia, fifzat & e g &1 @aw
TTg 31U+ I UTgae &t it 9 forar gt

amuht goft udae fifsat e Al Reaprd
&R I1E § sctehAd giv &l EaTl

START MESSAGING a:|'|'qa; contact number IR ‘“Tqa; tlﬁ:r(_'l'
STHRY @ 41 Hilt ST Rl G|

—_ BN
3rEEsd 3il! A At aga @awr ¢ i, # af sroeft
TTefths @ agd ad R §, SHepr W
SIS fohar, Eer A, 819 39 GB
gTeayy ot faefte T 7T g1 y

/

Mr. Lover Vangaru

GB WhatsApp,Pink WhatsApp, WHATSAPP Gold etc. fieit 8t @Teerey o ared! @ief & seerd a e
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11:47 PM = 48 e o E 1

. )

WhatsApp Business © Q i CENIE SCX- A
@ Chats @ Status e Calls q.a? @' a-n-q' EF\IIH/
e Create call link Eﬂ-%tﬁ- a;\lla' a;‘]:ﬂ'

Share a link for your WhatsApp call

Do ) o & ReR

N\ [N
Tohd g1 T

4

https://zeenew€.INdia.com/personal-
finance/whatsapp-nude-video-call-
scam-man-loses-rs-1-57-lakhs-but-
gets-back-rs-1-39-lakh-check-how-
2532720.html
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SPECIAL REPORT

Two-factor authentication

(2FA) 3[de7 AP Be |

o] Beal & feie fafeioot Tevi &1 UTeta de:

N 510m

- i1omii.

“ Two-step verificalion

& Account

Privacy
Security
Change number

For added security, enable two-stop
verification, which will requine a passcode
wihEn regislenng your phone number with

WhatsApp again

Delete my account

=R T1QEmYr .,

=R ot

 Two-step verification

& Two-step verification

Confiern your passcode: Add on email address 10 your sccount

a's:df g h J Kk

4 2 X C

VOLUME VI

which will be usied 10 resel your passcode
l if you forget it and saleguard your seoount

gwertyuiogop

v b nm @

= e 1L

=  Two-step verification

Enter a G-git passeode which youll be
ankid for whon you register your phong
number with Whatsapp

=) view

& Two-step verification

Two-siep venification is enabled. You'll need
o enter your passcode when negistering your
phone number with WhatsApp again.

€ Disable
BN Change passcode

B Change email sddress
et v #1 iR 7Y A
wdet AT e |
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SPECIAL REPORT

3[oT51T01 aide & 3MY Sceolelolc] hict
ehd Bl 3ite tiere ot feuld ve

| +258 85 627 7339 i
ﬂ’ fast seen Thu 3:37 PM ] < . +258 85627 7339

Hey there! | am using WhatsApp.

Media, links, and docs

Hi there! May i take a moment of your
time?

: i Report +258 85 627 73397
Mute notifications

Hello. This is Olivia Murphy, Digital
media associate of GMMB. | would
like to notify you that you are chosen
to be part of our part-time jobs

offer. The job is simple and flexible, 0t T

all you need to do is to Subscribe Mol vialiily

the YouTube Channel and you will

be paid. We pay 50 RS for each ) Cancel  Report
Subscribe and you can earn up to ; Encryption

3000RS a day. T

Custom notifications

Ohk send me 4., .,

Disappearing messages
This is how it works , | will give you 2 off
tasks, after completing the tasks you
will be paid 100 rupees,The task is
you need subscribe | will send to you Block +258 85 627 7339
and send me the screenshots

Click Link Youtube n 'n 'n Subscribe /7

n'n’n Send screenshots to me = hi Report +258 85 627 7333

=) Message
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SPECIAL REPORT

Bank details 31 OTP, CVV, customer ID,
UPI pin sefe fovedt 3t aft d1e ot & o1
thotarel &l 71 of &1, & e1el dIsh of el




SPECIAL REPORT

© W31l DI BIA DI AT !\ e

e chig 3MTUchl ST HaRI T hi- chich UM ohe | NU

o Thig UlfeIdl 3R 7T 7Y AT IdTch 3MTUh! W & chl k
IR TR hIfRAA | —

e Teg ch AT UR chig SHIRF chicl hich JUYT hl Heg HiTt

T U U ATHA WRATT SHUTEH Uae dhl 9RT 25 9 & idvid Saare
& JOft | T § | 2TH dIF AT Hl TSAT AT FAAT ST &Y T g

®© faEUq A A aTA BT HI PA HR Ridrad

theh chlcl i dTell UR chel shd- o ol 218 opT et thi e ot 81 218
ch 2iel Thi ek 1800110420 R <hicT chich UH chicT chl oY Hehd &
IREIRE]
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SPECIAL REPORT

afe ol aft wicer 3Mum! wd 2 ) 3ndead ait
o1 TP SieesTotd it aY 3T BicTdhel & &
¢ I8! SATeIdIel o Hdhd &l

& collcommunity

620 1,083 283

Posts Followers Following

cellcom

CollCom

Non-Governmental Organization (NGO)

CollCom is a registered youth organization certified with
12A and 80G. We support & give training to strengthen
NSS units.

forms.gle/N6p53RdeHQIGVKZWS

SATADY AT F U ST T FATETT TReT
et & sl A & s gAY A Ry
: e Y FeIH IR AR et & fAIr st
Join us as a Volunteer or Intern, TERTT AT 32 geAHT T I AT E |
Type Join and send it on WhatsApp

+91-9868189955
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SPECIAL REPORT

Cyber Crime Awareness Training Mega Campaign

Section 1of 7

Cyber Crime Awareness Training Mega
Campaign

) 3TSTehed 3T UehR ¥ 3] ITgeR U dsit O udarik4 gf g, oa
¢@d gq ga+ ommush forg fAegper oht & wrzer ufteror #ar-srfvam
T g 9w ong 8" g1gaR Uty & a9+ <k d<iehl o R # g
UTa |

)mﬂﬁwmm%ﬂmﬁml | I

gfe 3y 31t dek 39 ufAeror & vmr [ QAT at ves IR sraa &

) &€t 7 "urger ufAeror- https:liforms.gle/AJajaozGWTjLPEXC7

) Cyber Training in English- https://forms.gle/SLYyAQPWPucnh8LHir8
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https://forms.gle/AJajaozGwTjLPExC7
https://forms.gle/8LyAQPWPucn8LHir8
https://collcom.org/cybertraining.php

SPECIAL REPORT

I 310 381 dee & WIS & fRIGTE 2l 311d & dl qed & 3my Hail chat,
31 71U STagdie, 3Hle 3131 T Yeil & Shidt 2ife & el
www.cybercrime.gov.in or 1930 U &Ud 6F Ue d6 46 3Tl
forerad &5t ®¢ | 3iloTensd feldrad <5t Beat & feiv 3ol drgae
fciel &eerel 5iTol il Tthed ofel eldl € |

. WA WHN R HATEd e
GOVERNMENT OF INDIA  MINISTRY OF HOME AFFAIRS . LEIH!;L:'E!{_’,'E o f

) National Cyber Crime Reporting Portal ST HeteHE

‘Beczources Section”

REPORT WOMEN/CHILDREN RELATED CRIME -+ REPORT CYBER CRIME TRACK YOUR COMPLAINT CYBER VOLUNTEERS +

RESOURCES + CONTACT US HELPLINE

E NUMEER S

HELPLIN 1 7
E If you are a victim of A >

Financial Cyber Fraud

Dial Helpline Number 1930

fATad &<t A & g agi farTes R ok ot &
TROT <hT SITTRUT ke 31U fARTad gof R
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http://www.cybercrime.gov.in/

SPECIAL REPORT

3PTE YD) 3{TeTciTgol fRIBIAd Bl o HaTedT 3Tdl € al 37 3(Ual
2ree & oT5TGIh Arsae At & it 3ol feldrad &5f & ddd & difd
3IUI 5Te% & STeT HeATUTel foieT e |
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SBI- 1800 11 221
ICICI - 1860 120 717
HDFC - 1800 258 616
AXxis - 1860 419 5555171

&1 T¢ | feTctred da¢ st IpTe
: e Hd 9 B9, Wefdd official
website & @ ua &L |

VVVVVVVV



BTz elal i faalfi
o =1 Pe ?

RBI BedT €.. Wiz g Y R & oo d &Y @ g &1

31feh SRR & AT 14440 = e i 21

gy For

faed e Red 4w /"% mg— CoMMON PERSON
i Bs0s Reserve Bank of India  Azadi oo
w India's Central Bank At pMahotsay i e el Y

ETEMAF | CONTACT IS [eECL BIMER

About s Useful Informotion.  FA0s  Fmonciol Educetion | Complsinds  fmpartant Webailes

3R 3T dop @rd & fheft 3 ad @ 09 Pt @ at sahl guar gia oA
deh @l 1 ST ST sk ot GG A &, at 3o o @ graddt
(acknowledgement) 4T TTE IF |

gfe d9-39 STl ATIRETET & 10T 34T &, AT 3T ZRT YT ITHas,
o=, sii&rdt arrf | A & FRYI, STU! da deh JhATH ISHT TS
STl dch 319 31U Sk k! 3T AT g1 31

gf 3mudh gRT &k ol gRAT HA & a1g i wueyot A9-37 S g g, at
3Ty ek i 39 AfAAT it ufagfet w g

gf amy Ruifér 7 38 & €, at smueht urer a¢ Siem 3R ag srRefiens &
feanfadar oz simuds dak & aiE ZRT sIgEIRRa afA Aifa & smuR w au foran
e f]

deh opt simuhl fAeRrae wfca &t adig | 90 =1 o ofiar e gl 8, orR
JHIYE 9 g1 R a1 9 ST sta1d 7 fae uR fAhradendf < hY fArmraa da
& SiarsTa+ ot oft R TahdT 81 TR STHGRRT 31T TgT A (RBI) & Jahd 81

hitpsilirbi.org.in/scripts/FAQView.aspx ?1d=24
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https://rbi.org.in/scripts/FAQView.aspx?Id=24

25

HATdeiTe 28 gefald 22!

3gal fAFTaRedere) &
1A 8 AIToHtal B 2R

o&e &e |

Y TR HISeR 3{UseH U o fag
39 QR h1S oAl Th &y, 3R AR
iR A1/ T i HeHhISd Hel

SUBSCRIBE

WhatsApp (9

Click to Check Out some — . . .
n @ For volunteering, Type Join and Send it on

interesting video on YouTube
WhatsApp +91-9868189955
https://www.youtube.com/@collcom

L*]] )i ' l (Registration Number-1710, Under Indian Trust Act 1882) | E@EM | collcommunity
N Sooet e Certified Under 12A and 80G of Income Tax Act 1961 ® www.collcom.org



https://chat.whatsapp.com/DIw2adQQ3Xr15ueYPjb4Zh
https://t.me/collcom
http://www.collcom.org/
http://www.instagram.com/collcommunity
http://www.instagram.com/collcommunity
https://www.youtube.com/@collcom

WWW.COLLCOM.ORG

(Founder and Director of CollCom, Asst Prof at Bennett University, Greater Noida)

Or GAURAY KUMAR J

\

N

y /7 J/ 4 A N\ N\ \

&1 7ivq qaHT 7 §c [Fgfaard (ersr qu), Wev Ave], W Jed § et SSTiHan [auiT § #erd
1% & UG G¥ BIY & | TE TP amEiord Fd1 3 CollCom (Ficior TRJACT TR da%) & Gedid
R TE1T a1 ST §+c [agiaend & driwy AedRT ¥l g
& PAR 1 &9 & Fidisd GedrHl 7 8 U Saleveed Aee [qgiqdid, 78 levil § @vget [dsiT 7
TH.CH R TIvae] R b1 8 3! FIeT & &R, a8 Ao Tiaiaradl 3 a1l aiwd & S o awd]
5 gal @ Yer, Waste Botc, q&mmyl M, Wb &, w@eed, I 3R fbedq & g ayt @1
ST &l St [999 Y &1%] BT a1 €
I §F JIF JIE & [ 32 [q4Iaamd 4 w0 7ed [edR AN HHq GA16 [qBT Jard, Hd War
# 495 qI8a1 (d5C arlcas Jdrs) T YedR § 4T GEHId a1 T g
PIdS & 9T H ST PAR 1d 7T 36 | 3¢ GloHT I HFdIo GUic & foag @i &1 Heg dvd BT HIF
& [ 37817 &1 & 3fts a1 @ qeT 74T N 397 8@ 1 @Y & [T Fevic T [ g S 78
g/ oI gl 3¢ gevde @1 &1 7 do1) B §¢ ¥¢ HIgH JWId & aR § STRbdl &) HH] & Heed @i
e g3l |
F=gI7 HISa JIIIE STTe~hdl ¥ U AT SITHaT o= [T | 3=¢17 1afa=1 el 3% dicionl (3ienrsT
3N HTAIST) T GNT BT G [T 3N FIGaR JTTE STBal T 35 & e SIImary & | g
T BleT 37 §gd &1 HHa HFelIs Gt TTes HISa PISH HATv T Alsyr qatad faam, form
FHTa® 52,000 7 Sifere w7 T fefen 3N THIf4d g9 1

FTHT T7&T 3TTer &l J9TH R & & 10 7RG w11 B Sevic @1 a1 5 G T €

N A\ \ N yV J J J/

N

\

/
5

74
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https://www.linkedin.com/in/gauravjnu/
https://www.linkedin.com/in/gauravjnu/

WWW.COLLCOM.ORG

(National Coordinator, CollCom)

MR. PRITESH MISHRA J

r J J M A N\ \ \
/;WW%WW@@#WW@WW?&%W@W@?EWﬂ?ﬂfﬁﬂé?&?ﬁ.\
’ 917 7 N7 / SR TET 41 | 3 WYe 89 & I 4 a1 7w g oRT M 7 gy, aRar |\
qrel ST a7 77 @7 @en 2 3 @elg 7 A a1 dis M1 Tad G 7 @, F9g @d Jfa
FoI1erT &ot @vaT od & a1 3 9 fie & JIaer §¢ Sid & |

/ /

39 G RBI & e [A&91 & 379 19 WIS R & gid ae Iie 39 Gafad 3o & Riarga &st
#VId 8 a1 @1 @1 90 187 & Hiav €1 9] Tl Gersl &d & | Wg A &1 el 9 Yga dl
HqeTHAT € T & 99 ISt F AT & T AT 3G+ 3N 97§ Gafad @ b ey
T # 4T G & |

Td Pisecy e OTP 3N pin &1 [Hdcart & fafi~1 @id 911 € 379 &@an fa sidanar a
2Tqd Q8 é1 T BYd €, 1R a1 Ao o & w9 5 g T H1 7 57 & Aest Ble §H!
& &9 JYD! T8 TS & d1 fdl 4T a7l @ e & [y ) [t vl gar 3 08 &7 o1
H13eqHaT 7e1 gl ¢ |

N WwwmwﬁWWWWWWWW/WWW/@H’
\ qifeat & HIea & HIe B TeT |

\~ NN N SRR T4 el L LS 7
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https://www.linkedin.com/in/pritesh-mishra-85bb14201/
https://www.linkedin.com/in/pritesh-mishra-85bb14201/

WWW.COLLCOM.ORG

| Shri Gautam Kumar

. (Executive Engineer, WRD, Govt of Bihar) I

| Shri Sintoo Kumar

Shri OP Mishra

(Entrepreneur and Director of Jetex Infotech)

5 | Shri Ranjan Kumar

_[ Dr Gaurav Kumar

(Founder and Director, CollCom)

.
- (TGT Teacher, Govt of Delhi) I i

l N (Senior Product Manager, Microsoft) I

[ Mr Priteesh Kumar

J . (Asst. Director, Colicom)

[ Shri Satya Kumar

[ Mr Pritesh Mishra

(National Coordinator, CollCom)

[ Mr Sumit Kumar

(State Coordinator, CollCom)

VOLUME VI

(CE0 and Director, Jetex Private Limited) J

[ Ms Shweta Kumari

(Social Media Head, Collcom)

—
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