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Hindi News => w

e sura : ngmvowed in cheating credit card Netflix w mg_rrq'l Hackers ﬂ' ﬁg
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cheating Cre
busted, six arreste

Feds Arrest 24 in Global Carding Ring Bust

C. "_:!gnit P Two dozen people were arrested around the globe on Tuesday in what authorities are calling

150 frD Ze '] 1 d “breathtaking spectrum of cyber schemes and scams” that involved buying and selling bank

Pollce E\ T r“e card detalls, stolen identities, counterfeit documents, and sophisticated hacking tools on an
t undercover forum. Among those arrested is a purported member of the nolsy hacking [...]
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sehnslegy | Newn ! Mashya Pra x D :_‘ E d'_ § %
Madhya Pradesh woman falls for a new SBI credit card scam, loses Rs 23,000 from m E g E E g ;
bank account gl § £8 £5

The woman recesived a call from an unknown callerwho introduced himsel as an oficer of o oredit company, He duped her for Rs
23,000 on pretext of increasing her credit card [imit,
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SPECIAL REPORT

CARDING FRAUD

T R mnT (FTC) ot RAid & foh shfse o
garyst, Identity Theft (Ugam 6t k) o1 9ad 34
w7 g1 Teh a¥ | Identity Theft & 1,33,000 ¥ 3ifdeh
s g I g o= Rt hfse @€ & 3,000 @
31fdeh A MAA 8, 3R T a1 a1 & hl T 92%
eRETES] A H thige 1S ol ST fohar SITaT &

Source: SQN Banking Systems

SITSTT Ueh UhIR ohl chisc hls UTATUS! & STTH SiTets a1 Afhild €9 &
3H9hd WER! (unauthorized transactions) T ek o & fog
(processing fees), TR a1 GHEAAT fohT U thfse H1E di STHBRT @I
Y &Y I AT fohaT SITaT g1

gfe ST AEl | hg dl RIS ST Addd fhdl & thfee wrg hr 2
TRIA STt Brag o oy s&aHTel et 8l
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SPECIAL REPORT

3MUh g (ThIS Sohr) ¥ Teh KYC 3fUse IT chfse s TleedsE ar
SIS MU TR oh T4 H ahicl ST 3R I8 37U 37Uch IS ch
feRur S &1 HeR, 1S vauTaRt (expiry date) fafd, CvV number
! gfe ot o forg dterr ST SfR ST {3 SR hed gl Whis & AR
IS8 |

OEDD e <& 5 s oft Fo o Tifia SR SToR e freRor SR
3 h fIg hedl 181 ShgdT @, SR &l hgdT & df gRe Hg UR ATl T |

deheil da91se  (Phishing Website) 39
fefSiea gfan & 9e@ s iR omH adiehr @
Sigi ueh! foespadl Metar Serar  siikfSHa
deTSC i gheilche SITHBRT R i 1T 8, STdl
31TY UY Fehet] dadTge O QAT Td & 3R U+
TS ohl faRoT 3R fi &<t hed §, at 3Tuch &hrs
IS Thig ol fRABR o SI1d 8|

= ' Jechell ATTSE oh! UgaHA & forg 3T
m d9913¢ & U39 (URL) &t A= @ 2 |
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SPECIAL REPORT

ghy SR UY TeH ARMAT ot S1UAT eRile §91d & STl R TS oa91d F8! 8id &1 8 TuH R
e fearsy ok fee havT Siam & A & fiamar a1 § 39%eidl R &d @ diich STd ahlg Afch hsl
fAepreT o foTT Téiud § 31T h1S AvTTaT & SR fdeRur &<t ohedr @ df af IRt SR [eheR fearsg
H h&R gt SNt ¢ 3R fge het & Are® 9 U 1 foran STrar g1 STueh! IRTS T} hré dhl SR 9

gWeitche ATM @18 S-TeR ThiS CibaRI forar SITdr 81

POS (Point of Sale) Skimming

POS T AdeTd Wise 3tk et g AR AT Aled/ g/ foemg-
3R WeNug Rey &1 STHT 31U+ shiemR O UHe Rdtg o & forg
Fd g1 g% POS # +ft [ehf@i f3asy gl ahech 3MUch hIS ohl
SR TR 81 I/ Y =3 ept i GHgTeRR 3y feehfwiT fEared ot
UgdT Tehd 8l

fordt off ATM TfiF & ST8T S d41d 7 81, hifAr R 39 Téivg 9
0T 9 e, 3R faehed 7 gt @t s & ey 18 feam fAder &1 s
& 3@, TETA PIN 22X ohid A MU gER Tt Shl HUR TR

ls
' SR T |
— POS tfEe 3ifth ot fEarey & 98¢ oa 999 f2a1eg ot e &
9 3@ 3R U 3 IHA e
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your website has been hacked !

A

The site ahead contains malware

Attackeny cortonly on i—— ot ailerspt b0 irriall dangeeoUs FeoOTamS an o

DOr.3vil

Iranian Hackers Was Here
bdevils b@gmail.com
@0octor_3vil

Special Tnx to Hellbay , member of #rkh

171 Aumoommcuty iepon drisds ol poible wcuriry incidmn m Google. Pivicy moly

i 53 bty

I[FIR §H AT NS UHE Thid HY 37UHT Pl chl SITHPRT addT8e 3R §eAe TFTaARR |
) T[Tl Sh1H/ThTIIR-Th1eRT [HRT SITI¥SR WR U f3ded 89 o &d @ 3R STd dadge/s3oR fahdt
Jdepfch! @TTT & ST U 8eh 8IdT & dl shisc/Sfde th1s i {3 gk oh U Il ST 8

Data breach & wifdd $o waa? el 3 vgd & fore 1ma AR fRv vteee e fads a1 QR B eFA T
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https://cybersecuritynews.com/icici-bank-data-leak/
https://www.ndtv.com/india-news/in-massive-data-breach-details-of-16-8-crore-citizens-leaked-7-arrested-3886885
https://navbharattimes.indiatimes.com/tech/tips-tricks/biggest-data-breach-in-india-16-8-crore-citizens-details-leaked-check-how-to-stay-safe/articleshow/98965246.cms

SPECIAL REPORT

3197l 311% Aepcft e R aar 3iqe 2 ?

N\ ~N

31Tl hTeX 3MUch g Sl gl MU SR 3ot

UgHE ST g1 M| ag guemd Idral
_ G 3R I3 ISR | SIRT ST -
/

/

Tehell hISR, 3Tl hIex gF bl fe@mdT hed 8, d
haet TS fehd} aich ) 3Tu-TeR 49 & od & 3fR
YHT 57T &

N\

& e & R & e gt &, srereh e eft 31 35 ) 33 5 ey et s anfb

m AT U 8, 9t Tebeft aret midfa b & am a2 4 A% were @ wrd @
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SPECIAL REPORT

gift b1 aftehr

TTETdE Ahell HISE B qATRd ST a1 3cfiom & arem & glar 8, w9 @ 3
I IMTE 31T (Ad) Tt 2o e vl Hed @ at 5O 5 dave & 31ud Wiy T

AT -

“eett TR ! F Qop 1R § 3R # smuent d
10,000 ¥ # YWl ISk 11 faepa 7T
< Gehdl § | 31U BAR T &R R I
happy customer @ ¢& 9hd &1 "

3R, TEt H T at fegper 99 it 3T,
SWUTH UR a4 N ahf [T 81

ENNS
|

-_—
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SPECIAL REPORT

o G011 @l Aeldl

3R ST« 31T 399 i-phone &1 & fv el s=oT1aah R gt a -

TR 3Uehl ot THART thig (TETeR o
3Ie<h) <h U | AT 500 IUT AT it |

Iell 500 Rs 8l § 9 8 &H H
gat i-phone 11 78! A

Transaction
complete

3%ch FgehId | STTehT 31T 5 UIKTRRT thid ol *TdM X &d &,
> 3R AR JUTRIAT hex Z-Hax @ 81 STdT 8, fhe et IT& Huch

o ) T & 8k T I IR 9 ST 2
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SPECIAL REPORT

e 0011 @1 Gl

2 aditepT s1eredt T srgaTa @ faet sty i qard e eTeew Hiuet &
qTd 3TETH & |HET yTedt

89 d<ich O Ugcl ISR chisc ohls ohl fdaxul
Utd &ed gl fdarur urd & & g at
fOhiRTT, fEhfET, ther dadrse garfe 7 fohdlt
Uch d¥ich ohl STUATd &

hfSc 1S ob faaRuT UT 8t ST & a1 SroRTeft
AR R $S dGT8e! TR Uh BIET Il TRIGRT
Pech ¢d g SR Ig el gl ST & of 39
h&H i T SSH d g
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SPECIAL REPORT

e 0011 @1 Gl

319 el fafe= deargel O 9= a1 9ard
We o g TR T S fazor ot 3uahT
hd & SR 3= N aht SIS ddeh 0
% RATd g

3id H, IR U} 31ay U § U Ahdl
! IR B oh [olT Tl AlSTT oh [A19=
Ikt Rl IUTNT hd g R IR T RIS <hl
ST RI STch dd 3R 3¢ ATfche H a9 A &1
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SPECIAL REPORT

witerdt & 3ite st dReAfRe dsd it — L
Wi Aaa s

Unsecured Website

Tl UR ek gl TS ohl IUGRT 9 e | Ex- @Xyz#243

Strong Password
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SPECIAL REPORT

Bank detalls Cr: YT
2, B el foul o s I
mta’thmmr&ﬂmhﬁ c o
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SPECIAL REPORT

Rt g1 o= sl a= 3rue wifdd dah ot hfde & & 0
T 7T heHR §eU 15 UR SRR e | WhiS SiaR=d g9 UR g9<h!
fAerTad 1930 TSR shISH aeUciTS AaR ST ohe |
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SPECIAL REPORT F

gfe oid Ht wder 3aest umd & ot 31T i
it 1t aiq widewes +ft at 3ma FrcrEn #
TP B IHS! AN o HABd 1

& collcommunity

620 1,083 283

Posts Followers  Following

csllcom

CollCom

Non-Governmental Organization (NGO)

CollCom is a registered youth organization certified with
12A and 80G. We support & give training to strengthen
NSS units.

forms.gle/N6p53RdeHQO9GVKZWS8

3TUcht Tgf T 31U *fh1sl sl ey e
ehal § 3R AU g1 3T gAR ATy ety
ANT &l TGRRH 3R SITReeh &9 & forg off

Join us a Volunteer or Intern,
ATAfETR AT S TR T HR Thd & |

Type Join and send it on WhatsApp

. +91-9868189955
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SPECIAL REPORT £

c#llcom

Cyber Crime Awareness Training Mega Campaign

Section 1of 7

Cyber Crime Awareness Training Mega
Campaign

)anmaﬁmﬂaﬁaﬁwmuaﬁﬁﬁm&aﬁzﬁ,ﬁﬂ
3T gQ gd 3T g faregpet thY & @irgar uftaror wgr-sifvam
TITdT g f9H 31Ty 01 91gaR S1uRTe § g9+ <h diehl & IR 7 Ha
qTaH |

)mﬂé}wmqﬁﬁmﬂﬁmgﬁml |: :I

gfe smu= 31} deh 39 ufReror A vnT Fgt foar af v IR sray |

) &€t & Trger ufNeror- https://forms.gle/AJajaozGwTjLPEXC7

) Cyber Training in English- https://forms.gle/8LyAQPWPucnh8LHir8
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https://forms.gle/AJajaozGwTjLPExC7
https://forms.gle/8LyAQPWPucn8LHir8
https://collcom.org/cybertraining.php

eI & &6 fedfd
H T e ?

gic 3T 39 dg o his o [ARR & SI1d @ df Jd 8t 319 T
chat, st 7T SieRIHT, 3R 9 7TQ 04T & Thid AT h 1Y
www.cybercrime.gov.in or 1930 WR ¥Uch R TR & &b

Ul AT & R | 3ciea RIh”d &Sl e o fau
3TUh] HTFR GfeTd W ST chl Sd Toi gidl ¢ |

WA WHN R HATEd

GOVERNMENT OF INDIA  MINISTRY OF HOME AFFAIRS . |.£II1gL?fig’E o f

13 National Cyber Crime Reporting Portal

pder “Besources Section”

#  REPORT WOMEN/CHILDREN RELATED CRIME + REPORT CYBER CRIME TRACK YOUR COMPLAINT CYBER VOLUNTEERS +

—_—

RESOURCES + CONTACT US HELPLINE

NE NUMEER

If you are a victim of ,Q_, -
] 9 \ Financial Cyber Fraud ﬁ
Dial Helpline Number 1 930_

fAerTaa gt A & g agi faeres R ok amt &
TROT chT STTRUT R -1 fARTI &=t |
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http://www.cybercrime.gov.in/

Bis 1o it feaif

379TY 3TT9eh! 31TATE flerad sed § wweaT 3t @ at g
3194 e & Audihl AEae A § ft gt falsraa oo +e
A ¢ a1fds 3TIH! et A Wee AN fAd w1

callcom
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SBI- 1800 11 221
ICICI - 1860 120 717
HDFC - 1800 258 616
AXis - 1860 419 5555171

T T8 | ecuetred dae Hft Ipre
e Hd 9 B9, Wefdd official
website A @ uH H? |

AAAAAAAAAAAAAAAAAAAAAAAAAAAAA




Bis o it feifd
o = e ?

RBI Bedl €.. wis g1t 6 AR § o da ) gia gl w3
fAe ST & fAg 14440 R e @i

-3 For

AR Red 49 /% mg— CommMoN PERSON
H?-"'h-ﬁ‘j 5l Reserve Bank of India [GeLzcT LaNBUAGE
T anit India’s Central Bank ST Mahotsav - - -
ETEMAF CONTACT U3 CeSCLAINER
ahout Us  Usefud Information.  Fads  Fmoneiol Educafion ' Complsinds  impartant Webaifes

3R 3T doh @rd & fheft 3 ud @ 09 Pt @ at sahl guar gia oA
deh @l 1 ST ST deh ot GRAIT I §, At 3o dah @ graddt
(acknowledgement) 4T TTE IF |

gfe F9-39 STl ATIRETET & 10T 34T &, AT 3Tk ZRT YT ITHas,
o=, sii&dt arrf | A & FwRYI, STah! d9 deh JhATH ISHT TS
ST dch 31T 31U+ ek ahl 3T AT gl 31

-

gf 3mudh gRT &k l gRAT HA & a1g i wueyot A9-379 S g g, at

T & Rt 3 Rt Y aRgf et @t Cellcom

gf amy Ruifér 7 38 & €, at smuent urer a¢ Siem 3R ag srRefiens &
feanfadan sz simuds dak & aiE ZRT sIgEIRRa afA Aifa & smuR w au fran
e f]

deh opt imuhl fAeRrae wfca &t afig | 90 =1 & ofiar gersr gi<t 8, sFR
JHIYE 9 g1 R a1 9V ST stard 7 fae wR fAhradendf < hY fArrraa da
& ST aa+ ot ft R TahdT 81 TR STHGRRT 31TT TgT A (RBI) & Jahd 81

https://rbi.org.in/scripts/FAQView.aspx?ld=24
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https://rbi.org.in/scripts/FAQView.aspx?Id=24

AL €e efald e

3794 fA=t g Rederet &
AT = DI &+t 2hre

wese b |

Y TR "SR 3HUseH U o forg
39 QR ohiS Al Th &y, 3R AR
STfAeRTReR A1/ T i HeHhISd He|

SUBSCRIBE

WhatsApp (9

Click to Check Out some

interesting video on YouTube n @ For volunteering, Type Join and Send it on
WhatsApp +91-9868189955
https://www.youtube.com/@collcom

L*]] )i‘]’] (Registration Number-1710, Under Indian Trust Act 1882) | E@EM | collcommunity
‘/ . Certified Under 12A and 80G of Income Tax Act 1961

® www.collcom.org



https://chat.whatsapp.com/DIw2adQQ3Xr15ueYPjb4Zh
https://t.me/collcom
http://www.collcom.org/
http://www.instagram.com/collcommunity
http://www.instagram.com/collcommunity
https://www.youtube.com/@collcom

WWW.COLLCOM.ORG

(Founder and Director of CollCom, Asst Prof at Bennett University, Greater Noida)

DR GAURAY KUMAR J

\

N

y /7 J/ 4 A N\ N\ \

&1 7ivq qaHT 7 §c [FgfaErad (eTerd gu), 9ev Ave], X Gl § et SSTiHanT [T § aerd
1% & UG G¥ HIY & | TE TP ArETord FE1 3 CollCom (Bicior RJACT TR %) & GedTd
3R TSI FaT ST §+e [agiaenad & driwy AGBRT ¥l §
& PAR 1 39 & Fidisd GedrHl 7 8 U Sidleveaed dee [qgiadid, ¢ levil § @vget [dsiT 7
TH.eH R TIvae] [T b1 & e FIeT & &R, a8 Ao Tiaiaradl 3 arel aidd & St @ awd]
5 ga@l @ Yer, Waste Bote, J&mmy M, Wb &, w@eed, I 3N fbedq & g qyt @1
ST &l St 399 X 1% BT [hal €
I §F JIF JIE & [ 32 [aGIaamd § w0 7ed [edR AN Hq GA16 [qBT Jard, Hd War
# 495 qI8a1 (5C qrlcas Jars) HT YedR § 4T GHHIT a1 1T g
PIdS & T9T 7 ST PAR 91d 71 96 | I GIoH7 37 Jiadior auic & fag aw &1 7ea &e1 1 B
8 [ 37¢17 &1 & s e @ qeT 741 N 397 8@ 1 @Y & [T Sevic T [ g S 78
g/ I g1, 3¢ gevde @1 &1 7 do1! B §¢ ¥2 HIgH JWId & G § STRbdl b HH] & Heed &l
e g3l |
F=gI7 HIgaT JITIE STe~hal X U AT SITHT o= [T | 3=¢17 1afa=T el 3% dicionl (3ienrsd
3R HTATST) T GRT BT G [T 3R FIGaR ITE STEpal T 35 & e HIIamary é | g
V% BleT 3 Tgd &1 HHq SFeTIs At ss HISa PISH HATv T Alsgr [qalaa faam, form
FHTa@ 52,000 7 3ifere W 7 T fefen 3N THIf4d g9 1

FTHT & 3T &l JITH &R & & 10 7RG w11 Bl §evic 1 a1 & G T €

N A\ \ N yV J J J

N

\

/
!

74
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https://www.linkedin.com/in/gauravjnu/
https://www.linkedin.com/in/gauravjnu/

WWW.COLLCOM.ORG

(National Coordinator, CollCom)

MR. PRITESH MISHRA J

' J J M A N\ \ \
/;Wwﬁ%wwkﬁ#wwamﬁaﬁ?aﬁaﬁéfmvﬁaWﬁmma&?ﬁm\
’ 917 2 N7 / SR TE) 41 | 3 WYe 89 & R 4 a9 7w g oRT M 7 geary, aRar |\
gl SIET a7 17 7 @en 2 3 @ely 7 d a1 dis M1 Tad G 7 @, F9g @ Jfa AT
FoI1erT &ot @vaT od & a1 3 98 fie & JIaer §¢ o7 & |

7 /

39 G RBI & 3o 91 & 378 319 WIS R & gid ae I1e 39 Gafad 3 & Riarda &si
&I & a1 a1 D1 90 87 & Hiav €1 J19ch] T Gersll &d & | Wg A &1 el 9 Yga dl
HqeTHaT € T & 99 T H AT & T AT 3G+ 3N 97§ Gafad @ b ey
T F 4T G & |

T P Isecy 198 OTP 3K pin & Haverar & fafi=1 aids JY-rar €, g &van fab Jiddniear ab
T8 O 1 HIT B¥a €, TTe a1 WSTesH e & g § 81 1 U 8 e & eS| Bl §1
& §9 P! T&T THST & d et T Advt @ e & [y 9@ [t v ger @ 48 & di
H13eTHaT 7e1 gl ¢ |

N WwwmwﬁWWWWWWWW/WWW/@H’
\ qifeat & H1ea 7 HIe B e |

\~ NN N TR 7 G ¢ L LS 7

VOLUME IV CYBER SANSKAR MAGAZINE | 24



https://www.linkedin.com/in/pritesh-mishra-85bb14201/
https://www.linkedin.com/in/pritesh-mishra-85bb14201/

WWW.COLLCOM.ORG

| Shri Gautam Kumar

. (Executive Engineer, WRD, Govt of Bihar) I

| Shri Sintoo Kumar

Shri OP Mishra

. (TGT Teacher, Govt of Delhi) I

N (Entrepreneur and Director of jetex Infotech) l

:| Shri Ranjan Kumar |:
N (Senior Product Manager, Microsoft) I

_[ Dr Gaurav Kumar

(Founder and Director, CollCom)

J [ Shri Satya Kumar

(Co-Founder of Collcom and Director of Jetex Group) J

...............

[ Mr Pritesh Mishra

(National Coordinator, CollCom)

[ Mr Sumit Kumar

(State Coordinator, CollCom) J

VOLUME V

[ Mr Priteesh Kumar

(Co-founder & Asst. Director, CollCom)

[ Ms Shweta Kumari

(Social Media Head, Collcom)

M
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