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Nagma Morariji loses

Z1 lakh in KYC fraud
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'‘KYC UPDATE
& Tl UE 9ail &l HAR!

s R 1220, S e & e e
&TheIndianEXPRESS — & 99 UR 20 &RIE UL &Y RareE, &
: : : nology Videos Spons patho Education PR m

snment  Lifestyi® Te

" rical Pul
pome Explaned Pk e R f ¥ ¢
ach U7
il . Expiess Reve: 7
i artaiacts  Healh Spec ﬂ@h =
word India’
Dinily Croas » .

oy | Mummbal (M

o i eplie
Mumbai’s Malabar Hill resident rep
message, 105€s money

Yirmen by Adisya [ -

MENT
P s ETERIAN!
0 wone! O —
" ot
§ L ] f M\W — Travel

. o LATEST ok
o e 11
'ndio'com wotd yocyoer v e
1 o0 T’
‘ gwiteh 19 i o ht«n:xc\\\\-')-‘-'g" 83 950
et 10 RIS

cybver fraudster when hia son chick

Man tricked by a fake KYC message, lost more than 8 lakh after he clicked on a

Thane: Railway employee loses retirement - -+ <g% @I Bank & gz &t e
savings of Rs 7.38 lakh in bank KYC update feran OTP, @rat & mar {33 got = g
fraud ¢ | Scam | Cyber Crime it
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SPECIAL REPORT

%KYG FRAUD!

T 3T STFd 87 fo=T auf 2021/2022 §, KYC giaras!
STerar fAfexa sk da=rviaft et & o o e oo
hITE ot

Tch 3iche chl AT a1 STHaEs, 2020 ¥ 07 fedsr, 2022
den (1,050 f&aT #) 16 g @ 31fdeh ITgeR TRy & -
S8 AW gt fhy MY SR fUse di9 9l # 8sR —
ITqRTY <ht ufafe=T 1500 Te=Td 9= MU § | -

ST TS 3Rl & oh STATHT giF chl MTAThdT el &1 TTSeR shigH U I8
YRR FdTd & foh aft & fARR g1 arert & 80 ufaera <= fafara a6 g
o e gy, SSiifAeR, s, e, SRRt fAurT & wHert, gfera # d-ra
YRR T HHAR, Rerag gieraad!, adhie, Aar, sifaadr/sifamst a umafie
STfhRT M & 1

harsdl &l Adad "t AR hEHA" (Know Your Customer) 31id 319= UTgeh <hl
SRR 8idT &1 Sharsdl YRd H chiH dheq diet 9T fa<iia I gRT UTgeh <hl Ugd= oht
g 3R THIfOId @t hl Qen S1fardf ufehar 81 do aur fo<fta svwafaat saas g wid
oh! ¥RAT hx STh AT S Ugd oh THT0T f At &1 St hrier adar & argear sravreft
theh Sch ST §-Tch? 3TUh ehicT/SMS & HTEEH T haTsd] & I8 31U aieh bl WTeil he
@8l
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fafent (dle & amaa )

2A1 LW e [ - = B

Add to contacts Block number

o Dear SBI customer
your
account has been
blocked due to KYC
update within 24
Hrs please contact
customer care
9433609008 to
continue your service.
thank you

< +919433609008 o oa

n

VOLUME IV

g9 91¢ goR ¥ dch S2E ol USE Hh & fag It KYC &
ST &h IR ® gBT SITdT 8 Ueh IR STd SUARThdl SgHd gt SIidl 8,
t I8 Weh Wil feieh UR faeTen @z a1 ©hi lafdn 9u o1 o+ft 3wh
a1 & G3R T 1Y T UhR Al QU SIS A o g wgt Sarar
g R fr KYC srade T & & fAw OTP hiz &M S g, ar
R h1F AR du /@ faAT Srmus ahis |ivt 3imueRt OTP <his
TR & T g 3R R 55 &1oil A 31Tueht Siehrde @retl gl Strar gl

rm::.; il 82 8 e R \
ﬁ IR AKBSS Q \ BR-PTKYCK . @
e +91 96?9.693236
ngia

Dear

Customer your pyatm
Dear customer, your MTHL sim wallet
KYC has been suspended. Your
sim card will be blocked within Has been booked and hold
24 hours. Call immediately. Your amount please
Customer Care complete your kyc
391965524 contact customer care

6200992462
Thank you 02009946/

ThH A arert Gt fif2an, do a1, Sifarsa ermaes wid
o9 fafva ||al @ e [dar, o= fafd, §-d99 ud o9
SUANThatsil &l STHGRI Tehd Tid g SR 31U Ustighd deh ot
gt hY 31IR T Ueh Aehetl ehieT ehed & T HUR @y 71T gl
Y g T2 & ATeaH @ MUkl hicd & AT dRaT A & |
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Kyc iz & fifaioar adld

feaifent (Text Message & e &)

39 e 0K T il 5

¢ ICICI Bank Lid (Phone Banking)

SBTET 6

Dear Customer, thank you for
your response. SMS facility

to update KYC has been
discontinued with effect from 20-
0ct-19. Please login to Internet
Banking at bit.ly/2M4dqo0 or
iMobile or visit the nearest ICICI
Bank branch to update your KYC

L

Dear Sri/Smt RANGAVIT-
TAL SURESH KUMAR As
per RBI guidelines you are
hereby requested to visit

\ your SBI MICO LAYOUT

branch for submission
of your latest KYC doc-
uments and your recent
photograph along with
newly created account

DEAR SBI USER,

details. Your A/C will be blocked opening form for your
SB A/c XXXXXXX7297
i . today.update your PANCARD on or before 29.02.2020
) | KYC verify your account login to avoid any operational
G B r B & - O NetBanking kyc upload Click here Reore
. , s https://sbi3.herokuapp.com SBI MICO LAYOUT Branch
\QWERTYUI 0P Ph: 9449866614 )

\. v,

g9 dilch H WhiS A 1T ThAR, dch a1 bl & URFU UR STeiRd
SUGNTehdl bl Weh Whoil foieh ch ITY Tear WoidT g oidT foh Sur uiee |
RaEmarmar gl

>

3 IATY A gt 39 foieh W= faerer &heat 8, 31U Ha1ge &l URT Uoid 39
TR & g1y | 2 3 & 3R STadeh 3TU e YW UTd @ a9 deh 31U ach
<hY wgof fA = gt STl 81

c b D
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H o1 319 Al et e siaifia sidl-
Bidl serffal & Arean & KYC i &t

rfsht-arorifasr T St & ary dasd)
YIRSl # Yeh oTRg 30 <hl o7t g8, 31T g9
SHINT hgTHI b ATead I U ol U
g1 A1 u|

TSI oh &t TR & et ugq AR
T it fSIeh! 39 e 55 ITel g iR a4
gl frar T € I7eh F1Y |t KYC o 41 TR thig
qIieq 89 3T 9IS ol U7 hll |
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SPECIAL REPORT

& gen & aicfiqs 6 wrt art 1A 7o ot i
R Mlarea ue v 2 fbeft 36 & wder snar g, fAem fRrearalar e -

fmmaﬂwqﬁwaﬁ B
Lﬂ ETdT 31 fHefad (suspend) &R
f&T SITQTT AT 319 99 1
< HURE Y, ST e & Y Rofeh
R fareteh &Y https://t.ly/8SxK
SdTS |
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T oft B} AT 1, areqa A 3 36
A fdw sie qt Adw A Re e
fois 2 facts B ddt 21

# gaSiuthdl deh 1 wHARY
9T R TET, § MTuhl harsdl
&l 3USE hHA H HEE he |

! ¥ gefifw fois @ g @1
WS Uy THHE AfAfsflad srmrde ’
mgmﬂmﬂwuﬁm vad 9t B HHET UTdt 373 31p1de #
o gend ¥ A g e dar 2 99,998 ¥ T Th #a

[A unt debited Rs. 20000‘1

unt debited Rs. 15098

unt debited Rs. 25900

unt debited Rs. 39000
E

!(4

T 39 g hY SRT Y ATURATEY /SNSRI <k STUTI H# TIHT St & @SR $UT Ul AR § JTgeR diEarsit
3 3T RU, 3rd: 3mueR! ufdue Gdeh @A il S @1 3T WhR 3HR depl ZRT 5 <Y 10 & fRRam
&2t &1 e @ gTeE R 3R §HR ZRT a1 ¢ JIgeR YR & Ul ot ff Iet o off 9
SURTY g1 @ =T ST ehdT 8l
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2 gear & AT & Hff AMagT & AarHt vaT FART
At oft, st 37 SS Arer & siT ar ver A faAr &)

g#wr:ﬁmwawaw%ﬁm%m#wm#
foT ToTE 9 I W UT & o AT SMS e TE &

o Q“.
|
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DT @ O TATADH 7 Aad ) @Y & W UT 14T & oY ¢ H fegper 3%
DHANIHTE s SIAT o197 I2T 9T 37T AT A KYC U=RE Hoat & TAAT weT arrar

+91 91632 74303

DEAR SBI USER,

Your A/C will be blocked
today.update your PANCARD
KYC.verify your account login
NetBanking kyc upload Click here
https://sbi3.herokuapp.com

& @Y 9T T KYC T HURE gl a7 Y de graprde dig & ardam gy
fqr oft &Y de A v dieT-¢a # Raha & anpel, IF= 8T FHT JaT T
& wider 7 Ry foler v faoiar &3 34T 3117 38 Wit 7 SBI Yono ST T
T% wetl (f5fRlar) Du s13aeiis & aram)

ono | YONo
iy SBI

\ Downloading...

[ Unknowingly Cloned

(Phishing) SBI App Installed
to steal the Banking Information

uat ford oft foies o= foeran
A GHY AIEYTE @ |

I I A Uger A & SBI Yono DT STIASAE YT eifarad Ikl o9l 1 A 14T doial S19IT
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SPECIAL REPORT

§HF 1 ol S @ JAT AT IH DT YT AT
#9% KYC 3Tuse &) ufFar a2t i

yono
0SBl

Thank you
KYC updated Your Afc. 1920xxxxxxx

successfully debited with Rs 25000
Your bank accout

is safe now

Your Alc. 1920xxxxxxx
debited with Rs 15000

Your Alc. 1920xxxxxxx
debited with Rs 23000

Your Alc. 1920xxxxxxx
debited with Rs 35000

AT /S & T 8 oI IUT ISP ABIEE A HE AT
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SPECIAL REPORT

2 AT gt & FTaclg & TR g, Jselat JIT JABT SATAbrI dvet o ot
& gt a1iT I I& T &% gictaRA H Rad F2at & AT amarg faam)

T JHF AT & A JIT 1930 wmm a foAerm JngaT Jer
ZRT A Wb} FIbraaT gof B
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adl af & foar o d @ U 21| deb Ade? o §H G AT

= - [ \\/
L ™
" o S

o

#m%mﬁsﬂwm—maﬁﬁ#
ZiSAFIT g0
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SPECIAL REPORT

AT AT AT s bt A A & F 6.29 =T IUA aT9H fAer
B, SAfbeT TS EF o BU2 Iz aTue &) At

Your Alc.
l‘?ZOxxxxxxx credite
w:th Rs 6.2S lakh

o A TR 75% A Al

erITfor aTua fAer aram)

Teq U faietol die) del 98d ®dl & 3iie
f3iei! fdieTd €, di JoTcht EaTsICIel 3ite Hsae
3(TeTE o Ufd FPTSGT Bl oldisl &l

Y 1T 33Tet I T S o 160 3711 a6t 379Ter U 3 13y HArarennfaAr
P T 3 v 9k sver uRary st 2veat B off eraT aar
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SPECIAL REPORT

4:07 pm

Chatting with 080900 10834
& This chat is now end-to-end encrypted. Learn more

Dear user your, HDFC bank
Account will be closed Today

please update, your PAN No via
[ given link httnszmaﬂfnan-updale
-on.web.a - i

Touch and hold to react DEAR SBI USER,

Your A/C will be blocked
@ FEI Chat mess

+91 91632 74303

® today.update your PANCARD
KYC.verify your account login

° NetBanking kyc upload Click here
© O g © | https://sbi3.herokuapp.com ]
l [ ] /
' Don'tclick—
alw,. ... ..., 10T}

AISIDIFIGIHIJIKIL

ay
g S it <t iR et/ e o ATen | gt srase A & fog aE e g,

\T AT KYC 3u_ Fotdleh! deh & g & ) STTehR 8iu2e sheard |
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SPECIAL REPORT

[ +9191632 74303

DEAR SBI USER,

Your A/C will be blocked
today.update your PANCARD
KYC.verify your account login
NetBanking kyc upload Click here
https://sbi3.herokuapp.com

Unofficial number or private number

- o ¥ e U AR EEt @ & wer W @,
P  S19- AD - UnionB, BA- SBIDGT, HDFCBK, saatfe|

VOLUME IV CYBER SANSKAR MAGAZINE 16



SPECIAL REPORT

Bank details ﬂ customet
m ﬂ‘ =1
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SPECIAL REPORT

faweit ot feim 3r2rar favedt cafth & ®eot o
& 313 3t application download o1 B¢

Y\ ApowerMirror
\Y{ Don't download | |
_ these apps il

N ‘> AnyDESk TeamViewer

O\ /\\ Baixar RemoDroid
FH AIE & DellberT J 39> e

AIaTSer T URT AT At
I % g & <IeAT oreT &, A
ar Aarger A T 150z Wi
& AT HIF AfHIT it

ViR
foreft QU il SIS F & fAIQ gdem e = 91 Google Play ™ «iit.
Store 4T Apple App Store a1 ifdfess dsamge wr dt s@me vl IR o
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SPECIAL REPORT

afe oI aft eider 3mu! WH & 51 3rdedd aft
oPI g Hoestord At dl AU PleTher A U
®e JHGL TP of & €l Y./

& collcommunity : i

620 1,083 283

csllcom :
Posts Followers Following

CollCom

Non-Governmental Organization (NGO)

CollCom is a registered youth organization certified with
12A and 80G. We support & give training to strengthen
NSS units.

forms.gle/N6p53RdeHQIGVKZWS
ST TET I 39 SHTIHY T THATENT HeT
THar & st arr & aa gAY A R

N9 @Y TeIH AT STRIEH Fr & fop ot

Join us a Volunteer or Intern, A o e am |
Type Join and send it on WhatsApp

. +91-9868189955
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SPECIAL REPORT

Cyber Crime Awareness Training Mega
Campaign

)meﬂaﬁaﬁwmuﬁﬁﬁﬁm&aﬁz&ﬁﬂ
&@d gU gH- 3ueh forg faegpet th & @ngar uftaror aar-sifaam=
Tt g 9w 31y 8 Trger SruRTe § g9+ oh diehl & IR J Ha
uTa |

)mﬂé’rwmqﬁﬁmﬂﬁmgﬁml |: : :I

gfe smu= 319} deh 39 ufAeror A vnT Fgt foar at v IR sray |

) &4t & Trger ufNeror- https://forms.gle/AJajaozGwTjLPEXC7

) Cyber Training in English- https://forms.gle/8LyAQPWPucn8LHir8
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https://forms.gle/AJajaozGwTjLPExC7
https://forms.gle/8LyAQPWPucn8LHir8
https://collcom.org/cybertraining.php

Whis Bol il feifa
A TR e ?

I 310 381 dee & WIS & fRIGTE 2l 311d & dl qed & 3my Hail chat,
3151 7T STaygic, 3iie 3131 71U Ul & Sbiot 2ife & &1y
www.cybercrime.gov.in or 1930 U¢ &Udh ©¢ °e d6 46 3{Tail

formrad 3 B¢ | 3iToTctigot felhrdd &5f deal & feTv 3TUd! #sae
fciel &eerel 5iTol il Tthed ofel eldl € |

. WA WHN R HATEd 3o
GOVERNMENT OF INDIA  MINISTRY OF HOME AFFAIRS . LEIH!;L:'E!{_’,'E o f

'3 National Cyber Crime Reporting Portal ST HeteHE

‘Beczources Section”

REPORT WOMEN/CHILDREN RELATED CRIME -+ REPORT CYBER CRIME TRACK YOUR COMPLAINT CYBER VOLUNTEERS +

RESOURCES + CONTACT US HELPLINE

LPLINE NUMEER iy
E If you are a victim of AP >

Financial Cyber Fraud

HE

Dial Helpline Number 1930

fATad &<t A & g agi farTes R ok ot &
TROT <hT SITTRUT ke 31U fARTad gof R
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http://www.cybercrime.gov.in/

iz &1 it Feif
AR RTEe ?

3PTE UG 3iToTeisel folbTad Bl & SoTed 3Tdt & dl 3117 3iUal
2IET & FT5TGIh TTEae Al & it 31l fldrad 35f B dbd & difd
3TUG! e & et ST foied Hd|
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SBI- 180011 221
ICICI - 1860 120 717
HDFC - 1800 258 616
AXis - 1860 419 5555171

T T8 | ecuetred dae Hft Ipre
e Hd 9 B9, Hefdd official
website A @ uH H? |

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA




Bis o it feifd
o R e ?

RBITEATE.. . .3 5 s f v o i g st
fAe ST & fAg 14440 R e @i

gy /- For

AR Red d9 /e CommoN PERSON
yg_“h-n*' Reserve Bank of India  Azadi, [SeLecT LancUASE
u.i India’s Central Bank ST Mahotsav : : =
ETEMAF CONTACT U3 CeSCLAINER
ahout Us  Usefud Information.  Fads  Fmoneiol Educafion ' Complsinds  impartant Webaifes

3R 3T dep @rd & fheft 3 a2 @ a9 Frepret @ at sahl guar gia oA
deh @l 1 ST ST deh ot GG I §, At 3o o @ graddt |
(acknowledgement) 4T TTE WF | g

gfe d9-39 STl ATIRETET & 10T 34T &, AT 3T ZRT YT ITHas,
o=, siié&dt anTfe | A & FwRYI, STah! d9 deh JhATH ISHT TS
STl dch 319 31U+ ek k! 3T AT g1 341

afe STk ZRT Aok it GG e & a1g Wt Suegol -3 S g , &t cllcom
3T Fe ) I ARG Y HRIgfE R e -

gf amy Ruifér 7 38 &z €, at smuent urer a¢ Siem 3R ag srRefiens &
feanfadar oz simuds dak & aiE ZRT sIgwEIRa afA Aifa & smuR wr au foran
ST

deh opt SiTuhl fAeRrae wfca &t adig |/ 90 =1 o ofiar gerer gl 8, oFR
JHIYE 9 g9 R AT dI¥ STk stard 7 fae wR fAhradendf < hY fArmraa da
& ST+ ot ft R TahdT 81 TR STHGRT 31T T8l A (RBI) & Jahd 81

https://rbi.org.in/scripts/FAQView.aspx?ld=24
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https://rbi.org.in/scripts/FAQView.aspx?Id=24

um

Y TR |18 3UseH UM < fag
89 QR IS bl Th &R, 3R AR
STfAeRTReR A1/ qq i HeHshIsd Hr

WhatsApp (% Telegram &)

Click to Check Out some
interesting video on YouTube

n @ For volunteering, Type Join and Send it on
https://www.youtube.com/@collcom WA g if 1 LR

L.*. .]] )m (Registration Number-1710, Under Indian Trust Act 1882) B M | collcommunity
A .‘y «nice.  Certified Under 12A and 80G of Income Tax Act 1961

® www.collcom.org



https://chat.whatsapp.com/DIw2adQQ3Xr15ueYPjb4Zh
https://t.me/collcom
http://www.collcom.org/
http://www.instagram.com/collcommunity
http://www.instagram.com/collcommunity
https://www.youtube.com/@collcom

WWW.COLLCOM.ORG

(Founder and Director of CollCom, Asst Prof at Bennett University, Greater Noida)

R GAURAY KUMAR J

\

N

y /7 J/ 4 A N\ N\ \

&1 7ivq qaHT 7 dc [RgfaErad (erer gu), Hev A1ve], W 4ol B et SSTiHanT [auiT § Herd
1% & UG G¥ HIU & | TE TP ArETore FE1 3 CollCom (Ficor TRJACT TR %) & GedTd
3N TSI FaT ISt §+c [agfaend & driwy JAGBRT ¥l §
& PAR 1 39 & Fidisd GedrHl 7 8 U Sialeveied ee [qgiadid, ¢ evil § @vget [dsid 7
TH.H R TIvae] [T b1 & 3u! FIeT & &R, a8 Ao Tiaiaradl 3 a1l died & S o e
5 ga@l & Yer, Waste Bote, geimmy M, Wb &, w@eed, I 3N fbedq & g qyt @1
ST ] St 999 Y @1%] BT [T €
I §F JIF JIE & [77 32 [a4Iaamd ¥ w0 7ed [edR AN HHq GA16 (9B Jarad, Hd War
# 495 WqI8a1 (d5C qrilca? Jdrs) T YedR @ 4T GHHId a1 T §
PIaS & T H ST PAR I1d 7T 36 | 3¢ GloH I HadIo GUic & oag i &1 Heg ded BT HIF
& e 37817 &1 & dftr a1 & qeT 74T N 397 @ 1 @Y7 & [T Sevic T [ g S 78
g/ Vi g1, 3¢ gevie @1 &1 7 do1! B §¢ ¥2 HIgH JWId & aR F STRbdl b HHT & Heed @i
e g3l |
F=gI7 HISa JUTE STe~hdl X U AT SITHa o= [a7 | 3=¢17 [afa=T el 3% dicionl (3ienrsd
3N HTIST) BT GNT BT G [T 3N FIGaR ITTE STTEpal T 35 & e STy & | g
V% BleT 3 §gd &1 HHa HFeTIs Bet TTes HISa PISH HATv T Alsge qalad fdam, form
JFHTa® 52,000 7 3ifere W 7 T fedan 3N THIf~4d g9 1

FTHT W& 3T &l J9TH R & & 10 7RG w11 Bl Sevic 1 &1 & G T €

N A\ \ N yV J J J

N

\

/
/

74
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https://www.linkedin.com/in/gauravjnu/
https://www.linkedin.com/in/gauravjnu/

WWW.COLLCOM.ORG

' J J M A N\ \ \
/;Wwﬁ%m&wfegﬁwwamﬁaﬁ?ﬁaﬁmfmﬁaWﬂ?ﬂfﬁfﬁé?ﬂ?ﬁ.\
’ 9T @ SFNET / SR TET 41 | 3 e 8R & I 4 a9 7 Gee oRT M 7 geary, aRar |\
qrel ST a7 7 @y @en 2 3 @elg 7 d| a1 Bis M1 Tad G 7 @, T9g @d Jfa T
FoI1erT &ot @vaT od & a1 3 98 fie & JIaer ¢ Siid & |

/ /

39 G RBI & 3o [A29T & 374 19 WIS R & gid ae I1e 379 Gafad 3 § Riarda &or
&I 81 @1 @1 90 87 & Hiav €1 A9l T Gersl &d & | g A &1 el ab Yga @l
HqeTHAT € T & 99 it H AT & T AT 3G 3N 97§ et @ bl qeaw
ITTE T Fhd € |

T P Isecy 198 OTP 3N pin &1 Haerar & fafi=1 aids JY-TaT &, 379 &van fab Jiddniear ab
T8 OF 1 HIT B¥a €, e a1 WSTedH o & g § g1 1 U 8 e & eS| Bl §1
g & JT9d! TeT TS & $ [t o Aavt 8 e & o1y Al [t ¥ gar & 47 & él
H13eTHaT 7e1 gl ¢ |

N WwwmwﬁWWWWWWWW/WWW/@H’
\ qifeat & H1ea & AIe B el |

\~ NN N TR % G ¢ L LS 7
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https://www.linkedin.com/in/pritesh-mishra-85bb14201/
https://www.linkedin.com/in/pritesh-mishra-85bb14201/

WWW.COLLCOM.ORG

|[Shri Gautam Kumar |:
N (Executive Engineer, WRD, Govt of Bihar) I

- | Shri Sintoo Kumar |: Shri Satya Kumar | | Shri Ranjan Kumar |:
M (TGT Teacher, Govt of Delhi) I . (CEO and Director, Jetex Private Limited) l N (Senior Product Manager, Microsoft) I

| Mr Pritesh Mishra | | : : I —!
: (National Coordinator, Colicom) l ! Mr Sumit Kumar ! Ms Shweta Ku mari
Odemee——————— . (State Coordinator, Collcom) I . (Social Media Head, CollCom) |

D — : : ~
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