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Cyber Fraud In MP: IAS-IPS 3ifef&TiRaY
& Bl dleres A3 srb13e Iaree 59t
®e 22 591, B8 i bl IS & feldTe

Cyber Fraud In MP: I1AS 3112 IPS JfeapIeal
o dieles HIfSTT Ue Wuft 3[hT3c &b TETS BT
BT HATHDT dTHS AT &l

AfgT3 hl GXhR
Free # 2 @1 & fa<rs

iline, full story

r, Rs 19,005 was debited from her account.
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News / Cities / Pune / Trying 1o contact bank on soc
Premium
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Trying to contact

bank on social media,
man falls prey to Rs
7.5L cyber fraud

By: Express News Service
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FREE PRESS JOURNAL
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=it Chhattisgath! Saoer Monika Raghuvanshia Sacisl Meda Aceoumt Hacked, Obszene Comtent Pasted

Chhattisgarh: Singer Monika Raghuvanshi's Social Media Acc:
Hacked, Obscene Content Posted

The renowned singer, who has around three lakh followers on her Facebook account, began noticing ex
content on her official social media page on September 23
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bank automation news

Account takeover losses
may exceed $635B in
2023
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SPECIAL REPORT

WRT AT @ §, 3T hd 8 Y U GURAR Hrel HITA it | ST
Teh IR R & TTSeR YREM & 39 hal H Fiered Hif$ar & Aregw 4 g1 @
JRTY T IGA a1 & axIehl o dR H Tl geAT WR YR ha
TaIol/hgH! & HIeH ¥ U ol U hft, 3R 31U+ uRRar Td
4. S8 Gt oRT STPReeh T8 QT §H 9« AeTeh Uamd ohedl |

~

Statista &t Tah Rulé & SER, 2023
o qiereT Hifsar &t dffes uga T 60
gfdrd deh g ehl & 3R 3mt It 71fa &
gfeg it R @1 81 ITTAT o HdTfeleh 2027
der G Hifgar IuaTeRatst & e
Y 5.85 fafera=r (585 Cr) 4 sifden

ORI S Fb.;;?; q.;_._;-f :ﬁ;‘-ﬁ & & g i 3Hiie g, =it gﬁ'qT Fr omrelt @

v o

Number of social media users worldwide from G'IﬁEF GTIE'Ia E§-| “ I

2017 to 2027 (in billions)

Social Media Fraud T &?

IS & 9T T il MSTT exde R NUTRT e AU 3R ARSI Tl Wehid &
IRt IET NI ohl Yeh-goR & TTY S84, STFhRI ATST e, 3R Aeafchit o ol 81 7R
g} i 37 wiethid TR Thad a1 this Gie+ fafa densiifchal el STaHTeT ehich ehel! TIthTSe
T & 3R oA gt TT fafea adten! & cafhal @ oF, afhid STFRRI, T 8= yifaguf
AT BT he bl UITT i & oY 3 99T & 9isred Hifgar earast (Social Media
Fraud) gl ST 81

social Media platform - Facebook, Instagram, Twitter, WhatsApp, Telegram etc.
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39 d3g i giarys! ol |ieret Hifsar srerrde afehr (or Social Media Account

Takeover Fraud) =/ f&ar 7ar g, 31MST 3 U € T his hy gfed giaT & 3iR
394 hd S Yohd B

1 wieret siifsan srmre efd iedmest

qizre Hif2ar srarrde at g gt Tahar g STa IF i Hif3aT srahrrde &1 gorr
AN 3R UTHeS thISERR AT gehd deh UgddT 81 SfehISe geh et & faq gardd
3R fhfRAT depfien ar Tfery Aedar Twiiha a1 Rele vy vwefiche = o9

& 3R (Team Viewer), Any Desk S QUGHIcha &l SEAATA &hed g |
4 foRa=T WATag SHHT SISTST 3TY 36 T it AR NRUE @AM TR &1 guullP.
|

bank automation News LX) | REE FRESS JOURNAL
G 5 HEW HA - BUSINESS E

AE MUMBAZ NEWS NG M NTERTARSIENT SPORTS FEATURES VIRAL VIREDS BRAMDSUTRA EDUCATEON
Account takeover losses

2:);3; excees 3358 1n Chhattisgarh: Singer Monika Raghuvanshi's Social Media Account

Hacked, Obscene Content Posted

The ranowned singer, who haz around three lakh followers an her Facebook aceount, began noticing explient

f - 1 her official social media page on September 23,
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https://hindi.oneindia.com/news/india/bjp-minister-fake-facebook-id-crime-416056.html
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Dear user!!
Congratulation, you have been officially

o A
selected to benefit on this x5 crypto giveaway -
IR H Ul heAT ST

Gratitude for your activeness and supportg®

WWWW(WW/WWW)WW
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3(T3Y AT @ UG A AT Tl <hl ?

dt sign in foieh W= foreter a2 e m
$ a f Someone tried to log in to your {— —_}m account.

If this wasn't you, please use the & ing code to
confirm your identity.Please sign |

382951
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IR faeter R AT Bl
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¥

3R T 1,3 F U g IS Dl TeRAH (3HU-T) Tl & uT @1 g1 Aged 7 g qwifaa
qreaE | | &R &l TaT fhaT iR ag 31U+ SfahiSe | AR ded # 3% @, 3R
3T f& I9<h Ueh A1 1 Wi SiTaT 81

BT g T 67
s 3R IR G dt St el A4 gFg 5000
~ JUT A &, SR g Uof & AT

gl 9g! & 5000 ?
ohd ¢ [T TS, gt ot et g1 T8t |

RIT HSTTeh g! 3R WIS Thel SLMUTH TR <hls /
3Tk o] H Seed ot df g+ fohd
3= Hfch o @id H 08 AT &l el ‘

31! el ¥ dl & IAUHT 3RS
YR & Tol HR T T E|

VOLUME Xl CYBER SANSKAR MAGAZINE 07




SPECIAL REPORT

g3 e GHS AT! AAISG FRT 3HehisT
ferdt 9 hack & forar g, ik gt a9

3R IR! A3 T IR 0 A+ & gF I
PIcT Y T TATfeY AT, 3T ! STl I 3
B R of [T iR ohT 7 e

&l 3Tuch ATy Ht 39 avg &t geaT ufed gt at i aamg fagsit ovr are &% |

P> Il @ U FreEQY R o Hiere Hifdar w
R 31U2e ol <hl AR 3fehise gah gl 14T g, gfe W

ﬁ STRTSE & T <kl 7T hY SI1Q AT 3= SHTH 7 feier
i Aot af ©hhR T
" P> o e A FF g A RuiE R -
<RI STHRUT 1|
v cybercrime goun w R AR

|

B> g P avg Rt ot orerd oi AR 1 R s wgare
fra srg=T AT Sik uraad fanedt oft dst iR e 1 &1

B> e e | g -thaex ATARE I F A @ |

B> Foft-wofi o enfiaRe dawse &I e daaTse @it 8, Iueh!
HeadT &l STia g Page No. - 16 Rl SER0T 1|

P> T & Ao @ O Y Wi A W O 7 2 9@ af sk A
RedeRr, sruar uRarR o1 & S ol 7 g1, oiet & dA1ead @ uget
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Y UhR ThAY 3Tchi3C ohl 6eh he O chl &Y 3R
hfl-wft U BfT A WA HA T gHST H
3fdehdr e & I8 T I(hSe TR 3=
difsar fofer @ el SMUdls o 3T RN <hl
gTfad aed & |

2 faider (INVESTMENT) 3tz fieimeadt wiher

q1y, 37feren T 31fdep it 31U+ fHaer [Hofg o=
d Oeg & U gexde ok givra Hifsar or
SUANT &R @ &l doi wWhaAy o ol AN dop
UG oh fol §e3C ohl 3(UAT Hid &1 foian 8|
JTch UTY ST o HIeAH ¥ 31T deh Uge
fafa T & ok U4T & Ueh akiahT TRl
Hifsar gl

g AT AT 71T 8 foh fosa adf gft diere #ifsar gtere & Jaram &1 37%
fAaer gieret < Rt AT - 9 | sifdenier foreeiend glerat 2

Source : AURA

g YIRATYS] dd X Bidl g STe ThAd
MHAR R i Hifsar & qreaq 4
MU deh Ugd SHEI gl Yoard H
WY 9= dddid o #TeIH 9
Gael g1 chl hIfART hdT & SR fhR
d1¢ ¥ Ueh "HgM A9 S/awR (Great
Investment Opportunity)" & aR
H SRl HTSIT TR ATUehl Sgd dit
9 09T M d IR § I[a9R Id1dT 8
3R hs Tl I&IEIUT Gohe 3Uch!
faer A & forw ITfed shear o
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Since last month, | have continuously @
invested 60,000 dollars, and now |

have earned more than 30,000

dollars. | think OEN is a very good
investment, so | shared it with you.

| think it's good for sure. I'm
impressed

You go to the panda to pass the
identity authentication first. if you
can't pass, you can't buy bitcoin or
ETH. you can try it first

Awaiting verification now

Ok. you can ask me if you don't
understand
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U] dTdd H ThHAH Teh thoil Y ch IT daHT8c
ch ATeOH T 3MYeh! U A hed i chadl g, STt
&l &+ | faegpar sifdfea (Original) a1 fegar @
ifch=T theh BIAT 8, 3R 3TUch O S&d giH oh aoig
SR EIGE

d: YAk Wt 39 @RE & IS Ulihe =
31T dHTEe § 08 <9 7 i

\- w00} 0B g aul # wila W h wE@w H i &5 ©
wevouLooxwsll N Tife sifde yRd =R @ a1 faiy U I A8 e
E:E%IME v v YN Eh‘(?%%l

FULL TIME B oNLINE STAFF REQUIRED
SIS 3Tagel GX Hiiehdl eh ¥Rl ehl Feran & o
g Teneft Saret Hifar @@ 713 & | I8 aren
g o ST &3 9RT 09T AT Hehd g1 Flehd! TieTe
hed G HIETETST & &l S2T Bl & -

49 & 3IeW T -

Uch HIeTAdTST 3TTUch Hiehel &, Sifch chaet afl ST 31U Ugal I9ch
MY “HAT/IYRIUT Wiedl” | aredd | gl IUAUT & olT s AT [eeh
h! AT hd 8, 3R fehdt 7 fordt I8 AT Sad! STt & SR 31T thg 9T &1

STTFehIR} b SeT 9 -
- S oueRt 39 IRfIE § e At sl ol Rk oy 39w sroeh fAsh

ST gehT STAHTST he dt ST hl 3FSTTH ST |

SRR ChAY T T Ie2T 3HTTch G TRIT gidT & $9h foIQ at 31k UhR & a8 & 8|
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NN adaT # e gafed Wi urd ersd Site, dif2at dmgen/ qre W
T g f9s a7 siruehl fifeat Asar FA F A 2 g1

@ Tl & Aol UR fofeTeh e ST 7T [Rar o Al 1T &R |

32PMIL

(—. +62 B78-2172-55F i _

= @ Loin _5oogle Maps_|
The salary will be p4 693 members, 36 online

any bank transfer ag
member, Do you u

Hello, do you

Hello do you undery
point, may i contin

Hello, nice to
is Kumar Suvy
PRIVATE CO-({
you give me fé
time to talk to
online opport
from home or

ok lets proceed

As a begginer | will
sample task to try fi
S0 you can see how
still pay you instantl|
completing the task]
understand your job
you can start active

TASK 1: click on the
https:/fwww.trustpil
freview/livinginwelll
log into: LivingInWe

Our company

Transaction Successful
0117 M on 01 Jan 2004
Pald o
{3‘}-‘»‘ ishaan Bhatnagr 7,000
& chainag S

g e 150 Rsmﬁzf\

iz s & 42 e wud =T J
T

2. Rate by 5 stars
send me the screen
3.Salary for this try

share screenshot

ThAY 3TeRIR TITel HifSaT UR Aehel! SUTG! AT GehTHl ohl dgraT
¢ & folg Tivrer Hifgar fasmaat (Advertisement) @1 IART
&id &1 The Better Business Bureau (Sftsfielt) @l Ymen
thygch 3R & faFTut o IR | goTRl fAwrad At § |
MYkt e W IRl Ul AizcyH et do @t foegpa
ardideh deUTEecy/U I a<g gidl 8,/ o Uga-T qfther
gidar g

Fake Flipkart website

Plus

99% off T3144.000.00 ¥ 499.00
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https://collcom.org/CyberSanskarMagazine/LikingYoutubeVideoScamCyberSanskarMagazineJuly.pdf

N g W™, i difswr e g fhdl off fasmom
(Advertisement) TR feieh et | Ud Iqeh UHTIOYhdT <hY STiwr*
IYch aIEdfdeh dIHTSE TR STTehe ST &hi |

*website &l Stia o fag 4T 16, 17 T SITEROT i
= Q Valor
Up to 30% of online ads are fake

Lack of transparency attracts scammers to digital platforms—regulation is paramount

Por Danicla Bratin — Sio Paunlo

ol | o & s ol dae o &
1L g gaR 56 Ao R RIS R aard
l:lnliﬁe Shnnpin ‘Tq ﬁ'\’&“ ﬁ'ﬂ? EF[ m aﬁ |

»

3 e ) AW wis 9w g, AR FHg ThAd
R &t gan o fag Ttere Hifgar o off ggrr dd 81

oY Uget ThAY fohd) off gl difsar (Sarerar
theqeh, SIITH) TR Teh Theh IS -1d 2|

& Replies

Replies to your commaent on The Mind
Unleashed's post

@ Simon Charles Smith

Yeah but also being on bad
terms is weird and rando m too

25m Like Rc[uy G

3Ych d1C It B 39 A8 h hHC Y]
ATST Ao o 1Y MY fH5dT1 ahed 6

@  Govin Tarot
Simon Charles Smith | felt
Some energy around you
that is very important to you
send me your friend requ- st
nowes &

im Like Reply

3R MY 8t WR &l 9BR Hd &, SR MU
fordt 9 fordt gg (AT o1 w18, g8 difsat
i Renls e R U YR & ¢ gUchs
ITT-TTehR) UL h! HITT hd B |

9 HoTd gl 31y Sl o AR o+ Si1d 8|

i han E Simen Charles Smith

i Gavin Tarot what type of
energy? I'm over fifty so
15 JUst a memaory

A

.J '

it 1o Mt you Joao,

39 g oh Whis & T99 gq 31t Ry g waft gren oo &1 srgaRor il >>>>
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SPECIAL REPORT

1 SoidcT de f5erel gerel Bis cfth 3MTd
3{ofdtfd & faeiT 31 Ulee Bl ded of T

iconiccybercafe v » = { el = ¢ Settings and privacy

4 28 141 .
Posts  Followers Following @ Business tools and controls
ICONIC CYBER CAFE 3 B Ad payments
Imermnet Cafe
Your work will never stop
Online Cyber Cafe What you see
100% Secure Settings and privacy
100% Trust .
2 iconiccybercafe.blogspot.com/ Threads * Ll
Sarauda, Chiraivakot Mau, Maunath Bhanjan 276129

i 'LQ Muted accounts

Professional dashboard Insights

. Your activity % Suggested eontent
Edit profile Share profile Contact

m Like count

Archive

QR code

Saved E] Aceaunt privacy

Supervision @ Close Friends
Orders and payments ® Blocked
Close Friends @ Hide story and live

Favaorites

€& Account privacy

. | 73 3T @ sreas Iard MY IeTERUT ¥ STy wWE Y g
e | 1 STUGE WhIET/dIfSat § fSh §C deh SSWHT Hl ST Hehel!
8, 31d: 3YhT3C F urgaHt it 31T gAaet (ON) &R
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3tTic efT & qual o feie st elere
oifsaT 3dTic T€ Two-Factor
Authentication (2FA) 3/@ed eIP] Bl

—

niccybercafe v

4 28 141
Posts Followers  Following O Settings and privacy
ICONICGY'BER S @ Threads @ Accounts Centg!
Your work will never stop 3 v, [
Online Cyber Cafe

pgin & recovery

I passwords, login preferences and

wo-factor authentication

U Password and secufit)
Choose an account to set up two-factor

ch d authentication.
. ange passwor
Personal details g% P

) ) Y . » iconiceybercafe
Eﬁ. Vel sformationand Two-factor authenticafign — o

permissions

Saved login

oose your security met
nter confirmation code

aniccybercafe « Instagram

Authentication app
Recommended - W

vou'll enter when you log in.
Text message (SMS)

We'll send a code to thre\ iy

Enter the 6-digit code we sent to ****** #gg,

It may take up toa minute for you to receive
this code. Resend code.

175960

Two-factor authentication
ison

We'll now ask for a login code anytime you
log in on a device we don't recognize. To
change your contact info, go to the Persanal
details section in Accounts Center.

Instagram UR 3T HUR Hehd fehQ T fAw= T=UT a1 el & 2FA ( 2 Factor
Authentication) #I7T Yehd & S d3g & arch! Aiere Hif2ar uz off 2FA ON &R

VOLUME Xl CYBER SANSKAR MAGAZINE 14



SPECIAL REPORT

WhatsApp U Two-Factor
Authentication (2FA)

o] el & feie fafeioot Teu 1 UTetel de:

@ FOEMI A W 510 1 QmmYE,
%+ Account = Two-step verification ~ Two-step verification

Privacy

Securty f&-=~vofia g R T R

Enter & 6-06git passcode which youll be
asked for whin you register your phong
number with WhatsApp:

Twerstep verification /

Change number

Far added security, enabile two-stop
verification, which will require a passoode
wihien regislening your phong number with

WhatsApp again

Delate my sccount

1 Do Pow =
4 <] 6w

&R 3R sEh g W

-1 L 1o\, LB A m Eliew

€ Two-step verification & Two-step verification Two-step verification

Confirrn your passcode Add o ermail address 10 your sccount
which will be used 10 reset your passcode
if yous ferget it and saleguard your sccount

Two-step verilication is enabled. Youll need

e b ENbET yOur pastcode when registenng your
phong number with WhatsApp again
1 2 3 o = gqwer tyuiop © Disable
5 6 5 asdfgh|j kI @0 Change passcode
8 Qwv: 4 z xcvbnom@éa

B Change email pddress

o ot gfe & ferg U $8e7 ID SR e, e ot i g == ok
AR &of next W faRTe mAaT Ui g |

VOLUME XIII CYBER SANSKAR MAGAZINE 15



SPECIAL REPORT

secured Website 4 dggddaweT@

gr F R
ddelIse O Hedl & 37d & 30 deld|
Step 1 O forT omueRl fRelt oft

gierel Hifgar a1 prer W foh

website* &t foier three dedIse ERT WY 31 hl
dot R forer &R AR dvert; £ (S d)
A advertisemen ponsore

e ¢ @t g, af 99 (¥t |
T - g daarze A o TR qTelt daT8c hl TgdT
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Step 2 Google R YIMA a1 www.yima.org.za I &

O joog b +
| Stop. Think.
5. i e Don't get
i scammed!
=
vttt st (O Website
g scams

- ' vulnerability
B e e e
i 9 o 6 () A 0 D () Also searched for : step 4
e e fuia ] &l Vi zarasirientn

and security headers.

& iz el fel v bl fnd iml '@

39 59 foieh W feRTen &l gl IR 4l fhd 71T fefes t paste &1

1] FREE SCAN

Result

o Tl ) oo e @ o Rl

s +ft dgrge Ft vulnerability (safe
& 1 98Y) T Udl & Tehd 2|

B> 37q: ATt §R fohdt 13T d9gTge
TR 37Ot SIFhRI & YAl $o
@ed I Ugd IYchl ST 31a™

©ee0s |

Website Scan Result

shopunick.in m ?%'.’ ﬂ?ﬁlﬁ ?%. !
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https://yima.org.za/

SPECIAL REPORT

€[OIl U2 3{ci51To] oide & 31T
OlcT [HAT BT AT o ¢ |

11:47PM - 4| %% @)
WhatsApp Busines:
M chats @ St

<
e Create call lin

Share a link for 8 Messages and calls are end-te-end encrypted.
Mo one outside of this chat, not evan WhatsApp,
can read or fisten 10 them. Tap 1o learm mare,
Recent
Hi Mike, | wanna arrange plan with you

‘ \ +63 921 899 before | go to there.

¢ April 27, 6:5

Are you there Mike? Im waiting for vour
answer please confirm me as soon as you

can, thanks. ﬁ-@ﬁ EBT a;qﬂ- GraTa '_-I- %
2 April 15, 7:01 ﬂ ﬁ :I'TR
You aren't Mike ) omg perhaps my I Q:IT % Q

Jayant CollCo )
secretary gave me Mike's number wrong

=) | hope you dont mind. Im really sorry, w . I
please forgive me.
1
¢ (2) April 12,4 (_-Rg |

Thanks for understanding, you are 5o
+63 9398209 kindly and friendly & its a pleasure to

¢ April 10,11 meet you, | am Angella. https://zeenews.india.com/personal-
Btw, what's your name? finance/whatsapp-nude-video-call-scam-man-
loses-rs-1-57-lakhs-but-gets-back-rs-1-39-lakh-

Hey! Thank you, very kind of you :) check-how-2532720.html
I'm joao, and you? 45 =

Nice to meet you Joao, | am Angella
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https://zeenews.india.com/personal-finance/whatsapp-nude-video-call-scam-man-loses-rs-1-57-lakhs-but-gets-back-rs-1-39-lakh-check-how-2532720.html
https://zeenews.india.com/personal-finance/whatsapp-nude-video-call-scam-man-loses-rs-1-57-lakhs-but-gets-back-rs-1-39-lakh-check-how-2532720.html
https://zeenews.india.com/personal-finance/whatsapp-nude-video-call-scam-man-loses-rs-1-57-lakhs-but-gets-back-rs-1-39-lakh-check-how-2532720.html
https://zeenews.india.com/personal-finance/whatsapp-nude-video-call-scam-man-loses-rs-1-57-lakhs-but-gets-back-rs-1-39-lakh-check-how-2532720.html

SPECIAL REPORT

3131101 oide & A Scealelole] et/
whal Bict 3112 Ulere! ot god feulé e

TESEBY 6277338 : < . +258 85 627 7339
fast seéen Thu 3:37 PM

Hey there! | am using WhatsApp.

Medila, links, and docs

Hi there! May i take a moment of your
time?

+, ?
SUIe 5,45 ki & &  Nisnotibcstions Report +258 85 627 7339

Hello. This is Olivia Murphy, Digital
r_nedia ESS_OCJ'ate of GMMB. | would Custom notifications

like to notify you that you are chosen

to be part of our part-time jobs

affer. The job is simple and flelxible. Media visibility

all you need to do is to Subscribe

the YouTube Channel and you will

be paid. We pay 50 RS for each _ Cancel  Report
Subscribe and you can earn up to ] Encryption

3000RS a day.

Ohk sendme ;c. 100

—— Disappearing messages
This is how it works , | will give you 2 off
tasks, after completing the tasks you
will be paid 100 rupees,The task is
you need subscribe | will send to you Block +258 85 627 7339
and send me the screenshots
Click Link Youtube n 'n 'n Subscribe

n'n'n Send screenshots to me Report +258 85 627 7338

=) Mes
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foelt of wiier ifsar a1 Seeole U 3Udls &e fdar e
l 38 geTal & fev il fov Teui & UTetol & -

s @ Step 1- T TR
- e ol stopncil.org g &

Q. stopncii.org $ G

Create Your Case

FhAEt  Q  stopnciiorg

) 23 stopncii.org + ®
® Results for Sirasa, Uttar Pradesh 276129 -
Choose area

StopNCll.or;
Rt Please answer the fellowing:

* What is your age in the

Image(s)/video(s) you want to

submit?

Q StopNCll.org
https://stopneii.erg

StopNCll.org
What is StopNCll.org? StopNCll.org is a free tool

o i S betore What do you do if someone is
threatening to share your
intimate images?

StopNCll.org
Craats Yaur Cae Need more?

How It Works

Check the status of a Case

Step 2- URUTH & 31Ty " Step 4- Tft
g foier IR faeTan e . [ T—— STeRTIT aht
Step 3- create your  [RUIC &Sf &e|

case WR faeTah il

How does StopNCIl Work?

@ stopNCllorg

O swett
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ACCOUNT && &la &l
fEAfd A = ?

3tel €1 31TYdy HBIIE & & Elol O YdT et al Sfeid HiareT

dilfsdr Amr3e & Grievance officers ®i feuld e

gl 31y diere Hifear sreprde @ 518 faheft oft auar & forg Rkatd
h Hehd 8, e dl U RIS aeh g 8l AT fhdl H theh TSI
4TS gl a1 3MTUch! chis 31T TSSI A YR e @l g 9ot o fog
Gafera gierer Hifsar o foies ur faeter e Ruité ok gand &

3R 31fderad 15 f&= & Hiar smuht

THET T fAaRoT A2 foaT ST g1

https://www.whatsapp.com/cont
act/forms/1534459096974129

€ Indian Grievance Officer Complaint

Indian Grievance Officer Complaint

35 # Facebook & @ iftiern ! iy wafie
e & forg 2% i & qu o

What issue do you wish to report?

® i syeprie Een o fovon

(1've Inst aceesstoa page or a group | used ta
manage

O rve found a fake profile or a profile that's
pretending to be me

() e ermammn o7 2 & an Ay e v o g
() gk argagen A Sefera Wt et &

I want ta report content showing me in
nudity/partial nudity or in a sexual act

(O (aned s i foreeh ot iR jerme e)
39 At A wafde g foret 4 wefiia A8t gt aga

p/contact/278770247037228

n https://www.facebook.com/hel

()1 am a Law Enfarcement official seeking to
access user data

/1 ama government official or a court officer
seeking to submit an order, notice or direction

o i o Pt oo 0o o‘ https://www.facebook.com/help
B s | contact/779201836048501

(1 want to report another issue
ST Heh STRRT

3 R ok & R 7 23 87
L aroeftyarat Tmer o o 9 Rl e vt §
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https://www.facebook.com/help/contact/278770247037228
https://www.facebook.com/help/contact/278770247037228
https://www.whatsapp.com/contact/forms/1534459096974129
https://www.whatsapp.com/contact/forms/1534459096974129
https://www.facebook.com/help/contact/779201836048501
https://www.facebook.com/help/contact/779201836048501

iz elel ot faalfi
A TRATHe ?

3T 3{Uot 2IE¢ & alatciil Slsde &cl A il 3(Tail
foImIad o3f B &ithd & diftd 3TUd! et & ec

IR He2 gy & Arger A=l
< AlaTse TR Ud sHA

CLICK HERE

Delhi District Cyber Cells CLICK HERE !
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https://uppolice.gov.in/site/writereaddata/siteContent/Cyber_Crime/202112201659347923Officers%201.pdf
https://cyber.delhipolice.gov.in/districtcybercell.html

SPECIAL REPORT

UPI 9He his g1 hi

RAfAFRTIR?

UPI s areas & afe e gl a1 Tadt & foaddt =g

e UP| U= 99 =1t ST at 39 RAfa o e fafa=

IRUTY T UTA &2 3709 O O: UTed SR Gaha 81

2 b & googlecom/sem

VOLUME VI

Step 1- 7T TR NPCI foraene 9 &, 3R
d9ETge WWW.npci.org.in B faRTeh R

Step 2- 319 3mg NPCI &l giw ds1 R &, i
BRI &2 3R consumer WR faeTeh 11

b

0
-

Step 3- 319 UPI R faeter 3|

Step 4- i Thie R 3R complaint &
3iaifd Transaction a1t MR R faeTer H2|

Step 5- U THHT & TR fdaror 3R iR
Hafie g W faerea w1

* RIpraa foena @ g 6 G 7 d91 aue e
Hfhet Bt Teha &

CYBER SANSKAR MAGAZINE
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https://www.npci.org.in/

Wi ol il feifd
AR Ee ?

gfe 31U 39 =g o Wis & fAFR g o & af qRa & emu aft
chat, ¥t Tq SierHe, 3R At MY G491 o ThiF 2fe & 9y
www.cybercrime.gov.in or 1930 R TUdh &R W &S o

g fARTaT st R 3T fAhrad g6 h & A
3{TUeht ATgeR Yferd WA S i Sieed g1 gl &1

. T ALhiN & HAETad .
GOVERNMENT OF INDIA  MINISTRY OF HOME AFFAIRS . |.EII1§.:LFr=§.’,'E‘ e f

5 National Cyber Crime Reporting Portal

it (e (o | Sni e b | a2
Resgurces Section”

REPORT WOMEN/CHILDREN RELATED CRIME -+ REPORT CYBER CRIME TRACK YOUR COMPLAINT CYBER VOLUNTEERS +

RESOURCES + CONTACT Us HELPLINE

_?*a“""
HELPLINE NUMEER
If you are a victim of
Financial Cyber Fraud
Dial Helpline Number 1 930_

/-4" >

frerraa &<t A & forg agi faetas R ok ot &
TROT T SIERT R U1 fARTI &of |
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http://www.cybercrime.gov.in/

SPECIAL REPORT

Cyber Crime Awareness Training Mega

Campaign n

3TSTehel 91 UehR | 31ehl ATSaR SURTY dwil o u9rRd af 38, oa

) & g gu 3Tush fg fregpet th d wzare uisia agr-arfoa=
T & AT ormu 8R IR iRy @ F94 & adient o aR A Ha
qTa |

) 1Y gl Ueh 3Tehtieh Afdfthehe ot U ghmi |: :I

gfe mu+ 31t deh 39 ufAeqor & ¥t AT faT 9t veh aR ey |

) f&&t & argar ufNaror- https://forms.gle/AJajaozGwTjLPEXCY

» Cyber Training in English- https://forms.gle/8LyAQPWPucn8LHir8
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https://forms.gle/AJajaozGwTjLPExC7
https://forms.gle/8LyAQPWPucn8LHir8
https://collcom.org/cybertraining.php

27

ATaeEe 22, Fefald 22t

3a fAFTafRedeel &
A1 =8 Aol B 2R

&e &e |

99 AR H1gaR {UecH UM & fag
39 QR IS ohl Thd R AR
MMfARTRE A9/ Bl ThIgd h: |

SUBSCRIBE

WhatsApp (5

Click to Check Out some u W F lunteering. T Joi d Sendit
interesting video on YouTube ﬁv ) ForvolunteeringASRERO I i

App +91- 1
https://www.youtube.com/@collcom WhatsApp T91708GELE.

*]] oy }l n (Registration Number-1710, Under Indian Trust Act 1882) | E3/EE2(M | collcommunity
bty B Certified Under 12A and 80G of Income Tax Act 1961 ® www.collcom.org



https://chat.whatsapp.com/DIw2adQQ3Xr15ueYPjb4Zh
https://t.me/collcom
http://www.collcom.org/
http://www.instagram.com/collcommunity
http://www.instagram.com/collcommunity
https://www.youtube.com/@collcom

WWW.COLLCOM.ORG

R GAURAV KUMAR

and Director of CollCom, Asst Prof at Ben rsity, Greater Noida)

/ /' 7 7 4 _-_aan
' . o .. ] .

21 R gcd | d-e fasgfdeney (g qu), U A14eT, IR Uee # Shger Soiti=afir faumm
H HgRIh UItheR & UG UR hRIRd € | 98 Teh HTHTfSIeh SerH! 3R CollCom (ehletst shgfAect
TIe daR) o GUeh SR IE a1 g sHe fayfaenea & wrishd i oft g1 2t
PAR gHAR 3 & Ufafdd Il # & or Sargena Agx fagfdenem, a5 oot ¥ e
fas 7 gA.deh SR digerEl gt <l g1 St e o SR, ag gmiiSen nfafafedt # scht
gftha & I W I & a1 ol UgHI, Waste d-siie, JeTRIgur SR, Wh 3, Wi,
TN 3R fthead o forg it &l SITReeh T oY fawa IR ahrtht &re fehar 8 |

3k 39 37¥eh YUY o forg I fagfaenrera @ @ul uee qrErR SR AMFa G914 faeard
HATeTd, R TXhR T GIAS W] (s dTeifcar 3raTe) el QRERR I | Gr1iad forar
g1 hifds & THY | S HHR ATd g1 9 | IgIH WITHT 3R e Ul o fIg it
GG - ol ShiH I3 fohdT| 3614 &1 chl g Afth, e & e ¢ dch, Gt T 3o ek
1 & o Y Fe3e WR AR gid 1 38 81 Sieg 8, I8 S &hl gfHar | dvit 9 ¢ @
ISR 3fURTY eh IR H SIFEehdl chl hAl o Hed ol eI gofll 54 ISR (WY
SITEehdT UR Teh AT A9 % fharl I faf9a el iR apfcisil (Sitharrs 3R
SAT-TeT1S) Rl GRT AT [ fehdT SR TSR STURTY SIRSehdl UR 35 I 3HfeIeh ShRILATATU 2 |
314 Yeh BleT 3R Jgd &l MA-a 3HTeTIs Yoth MSS ISR ThigH HAGAH AT Alsyel
e femar, fora araft den 52,000 @ srferen <l & 9T foram SR ar=Id g4 |

NN\

t STehT 18T 3Tct &1 IuT H gHIR 321 eh 10 <TG <1 ehl AT chl g1 H F<h ST g
\

N\

.

/

/
\ N N V272 / /
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https://www.linkedin.com/in/gauravjnu/
https://www.linkedin.com/in/gauravjnu/

WWW.COLLCOM.ORG

77 7 4 \\\\
/' foneit cafxh o AT TATS GBI T orf A hatfdr et & <hY o fRIfeNa et &, charer Ttem |\
Pl T oref 2 9 I ITd @ YT/ el o7 | O B B & A F ey ged |\
/ Ugat o1 Y T "geRIU, URaR aret S1¢7 a1 s a7 et ? O helfd 9 9 AT i \
ot T e 9 o, U I8 Al 31U fRAhRId gof ehRdT ad & df 31uch 0 A
h TR TG A & |

319 dt RBI o {2 fAEar o SIgaR 3119 Wi 814 & Jid d1¢ Al 31U+ Haferd ok
H freprad &of erd & at gt 90 & & +fiar &t Smuch! v eI ki Jard
hd | U AT hi TGT deh UG chl SMAGehdT gl T 8, I At Il Arayril &
1Y 1Y 3704 IR U I Hefd I ehl ATgeR UR1Y § <1 Hehd 6 |

I G 3R H WOTag & 39 Fdl dahdich | &1 3uch sl It STt 9
3Uch QR Sild ohl Hehe H ST Hehd 8, I dlcl 9T H ahied TR b TR
31fdeh g fSIgH siuen! 3ru= Teieht & Aiasel A 99 FaRk O I8! b 3MTATST H <hic]
ST U af &7 eI | 399 e & foly g3 Tep et opt gmftid e formr fonedft &
IId T T 3T 3R U AT STHRIRTT chl JTTATSH hi T i TS |

JUI-HY TR 3{TUch] gigeR ¥ J&fdd SMaRI gH 37U+ AMthiQTd dadrse/ 4
\ e s e e 2 e @ e e <3 /

\~ -~ ST 38, QRI& 36 ! s /
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https://www.linkedin.com/in/pritesh-mishra-85bb14201/
https://www.linkedin.com/in/pritesh-mishra-85bb14201/

WWW.COLLCOM.ORG

Shri Anshumali Sharma : | Shri Gautam Kumar

L]
. (Ex-StaleLiaisunUffiter(SLD)NSS,UttarPradesh)| . l . (Executive Engineer, WRD, Govt of Bihar) I

. | Shri Sintoo Kumar |: Shri OP Mishra |: | Shri Ranjan Kumar |:
. (TGT Teacher, Govt of Delhi) | X (Entrepreneur and Director of Jetex Infotech) | . (Senior Product Manager, Microsoft) |

[ Dr Gaurav Kumar 3 [ Mr Priteesh Kumar 5 [ Shri Satya Mishra

(Founder and Director, CollCom) J . (Asst. Director-Collaboration, CollCom) J . (Asst. Director-Marketing, CollCom) J

.............................................

Mr Sumit Kumar 3 [ Ms Shweta Kumari
(State Coordinator, CollCom) J . (Social Media Head, CollCom)

Mr Pritesh Mishra |: [
(National Coordinator, CollCom) .
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iative of CollCom
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Deap Foke Video Coll Scam

July,2023

An Initiative of CollCom

(= o)
@_g:,_as_; WY
e 150 s et

abve o 42 wiren ek
L o
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o i e, = e

T e wiisa v !

Call Forwarding Scom!

)

o

N Nagma Morarji losses 71
lalh in KYC Fraud after
clicking on spam link.

pho
in Rs, 20000

it R
| i

»

CARDING FRAUD!

foredt +ft ATt &t ue+ o farg 39 Avreiia uR

crebicforn ik e icRoceo kAl https://g.page/r/CZmEUz-HXMeOEAI/review

www.collcom.org

f © ¥ in| collcommunity


https://drive.google.com/file/d/10RbijedLjEQzi2lCxLgvVhVJ-z8qW4Nt/view?usp=drivesdk
https://drive.google.com/file/d/1__TOtBXNj7HyidVO-n-k8WGcGC2euHAK/view?usp=drivesdk
https://drive.google.com/file/d/1FbVrp81AYvDJqI8vueq42_nYl5rE2Vxb/view?usp=drivesdk
https://drive.google.com/file/d/10R5H-O73ibhDBJ4HUxb5ZhWNCiNV_x7H/view?usp=drivesdk
https://drive.google.com/file/d/1fm9mpnZWw8j6PtIj4LJucBlGXzD2eoJj/view
https://drive.google.com/file/d/1RCuAvHq3-ACOeVgFu__zXmD5b78HaGcv/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://drive.google.com/file/d/1eoZRrrUbR6BOY7nBqbGw4vDakLZ5FQ_P/view?usp=drivesdk
https://collcom.org/CyberSanskarMagazine/LikingYoutubeVideoScamCyberSanskarMagazineJuly.pdf
https://g.page/r/CZmEUz-HXMe0EAI/review
https://collcom.org/CyberSanskarMagazine/VideoCallScamCyberSanskarMagazine.pdf
https://collcom.org/CyberSanskarMagazine/GooglekaJhoothNavratriSepcialCyberSanskarMagazineSept.pdf
https://collcom.org/CyberSanskarMagazine/OnlineShoppingFraud.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf
https://collcom.org/CyberSanskarMagazine/AIScams2023CyberSanskarMagazineNovemberVol12.pdf

